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On-Prem System Evaluation  
Questionnaire
FORM EPMO-OPSEQ



The On-Prem System Evaluation Questionnaire is required for any new system considered for implementation in an on-premises environment. This form must be reviewed and approved by the Technical Architecture Review Committee prior to implementing the new system.

   Date
	Agency Name and Code:
	Select the agency name from the drop-down list.
	Project Name:
	



Please note that all the supporting documents and diagrams should be uploaded along this form. 

Please make sure to provide the following diagrams as additional attachments during your submission of this form:
A diagram of the hardware architecture that illustrates the platforms, networks, peripherals, hardware integration and segregation of different tiers/layers, which may include database, application/business and/or presentation that are included in the solution.  Include any necessary explanatory text as well.

A diagram of the software architecture that illustrates the different tiers/layers related to database, application/business, and/or presentation that are included in the solution.  Include any necessary explanatory text as well.
Questionnaire


	1. Briefly provide a description of the project, which includes the project name, what section (division, program, bureau) within the Department it will serve, and the customers served by the solution.

	

	2. Describe the technology type including the software and hardware components.

	

	3. Provide the total estimated dollar amount of the project and the appropriation source.

	

	4. Provide the start date and estimated end date of the project

	

	5. Provide different levels of data flow diagrams (DFDs): summary of top-level, system level (between system(s)/user/ device), for each major software module, and one-layer inside the software module.  Include any necessary explanatory text here related to the data type, data exchanges, applicable laws, ownership and add slides if needed. (Image can be uploaded along with this form)

	

	6. Is any of the following sensitive personal information collected, stored in the database, presented to users, and/or encrypted at rest/transit? Please enter Y (Yes) or N (No) for each of the associated data. If there is any sensitive data stored, please explain the measures taken to protect the sensitive data in the appropriate section of the following table. 
In the last column, enter the acronym of the associated compliance category if applicable.
Protected Health Information (PHI)	Federal Tax Information (FTI)
Family Medical Leave Act (FMLA)	Americans with Disabilities Act (ADA)
Payment Card Industry-Data Security Standard (PCI-DSS)	Protection of Pupil Rights Amendment (PPRA)
Health Insurance Portability & Accountability Act (HIPAA)	Family Education Rights & Privacy Act (FERPA) 
Other, describe in additional rows below



	
	Confidential or Protected Data
	
Collected
	Stored in Database
	
Displayed
	Encrypted at Rest
	Encrypted
During Transit
	Confidentiality
Law or Contract Provision

	First & Last Name
	
	
	
	
	
	

	Date of Birth
	
	
	
	
	
	

	Address
	
	
	
	
	
	

	Social Security No.
	
	
	
	
	
	

	Driver’s License No.
	
	
	
	
	
	

	Credit / Debit Card No.
	
	
	
	
	
	

	Checking/Savings Acct. No.
	
	
	
	
	
	

	Password
	
	
	
	
	
	

	Other
	
	
	
	
	
	

	Measures taken to protect sensitive data
	

	7. Is intrusion detection in place for the solution?  If yes, describe.

	


	8. Are there firewalls, access control language (ACL), or virtual devices in place for separation of presentation, business and/or data layers of the proposed solution?  Who is responsible for managing them?  If none of the above are in place, describe why they are not required.

	

	9. If the solution is SaaS, is there a Web Application Firewall (WAF)?  If so, list what is defined in your security operations center (SOC)?  If there is no WAF, describe why it is not required.

	

	10. Does your solution have any batch processing?  If so, include who administers the batch process and explain the security measures that are defined.

	

	11. Describe your plans to monitor and review security logs/alerts and please identify the name and title of the individual(s) from your agency who will be delegated for this task.

	

	12. Describe identity management (username/encrypted password, dual-factor and/or biometric, etc.) for your solution.

	

	13. List the environments that your solution will include development/test/staging.  Do the security controls discussed in previous slides apply to these environment(s)?  If not, explain why.

	

	14. Include information from your agency’s information technology (IT) security plan that applies to securing this application.  If you have a formal IT security plan, please include it in the email correspondence with EPMO when sending this presentation.

	

	15. Discuss the agency’s incident response plan in the event of a security breach. If you have a formal incident response plan, please include it in the email correspondence with EPMO when sending this presentation.

	

	16. If the network, platform and cloud application’s security controls have been tested by an independent 3rd party, include the name of the contractor, the date(s) of the testing, any findings and how the findings were addressed.  If you have a formal document from the contractor, please include it in the email correspondence with EPMO when emailing them this presentation.

	

	17. Insert a table or illustration that provides a high-level overview of the development schedule, that includes major deliverables, tasks, contracts and due dates.

	

	18. Describe the end user support that will be provided and any associated cost.  Include who will provide the support and how the support availability will be communicated to your agency.  Include any training or technical support manuals that are planned.

	

	19. Describe the problem escalation process.  If there is a service level agreement, include the service type, hours of availability, severity levels and response times in the table below.

	










	Service
	Availability
	Severity Level
	Expected Response Time
	Expected Resolution Time

	 
	 
	 
	 
	

	 
	 
	 
	 
	

	 
	 
	 
	 
	



	20. Describe a brief narrative to describe the impact of a solution outage, then in the table below provide any critical business functions provided by the solution, include the maximum acceptable outage time, the impact and recovery strategy.

	



	Critical Business Functions
	Project Aspects Supporting These Functions
	Maximum Acceptable Outage Time
	Recovery Strategy

	 
	 
	 
	 

	 
	 
	 
	 

	 
	
	 
	 



	21. Describe the communication strategy related to decision making, then list the agency’s and contractor’s core resources for outage notification, response and recovery.

	

		Name
	Job Title-Organization
	Phone
	Email
	Role in Recovery

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	
	
	
	
	




		Item
	Severity
(High, Medium, Low)
	Impacts
(High, Medium, Low)
	Response

	Power Outage
	
	 
	

	Total Equipment Failure
	
	 
	

	Loss of Data Center Facility
	
	 
	


22. Describe the impact and recovery strategies for the following scenarios. 


23. Describe the backup and retention schedules and procedures, then in the table list specific items.Funding Type

	Hardware
	

	 Software
	 

	 Data File Backup and Retention Schedules
	 

	 Off-Site Storage Details
	 

	Contact and Authority Designation for Personnel to Retrieve Media
	


	24. Describe the recovery strategy.  Include information related to data center services, data backup, a disaster recovery plan and recovery procedures.

	

	25. Include any recovery testing or awareness initiatives.

	

	26. Describe any interagency agreements, memorandums of understanding or contracts associated to recovery.

	


[image: ] General Fund	[image: ] Federal Funds	[image: ] Other State Funds

	Description
	Initial
	Recurring

	
	FY23
	FY24
	FY25
	FY26
	Total

	
	
	
	
	
	

	
	
	
	
	
	0.00

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	0.00

	
	
	
	
	
	

	
	
	
	
	
	0.00

	
	
	
	
	
	

	Total
	
	
	
	
	

	
	0.00
	0.00
	0.00
	0.00
	0.00

	
	
	
	
	
	



Agency Contact(s) for Additional InformationAgency Approvals
[bookmark: _Hlk185336133][bookmark: _Hlk185336134]Agency Contact(s) for Additional Information

	Name:
	
	Title:
	

	
	
	
	

	Phone:
	
	Email:
	

	
	
	
	

	Name
	
	Title:
	

	
	
	
	

	Phone
	
	Email:
	



	Agency Cabinet Secretary/Agency Director
	
	Agency Chief Information Officer/IT Lead

	
	
	
	
	
	
	

	Agency
	
	Date
	
	Agency
	
	Date


For Department of Information Technology (DoIT) Use Only

	Recommendation:

	



Decision by DoIT

· APPROVED	[image: ] DISAPPROVED  
	


     Renewal Date, this agreement will remain in effect until the following renewal date:	Comment by Sandoval-Vigil, Anna, DoIT: @Pillai, Rishik (Contractor), DoIT @Dikitolia, David, DoIT @Carmignani, Anthony (Contractor), DoIT @Zamanian, Azadeh, DoIT @Henley, Jaclyn, DoIT @Deubel, Ashley, DoIT @Ledezma, Alicia, DoIT Good afternoon, Rishik, Please add the “Renewal Date:" to the Design for this system, specific to the TARC and SHEQ form.  Thank you, EPMO Team approved by Dave Dikitolia
 

DoIT Cabinet Secretary or Designee
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