POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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DEFINITIONS

a. .gov –The “.gov” domain hosts only official government sites at the federal, state, and local government levels. The “.gov” domain provides the official and trusted Internet presence for these government entities. 
b. Access Control Badge - An identification badge that enables programmable access to secure entrances. 
c. Access Control Reader - A device that controls access and detects authorized personnel moving in and out of secure areas by reading an Access Control Badge and permitting or denying entrance based on privilege. 
d. Access Control System - An automated system that manages personnel access to secure locations and has the ability to lock, unlock, track, and record door access, and to alert monitoring staff as to personnel’s ingress and egress throughout facilities. 
e. Access-Control List (ACL) – A table of acceptable users, groups, or IP addresses that are provided access to the information system or network. 
f. Advanced Encryption Standard (AES-CCM) – A wireless encryption protocol specified by the Institute of Electrical and Electronics Engineers (IEEE) 802.11i. It is currently regarded as the strongest form of wireless encryption. 
g. Anti-Malware/Virus Software – Software designed to detect, contain, or otherwise eradicate malicious code. 
h. Apps – Applications installed on a mobile device. 
i. Authorized User – Any user who has The Agency’s permission to use a State- issued mobile device. 
j. Change Control Board (CCB) - The body that authorizes changes and assists in assessing and prioritizing changes. 
k. Change Initiator - Party who generates the initial request for a production change. 
l. Change Owner - Party responsible for post-review change execution and advisement of how to communicate change procedures, lead change reviews for their appropriate service area, and perform change postmortems. 
m. Computer Security Incident - Any network or host activity that potentially threatens the security of computer systems; any real or suspected adverse event in relation to the security of computer systems or computer networks. 
n. Confidential Data –Data which, if compromised in some form or fashion, is likely to result in significant and/or long-term harm to the institution and/or individuals whose data it is. 
o. Contractor - A person or company that undertakes a contract to provide materials or labor to perform a service to do a job. 
p. Counter with Cipher Block Chaining Message Authentication Code (CBC-MAC) – Technique for creating a message authentication code from a block cipher. 
q. Custodian - A third-party entity that holds and safeguards a user’s private keys or digital assets on their behalf. Depending on the system, a custodian may act as an exchange and provide additional services, such as lending, account recovery, or security features. 
r. Data Breach Incident – Any event resulting in compromise of the Agency or the Agency’s customer data, including but not limited to unauthorized release, loss, or theft; unauthorized access or use; and/or misplacement, public display, or verbalization, wherein such event results in substantial harm or inconvenience to customer(s). 
s. Data Classification – A method of defining and categorizing data to determine type, protection requirements, access level, and labeling. 
t. Data Management Zone or DMZ – A physical or logical sub-network that contains and exposes Agency’s external services to a larger untrusted network, typically the Internet. 
u. Agency IT Resource Users - All Agency employees, contractors, and any other users of Agency IT resources. 
v. Domain – A region of jurisdiction on the Internet for naming assignment. 
w. Domain Name – A name assigned to an Internet server that locates an organization or entity on the Internet. 
x. Domain Name System (DNS) – A hierarchal distributed naming system for computers, Services, or any resources connected to the Internet or to a private network. 
y. Emergency Change - A change request used only when a change must be performed immediately to resolve a critical condition. 
z. Extensible Authentication Protocol (EAP) – A series of authentication methods used inside 802.1x to achieve wireless authentication. 
aa. Federal Risk and Authorization Management Program (FedRAMP) – A US government-wide program that provides standardized approach to security assessments, authorization, and continuous monitoring for cloud products and services. 
ab. Federal Taxpayer Information – Information used by the Internal Revenue Service to identify taxpayers personal and business tax return data. 
ac. Firewall – Security systems that control and restrict network connectivity and network services per a pre-defined policy and rule set. 
ad. Floater Devices – Devices that are not assigned to a specific person but are used by multiple individuals.  
ae. Hardening – Configuring a system to minimize the opportunity for compromise. 
af. Information Technology - means computer hardware, storage media, networking equipment, physical devices, infrastructure, processes and code, firmware, software and ancillary products and services, including:
(1)      systems design and analysis;
(2)      development or modification of hardware or solutions used to create, process, store, secure or exchange electronic data;
(3)      information storage and retrieval systems;
(4)      voice, radio, video and data communication systems;
(5)      network, hosting and cloud-based systems;
(6)      simulation and testing; and
(7)      interactions between a user and an information system.	
ag. Information Owners - Official with statutory or operational authority for specified information and responsibility for establishing the controls for its generation, collection, processing, dissemination, and disposal. 
ah. Internet Protocol Security (IPSEC) – An Internet Engineering Task Force (IETF) standard for protecting IP communication by encrypting or authenticating all packets. 
ai. Intrusion Detection System – Device or software application that monitors an information system for malicious activity or policy violations. 
aj. Intrusion Prevention System – Network security system that detects and prevents identified cyber threats. 
ak. Jail Broken or Rooting – Altering a mobile device’s operating system to remove or circumvent restrictions. 
al. Malware – Software designed to interfere with a device’s normal operating function. 
am. Media Access Control (MAC) – A unique identifier assigned to a network interface controller (NIC) as a network address when communicating with a network segment.
an. Messages – Include, but are not limited to, Short Message Services (SMS), emails, Multimedia Message Services (MMS), Blackberry Messenger (BBM), iMessage’s, and services provided through social media sites.
ao. Namespace – A container for a set of identities that provides a level of indirection to specific identifiers while retaining a global uniqueness.
ap. Non-production Network – Any network used solely for testing, development, training, or other non-production purposes.
aq. NT File System (NTFS) – A proprietary journaling file system developed by Microsoft, which is the default file management system of the Windows NT family. 
ar. Patch – A piece of software designed to update a computer program or its supporting data, including fixing security vulnerabilities and other bugs. 
as. Payment Card Industry Data Security Standard (PCI DSS) – An information security standard for the protection and handling of branded credit card information to help organizations proactively protect customer account data. 
at. Penetration Testing – An authorized simulated attack on a computer system performed to evaluate the system’s security. 
au. Personal Devices – User devices that have not been provided by the Agency. 
av. Personally Identifiable Information (PII) - Information that can be used on its own or with other information to identify, contact, or locate a single person, or to identify an individual in context. 
aw. Phishing - The fraudulent practice of sending Messages purporting to be from reputable sources to induce recipients to reveal personal information, such as passwords or credit card numbers. 
ax. Physical Security Staff - Physical security officers and manager. 
ay. Privacy Incident - Only those incidents relating to Personally Identifiable Information (PII). 
az. Production Network – The network used for The Agency’s daily business, whose impairment would result in direct loss of functionality for Agency IT Resource Users and/or customers; any network connected to an Agency backbone, either directly or indirectly, which lacks an intervening firewall device; or any network whose impairment would result in direct loss of functionality for Agency IT Resource Users or customers.
ba. Production or Production Environment - Active network, servers, storage, Telecommunications, and/or applications that operate to serve The Agency’s day-to-day operations. 
bb. Public Data – Data that may be freely disclosed without restriction. 
bc. Remote Access – Any access to The Agency’s network through a non-Agency-controlled network, device, or medium. 
bd. Removable Media – Storage devices designed to be inserted and removed from information systems and workstations, such as USB drives, CD/DVD-ROM drives, portable hard drives, etc. 
be. Risk – The likelihood of a given threat source exploiting a particular potential vulnerability, and the resulting impact of that adverse event on the organization. 
bf. Risk Assessment – Identifying and analyzing potential events that may negatively affect the State, and providing a decision based on the acceptable amount of associated risk from the analysis. 
bg. Router - A device that forwards data packets along networks based on configured routes and ACL. 
bh. Secure Shell (SSH) – Cryptographic network protocol for operating network services securely over an unsecured network. 
bi. Secure Socket Layer/Transport Security Layer (SSL/TLS) – Encryption protocols used to protect the transfer of data and information within an IP network. 
bj. Secured Areas - Any area with access restricted by Access Control Readers. 
bk. Security Access Application - A form used to request access to Agency facilities. 
bl. Sensitive Data – Data which, when released without authorization, could be expected to cause minor or short-term harm to the institution or individuals whose data it is and is intended only for limited dissemination. 
bm. Server – An internal Agency Server hosting client, Agency services, or applications.  
bn. Service and Organization Control 2 (SOC2) – A report on various organizational controls related to security, availability, processing integrity, confidentiality, or privacy. 
bo. Service Set Identifiers (SSIDs) – An IEEE 802.11 wireless networking naming standard used to differentiate multiple wireless networks that overlap with each other. 
bp. Simple Network Management Protocols – A protocol for collecting and organizing information about a managed device on IP networks. 
bq. Social Engineering - the use of deception to manipulate individuals into divulging confidential, sensitive, or personal information that may be used for fraudulent purposes. 
br. Spoofed Webpage – A website created as a hoax with the intention of misleading visitors to believe the website was created by a different person or organization. 
bs. Spoofing – when an untrusted source attempts to impersonate communications from known trusted source to gain access or to attempt a larger cyber-related attack. 
bt. Switch – A device that filters and forwards packets between LAN segments. 
bu. Tailgating - Also known as “Piggybacking”, the practice of intentionally or unintentionally following an Authorized User to gain access to a Secured Area without using an Access Control Badge. 
bv. Temporary Access Control Badge - A Day access badge worn by a Agency employee who has forgotten, lost, or misplaced their Access Control Badge. 
bw. Test Network – A network used for the purposes of testing, demonstration, and training to prevent a disruption in the Production environment. 
bx. Transmission Control Protocol Wrapper (TCP Wrapper) – Host-based networking ACL system used to filter network access to IP servers on an operating system. 
by. Uniform Resource Locator (URL) - A specific character string that constitutes a reference to a specific resource. 
bz. Update – An act of bringing something up to date, or an updated version of something; to make something more modern or current. 
ca. User Acceptance Testing – The act of verifying that a software update is functional and working as desired for application or system use. 
cb. Vendor – a supplier, individual, or company that provides goods or services to Agency. 
cc. Virtual Private Network (VPN) – An encrypted network that extends a private network across a public network to allow a user to send and receive data as if their computing device were connected to the private network. 
cd. Virus – A computer program, usually hidden within another seemingly innocuous program, that produces copies of itself and inserts them into other programs usually to perform a malicious action (such as destroying data). 
ce. Visitor - An individual whose Agency security has signed in to an Agency facility, and who must be escorted and sponsored by Agency staff.  
cf. Voice Over IP (VoIP) – A protocol for telecommunications over IP based networks. 
cg. Vulnerability – A weakness that allows an attacker to violate the integrity or to reduce the information assurance of an IT asset. 
ch. Vulnerability Assessment – The process of identifying technical vulnerabilities in IT assets and networks and of identifying weaknesses in policies and practices relating to operation of these systems. 
ci. Vulnerability Scanning – A security technique used to identify security weaknesses in an IT asset. 
cj. Wi-Fi Protected Access Version 2 (WPA2) – WPA2 implements the full IEEE 802.11i standard but will not work with some legacy network cards. Products displaying the WPA2 logo have passed a certification program run by the Wi-Fi Alliance.
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