POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network.  Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards and Technology (“NIST”) SP 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the SP 800-53 moderate standards. This information security policy satisfies NIST SP 800-53 standards for access control and is adopted by [Agency] to satisfy implementation of a NIST SP 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] Information Technology, including operational data transmitted using, or stored within, those systems, is a  significant and valuable resource. This Access Control Policy provides Policies, Standards, and Controls necessary to protect Information Technology from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Access Control Policy is to limit the risks that might compromise Information Technology or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Access Control Policy governs access to all Information Technology controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (AC-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Access control policy and procedures address the controls in the AC family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of access control policy and procedures.
	AC-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Access Control Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	AC-01.a.1.a
	Administer Policies: Access Control Policies shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AC-01.a.1.b
	Review Compliance: Access Control Policies shall be reviewed annually and as needed for consistency and compliance with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AC-01.a.2
	Develop Procedures: Access Control Procedures shall be developed to address how the policy is implemented and to document the associated controls.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}
{Instructions: Procedures are also commonly known as Standards and Controls which describe HOW a policy is implemented and adopted. Agencies should develop procedures for most Policies to demonstrate effective adoption of policies.}

	AC-01.b
	Assign Authority: [CIO or CISO Role] shall designate an official to manage the development, documentation, and dissemination of the access control policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: This policy template is designed to ensure compliance with this policy statement. Customize and complete “Section 1 – Authority” to ensure the policy remains in compliance.}

	AC-01.c.1
	Update Policies: [CIO or CISO Role] shall review and update Access Control Policies [frequency – at least annually] and following defined events as documented in the [Incident Response Policy (IR)].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}

	AC-01.c.2
	Update Procedures: [CIO or CISO Role] shall review and update Access Control Procedures [frequency – at least annually] and following defined events as documented in the [Incident Response Policy (IR)].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}


ACCOUNT MANAGEMENT (AC-02)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Examples of system account types include individual, shared, group, system, guest, anonymous, emergency, developer, temporary, and service. Identification of authorized system users and the specification of access privileges reflect the requirements in other controls in the security plan. Users requiring administrative privileges on system accounts, such as system owner, mission or process owner, senior agency information security officer, or senior agency official for privacy, receive additional scrutiny by organizational personnel responsible for approving such accounts and privileged access.. The types of accounts that organizations may wish to prohibit due to increased risk include shared, group, emergency, anonymous, temporary, and guest accounts.
	AC-02.a
	Define Account Types: [System Owner] shall define and document the types of accounts specifically allowed and prohibited for use within the system.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard – Allowed: The following types of accounts are ALLOWED by policy:
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. The following are typical accounts allowed and prohibited in most organizations. However, most organizations usually have significantly more Account Types. Agencies should look to their Active Directory and/or applications for types of accounts currently in use by the organization and document them in this section.}
· [Non-Privileged Accounts]: Non-privileged accounts shall be used during a user’s normal activities to fulfill their duties related to their role.  
· [Privileged / Administrative Accounts]: [System Owner Role] shall restrict the use of Privileged or Administrative Accounts to trusted individuals that have undergone a formal background check and possess appropriate credentials for administering the System.
· Privileged / Administrative accounts shall NOT be used for non-administrative activities.
· Elevation of Non-privileged Accounts to Root or Admin is acceptable using audited system elevation controls like ‘sudo’ or ‘run as administrator’.
· [Service Accounts]: Service accounts are a special type of non-human privileged account used to execute applications and run automated services, virtual machine instances, and other processes. Service Accounts shall not be directly used by users for interactive sessions.
Sample Standard – Prohibited: The following types of accounts are PROHIBITED by policy:
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. The following are typical accounts allowed and prohibited in most organizations. However, most organizations usually have significantly more Account Types. Agencies should look to their Active Directory and/or applications for types of accounts currently in use by the organization and document them in this section.}
· [Default / Vendor Accounts]: A Default or Vendor Account is one that was provided by the Vendor as part of the default configuration of the system. The use of Default/Vendor Accounts is prohibited. Default / Vendor Accounts shall be disabled or removed from all Information Technology.
· [Shared Accounts]: The use of Shared Accounts is prohibited.

	AC-02.b
	Assign Account Managers: As defined in the [System Security and Privacy Plans (PL-02) Policy] a [System Owner Role] shall be assigned to each system and is responsible to manage access control provisioning.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Account Provisioning: Upon Account Approval, the [System Administrator Role] shall create, enable, modify, disable, and remove system accounts in accordance with approved procedures. The [System Administrator Role] will update the Account Request in Agency’s [Helpdesk System] once provisioning is completed.
{Instructions: Agencies should identify the roles that are assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify the system that is assigned the responsibilty to facilitate compliance with this  policy statement.}

	AC-02.c
	Assign Group Membership: [System Owner Role] shall require group membership assignment based on organizational policies, standards, and controls.
[bookmark: OLE_LINK1]{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Agency IT User Groups: A group membership policy example is a set of rules that determine which users or devices are automatically included in a specific user group. This is often used in IT and security contexts to manage access to resources and automate user assignments based on attributes like job title, department, or location.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints}
{Instructions: The following examples are typical user groups seen in organizations. However, most organizations usually have significantly more User Groups. Agencies should look to their Active Directory and/or applications for user groups currently in use by the organization and document them in this section.} 
· [Role / Department / Location]: Description of the user group, criteria for users being placed in the group, and resources granted access to use.
· [Role – Network Administrator]: Users in this role are part of the Network Administration team. These users are given privileged accounts to manage the Agency’s network devices. 
· [Department – Sales]: Users in this group are part of the Sales Team and are given access to all sales-based applications with standard user privileges.
· [Location – Santa Fe]: Users in this group are tied to specific geographic regions and given access to local resources (printers, kiosks, storage shares, etc).  

	AC-02.d.1
	Specify Authorized Users: [System Owner Role] shall specify authorized users of the system.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Authorized Use Only: Access to Organizational Systems is provided to authorized Users only that possess a legitimate business need. Use of Systems without proper authorization is explicitly prohibited. Unauthorized or improper use of Systems may result in administrative or disciplinary action, civil or criminal penalties, and/or other sanctions as allowed by law. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Account Approval: All Account Requests shall require approval by [System Owner Role] before access is granted to their systems. The [System Owner Role] will update the Account Request (Approved / Declined) in Agency’s [Helpdesk System].
{Instructions: Agencies should identify the roles that are assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify the system that is assigned the responsibilty to facilitate compliance with this  policy statement.}

	AC-02.d.2
	Specify Authorized Groups: [System Owner Role] shall specify authorized group and role membership.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Account Approval: All Account Requests shall require approvals by [System Owner Role] before access is granted to their systems. The [System Owner Role] will update the Account Request (Approved / Declined) in Agency’s [Helpdesk System].
{Instructions: Agencies should identify the roles that are assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify the system that is assigned the responsibilty to facilitate compliance with this  policy statement.}

	AC-02.d.3
	Specify Privileges: [System Owner Role] shall specify authorized privileges assigned for each account.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Account Approval: All Account Requests shall require approvals by [System Owner Role] before access is granted to their systems. The [System Owner Role] will update the Account Request (Approved / Declined) in Agency’s [Helpdesk System].
{Instructions: Agencies should identify the roles that are assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify the system that is assigned the responsibilty to facilitate compliance with this  policy statement.}

	AC-02.e
	Approve Account Creation: A Request to create account must be approved by [System Administrator Role] and  [System Owner Role] 
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Account Requests: A request to create, modify, disable or delete an account shall be submitted and tracked in the Agency’s [Helpdesk System]. 
{Instructions: Agencies should identify the system that is assigned the responsibilty to facilitate compliance with this  policy statement.}
· Account Provisioning: [System Owner Role] shall define and document conditions (Need to Know, Roles, and Privileges) for group and role membership as defined in the [System Security and Privacy Plans (PL-02) Policy]. The user’s ability to meet these conditions will be recorded as part of the Account Requests and reviewed by the [System Owner Role]. 
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02.f
	Approve Account Changes: [System Owner Role] shall create, enable, modify, disable, and remove accounts based on successful implementation of all access control policies, standards, and controls.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Account Provisioning: [System Owner Role] shall define and document conditions (Need to Know, Roles, and Privileges) for group and role membership as defined in the [System Security and Privacy Plans (PL-02) Policy]. The user’s ability to meet these conditions will be recorded as part of the Account Request tracking and reviewed by the [System Owner Role].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02.g
	Monitor Accounts: [System Administrator Role or Continuous Monitoring Capability (PM-31)] shall monitor the use of accounts.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Account Auditing and Monitoring: The System Owner and Incident Response Team shall ensure that the System automatically audits the following actions (at minimum) related to accounts. Access Control logs shall be made available for Continuous Monitoring to detect unauthorized access, misuse, and other potential security incidents. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agencies should ensure that all systems are set to automatically collect audit information and that systems are regularly monitored.}
· Account Access (Unsuccessful at Minimum) 
· Privileged Actions 
· Account Creation 
· Account Modification 
· Account Enabling 
· Account Disabling 
· Account Removal 


	AC-02.h.1
	Notify - Account Not Needed: [Agency Supervisors] shall notify [System Owner Role] within [time period – 10 business days] when accounts are no longer required.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “10 business days”.}

	AC-02.h.2
	Notify - User Termination: [Agency Supervisors] shall notify [System Owner Role] within [time period – 10 business days] when users are terminated or transferred.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “10 business days”.}

	AC-02.h.3
	Notify - Need to Know Changes: [Agency Supervisors] shall notify [System Owner Role] within [time period – 10 business days] when system usage or need-to-know changes for an individual. Refers to the principle that access to sensitive information should be restricted to only those individuals who require it to perform their duties. It is based on the idea that information should be shared on a strict need-to-know basis rather than being freely available.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “10 business days”.} 
Sample Standard - Need to Know: Refers to the principle that access to sensitive information should be restricted to only those individuals who require it to perform their duties. It is based on the idea that information should be shared on a strict need-to-know basis rather than being freely available. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	AC-02.i.1
	Authorize - Valid Access: [System Owner Role] shall authorize access to the system based on a valid access authorization.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02.i.2
	Authorize - Intended Usage: [System Owner Role] shall authorize access to the system based on intended system usage.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02.i.3
	Authorize - Privileges: [System Owner Role] shall authorize access to the system based on [attributes].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02.j
	Review Accounts: [System Owner Role] shall review accounts for compliance with account management requirements [frequency – at least every 6 months] to ensure that system accounts are necessary, active, and maintain a need to know. Accounts which are not needed or inactive, will be disabled as part of the review.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least every 6 months”.}
Sample Standard - Annual Account Reviews: All System accounts shall be reviewed at least annually to ensure that system accounts are necessary, active, and maintain a need to know. Accounts which are not needed or inactive, will be disabled as part of the review. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agencies should require all System Owners to review system accounts at least annually or based on stated policies, standards, and controls.}

	AC-02.k
	Adopt Shared Account Procedures: [System Owner Role] shall establish and implement a process for changing shared or group account authenticators (if deployed) when individuals are removed from the group.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02.l
	Align with HR Processes: [System Owner Role] shall align account management processes with [HR personnel termination and transfer policy].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02(01)
	Manage System Accounts: [System Owner Role] shall support the management of system accounts using automated mechanisms to support consistent configurations and prevent configuration drift. Automated controls reduce human error, strengthen security, and help maintain a reliable and compliant system environment.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02(02)
	Remove Temporary and Emergency Accounts: [System Owner Role] shall set systems to automatically remove or disable temporary and emergency accounts after [time period – 90 business days] for each type of account.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “90 business days”.}

	AC-02(03)
	Disable Accounts: [System Owner Role] shall disable accounts when:
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Accounts are no longer required.
· Users are terminated or transferred.
· System usage or need-to-know changes.

	AC-02(03)(a)
	Disable Accounts - Expired: [System Owner Role] shall disable accounts within [time period – 10 business days] from when the associated account use case expires.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “10 business days”.}

	AC-02(03)(b)
	Disable Accounts - Disassociate Users: [System Owner Role] shall disable accounts within [time period – 10 business days] when the accounts are no longer associated with a valid user or individual.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	AC-02(03)(c)
	Disable Accounts - Identify Policy Violators: [System Owner Role] shall disable accounts within [time period – 10 business days] when the accounts are in violation of organizational policy.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “10 business days”.}

	AC-02(03)(d)
	Disable Accounts - Manage Inactive Periods: [System Owner Role] shall disable accounts within [time period – 10 business days] when the accounts have been inactive for [time period – 90 business days].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “10 business days” and “90 business days”.}

	AC-02(04)
	Automated Audit Actions: [System Owner Role] shall set systems to automatically audit account creation, modification, enabling, disabling, and removal actions as defined in the [Audit and Accountability (AU) Policy].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-02(05)
	Inactivity Logout: [System Owner Role] shall require that users log out within [time period – 30 minutes] of user inactivity.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “30 minutes”.}
Sample Standard - Session Inactivity / Session Lock / Session Termination: The System shall initiate a session lock or terminate a session after a period of fifteen (15) minutes of inactivity or upon receiving a request from a user to lock a session. The System shall retain the session lock until the user regains access using established identification and authentication procedures. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agencies should review their current session frequencies to ensure compliance with stated policies, standards, and controls}
· Locking Workstation: All users shall secure workstations (screen lock or logout) prior to leaving the workstation to prevent unauthorized access. 

	AC-02(13)
	Disable Accounts - Risk Discovery: [System Owner Role] shall disable accounts of individuals as soon as practical and no longer than 12 hours from  discovery of [significant risks] as detailed in the [Incident Response (IR) Policy].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “10 business days”.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


ACCESS ENFORCEMENT (AC-03)
Policy References: 
CSF 2.0: PR.AA-05, PR.DS-10, PR.IR-01
CSF 1.1: PR.AC-4, PR.PT-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Access control policies control access between active entities or subjects (i.e., users or processes acting on behalf of users) and passive entities or objects (i.e., devices, files, records, domains) in organizational systems. In addition to enforcing authorized access at the system level and recognizing that systems can host many applications and services in support of mission and business functions, access enforcement mechanisms can also be employed at the application and service level to provide increased information security and privacy. In contrast to logical access controls that are implemented within the system, physical access controls are addressed by the controls in the Physical and Environmental Protection (PE) family.
	AC-03
	Enforce Authorizations: Enforce approved authorizations for logical access to information and system resources in accordance with applicable access control policies.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}
Sample Standard – Access Control Types: Systems shall uniquely identify and authenticate system devices, users, and processes acting on behalf of users. The following are approved Access Control standards that may be used within the organization.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agencies should review Access Control Types currently in use at Agency and record which of those Types are allowed or prohibited.}
· Multi-Factor Authentication (MFA) - (Mandatory when technically feasible): These access controls require the use of two or more different factors to achieve authentication. The factors are something you know (password / pin), something users have (physical or virtual token), or something a user cannot change (biometric reader for eyes or fingerprints). 
· Attribute-Based Access Control (ABAC): Access is granted based on attributes of the user, resource, or environment. Attributes can include desired actions, job roles, and the classification of the object or location in question. 
· Discretionary Access Control (DAC): These access controls are decided by the system owner. The business owner decides who can access the data. 
· Mandatory Access Control (MAC): These access controls are based on the rules and regulations set up by the System. Access remains only with the owner and overseers. 
· Role-Based Access Control (RBAC): Role-Based Access Control model is where the access permissions are based on the user's job function or role within the organization. 
· Rule-Based Access Control (RuBAC): Access is granted or denied based on a set of predefined rules, regardless of the user's role or permissions. 
· Time-Based Access Control (TBAC): Access is granted or denied based on time-based rules, such as restricting access to certain resources outside of business hours.


INFORMATION FLOW ENFORCEMENT (AC-04)
Policy References: 
CSF 2.0: ID.AM-03, PR.DS-10, PR.IR-01, DE.CM-09
CSF 1.1: ID.AM-3, PR.AC-5, PR.DS-5, DE.AE-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Information flow control regulates where information can travel within a system and between systems (in contrast to who is allowed to access the information) and without regard to subsequent accesses to that information. Flow control restrictions include blocking external traffic that claims to be from within the organization, keeping export-controlled information from being transmitted in the clear to the Internet, restricting web requests that are not from the internal web proxy server, and limiting information transfers between organizations based on data structures and content. 
	AC-04
	Enforce Authorizations for Information Flow: [System Owner Role] shall enforce approved authorizations for controlling the flow of information within the system and between connected systems as defined in the [Program Management – Enterprise Architecture (PM-07) Policy].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


SEPARATION OF DUTIES (AC-05)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Separation of duties addresses the potential for abuse of authorized privileges and helps to reduce the risk of malevolent activity without collusion. Separation of duties includes dividing mission or business functions and support functions among different individuals or roles, conducting system support functions with different individuals, and ensuring that security personnel who administer access control functions do not also administer audit functions.
	AC-05.a
	Separation of Duties: [System Owner Role] shall identify and document duties of individuals requiring separation.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard – Separation of Duties: Refers to the principle that involves assigning different tasks of a process to more than one individual such that no one employee can solely initiate, record, authorize, and reconcile a transaction without the intervention of another. The purpose of this principle is to ensure that no one user should be given enough privileges to misuse the system on their own without some oversight by another user. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	AC-05.b
	Define Access: [System Owner Role] shall define system access authorizations to support separation of duties.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


LEAST PRIVILEGE (AC-06)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Organizations employ least privilege for specific duties and systems. The principle of least privilege is also applied to system processes, ensuring that the processes have access to systems and operate at privilege levels no higher than necessary to accomplish organizational missions or business functions.
	AC-06
	Implement Least Privilege Principle: [System Owner Role] shall employ the principle of least privilege, allowing only authorized accesses for users (or processes acting on behalf of users) that are necessary to accomplish assigned organizational tasks.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agency should review the sample standard below and customize to meet their unique challenges, requirements, and constraints.}
· Sample Standard - Least Privilege: Refers to the principle that requires users, accounts, and computing processes be granted the minimum permissions necessary to perform their authorized functions. The principle of least privilege aims to minimize the potential damage that can occur from accidents, errors, or the actions of insider threats.

	AC-06(01)
	Authorize Security Functions: [System Owner Role] shall authorize access for individuals or roles.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-06(01)(a)
	Assign Security Functions: [System Owner Role] shall authorize access for individuals or roles to administer security functions deployed in hardware, software, and firmware.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-06(01)(b)
	Assign Security-Relevant Information: [System Owner Role] shall authorize access for individuals or roles to security-relevant information.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-06(02)
	Implement Non-Privileged Accounts for Nonsecurity Functions: [System Owner Role] require that users of system accounts (or roles) with access to privileged or administrative functions use non-privileged accounts or roles, when accessing non-privileged or non- administrative functions.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-06(05)
	Restrict Privileged Accounts: [System Owner Role] shall restrict privileged accounts on the system to [personnel or roles].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-06(07)(a)
	Review User Privileges: [System Owner Role] shall review [frequency – at least every 6 months] the privileges assigned to [roles or classes of users] to validate the need for such privileges.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least every 6 months”.}

	AC-06(07)(b)
	Remove User Privileges: [System Owner Role] shall assign or remove privileges, if necessary, to correctly reflect organizational mission and business needs.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-06(09)
	Log Use of Privileged Functions: Log the execution of privileged functions.

	AC-06(10)
	Restrict Privileged Function Execution: [System Owner Role] shall prevent non-privileged users from executing privileged functions.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


UNSUCCESSFUL LOGON ATTEMPTS (AC-07)
Policy References: 
CSF 2.0: PR.AA-03
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: The need to limit unsuccessful logon attempts and take subsequent action when the maximum number of attempts is exceeded applies regardless of whether the logon occurs via a local or network connection. Due to the potential for denial of service, automatic lockouts initiated by systems are usually temporary and automatically release after a predetermined, organization-defined time period. 
	AC-07.a
	Implement Login Attempt Limit: [System Administrator Role] shall enforce a limit of [number – 6] consecutive invalid logon attempts by a user during a [time period – 30 minutes].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “30 minutes”.}
Sample Standard - Invalid Logon Attempts / Account Lockouts: The Systems shall enforce a limit of six (6) consecutive invalid logon attempts by a user. The System shall automatically lock the account or node for a minimum duration of thirty (30) minutes or until released by a System Administrator when the maximum number of unsuccessful attempts is exceeded. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agencies should review current logon attempt and lockout policies to comply with at least the stated best practices.}

	AC-07.b
	Implement Account Lockout Policy: [System Administrator Role] shall configure one or more of the following to an automatic setting: 
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Lock the account or node for [time period – at least 30 minutes]. 
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “30 minutes”.}
· Lock the account or node until released by an administrator. 
· Delay next logon prompt per [delay algorithm].
· Notify system administrator.
· Take other [action] when the maximum number of unsuccessful attempts is exceeded.


SYSTEM USE NOTIFICATION (AC-08)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: System use notifications can be implemented using messages or warning banners displayed before individuals log in to systems. System use notifications are used only for access via logon interfaces with human users.
	AC-08.a
	Display System Use Notification: [System Owner Role] shall display a system use notification message or banner to users before granting access to the system that provides privacy and security notices consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines and state. 
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should review the following standards and modify to meet their organizational needs and requirements. Agencies must include the policy elements from AC-08.a1-4 at minimum.} 
{DoIT Mandate: Please check with NM DoIT for their approved System Use Statement…}
· Sample System Use Statement: This computer system is the property of [Agency Name]. Access to this system is provided to authorized users only. By using this system, all users acknowledge notice of, and agree to comply with, the Agency’s Acceptable Use Policy. [Agency Name] complies with state and federal law regarding certain legally protected confidential information but makes no representation that any use of this system will be private or confidential. Any or all use of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized [Agency Name] and law enforcement personnel, as well as authorized individuals of other organizations. By using this system, the user consents to such interception, monitoring, recording, copying, auditing, inspection, and disclosure at the discretion of authorized [Agency Name] personnel. Unauthorized or improper use of this system may result in administrative or disciplinary action, civil or criminal penalties, and/or other sanctions as set forth in the [Agency Name] Acceptable Use Policy. By continuing to use this system you indicate your awareness of and consent to these terms and conditions of use.

	AC-08.a.1
	Access State of New Mexico System: Notification shall say that users are accessing a State of New Mexico owned system.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AC-08.a.2
	Monitor System Usage: Notification shall state system usage may be monitored, recorded, and subject to audit.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AC-08.a.3
	Prohibit Unauthorized System Use: Notification shall state unauthorized use of the system is prohibited and subject to criminal and civil penalties.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AC-08.a.4
	Consent for Monitoring and Recording: Notification shall state use of the system indicates consent to monitoring and recording.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}
Sample Standard – Consent to Monitoring: Any use of Organizational Systems and Data may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized Organizational and Law Enforcement personnel, as well as authorized individuals of other organizations. 
{Instructions: Agency should review the sample standard below and customize to meet their unique challenges, requirements, and constraints. Agencies should review current acceptable use policy to determine if the consent to monitoring statement is in compliance with current NIST SP 800-53 rev 5.}

	AC-08.b
	Maintain Notification for User Acknowledgement: [System Administrator Role] shall ensure systems retain the notification message or banner on the screen until users acknowledge the usage conditions and take explicit actions to log on to or further access the system.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-08.c
	Manage Public Systems: [CIO or CISO Role] shall define display requirements for publicly accessible systems.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-08.c.1
	Provide System Use Information: [System Administrator Role] shall ensure systems display system use information and conditions before granting further access to the publicly accessible system.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-08.c.2
	Audit Privacy Accommodations: [System Administrator Role] shall ensure systems display references, if any, to monitoring, recording, or auditing that are consistent with privacy accommodations for such systems that generally prohibit those activities.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-08.c.3
	Describe Authorized System Uses: [System Administrator Role] shall ensure systems include a description of the authorized uses of the system.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Authorized Use Only: Access to Organizational Systems is provided to authorized users only that possess a legitimate business need. Use of Systems without proper authorization is explicitly prohibited. Unauthorized or improper use of this system may result in administrative or disciplinary action, civil or criminal penalties, and/or other sanctions as allowed by law. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}


PREVIOUS LOGON NOTIFICATION (AC-09)
Policy References: 
CSF 2.0: DE.CM-09
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Previous logon notification is applicable to system access via human user interfaces and access to systems that occurs in other types of architectures. Information about the last successful logon allows the user to recognize if the date and time provided is not consistent with the user’s last access.
	AC-09
	Inform User of Last Logon Details: [System Administrator Role] shall ensure systems notify the user, upon successful logon to the system, of the date and time of the last logon, and shall verify users are trained on the purpose of the notice.  
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


CONCURRENT SESSION CONTROL (AC-10)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations may define the maximum number of concurrent sessions for system accounts globally, by account type, by account, or any combination thereof. For example, organizations may limit the number of concurrent sessions for system administrators or other individuals working in particularly sensitive domains or mission-critical applications. Concurrent session control addresses concurrent sessions for system accounts. It does not, however, address concurrent sessions by single users via multiple system accounts.
	AC-10
	Restrict Concurrent Sessions: [System Administrator Role] shall ensure systems limit the number of concurrent sessions for each account and/or account type to [number – no more than 1].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “no more than 1”.}




DEVICE LOCK (AC-11)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Device locks are temporary actions taken to prevent logical access to organizational systems when users stop work and move away from the immediate vicinity of those systems but do not want to log out because of the temporary nature of their absences. Device locks can be implemented at the operating system level or at the application level. A proximity lock may be used to initiate the device lock (e.g., via a Bluetooth-enabled device or dongle). User-initiated device locking is behavior or policy-based and, as such, requires users to take physical action to initiate the device lock. Device locks are not an acceptable substitute for logging out of systems, such as when organizations require users to log out at the end of workdays.
	AC-11.a
	Initiate Device Lock After Inactivity: [System Administrator Role] shall ensure systems are configured to prevent further access to the system by (selection one or more): 
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
· Session Inactivity: Initiating a device lock after [time period – 15 minutes] of inactivity.
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “15 minutes”.} 
· Unattended: Requiring the user to initiate a device lock before leaving the system unattended.
· Account Inactivity: The System shall automatically disable accounts which have had no account activity in the past [time period - 20 days]. 
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “20 days”.}

	AC-11.b
	Maintain Device Lock: [System Administrator Role] shall ensure systems are configured to retain the device lock until the user reestablishes access using established identification and authentication procedures.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-11(01)
	Device Lock for Display Concealment: [System Administrator Role] shall ensure systems are configured to conceal, via the device lock, information previously visible on the display with a publicly viewable image.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


SESSION TERMINATION (AC-12)
Policy References: 
CSF 2.0: PR.AA-03
CSF 1.1: PR.PT-4
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Session termination addresses the termination of user-initiated logical sessions (in contrast to SC-10, which addresses the termination of network connections associated with communications sessions (i.e., network disconnect). A logical session (for local, network, and remote access) is initiated whenever a user (or process acting on behalf of a user) accesses an organizational system. Such user sessions can be terminated without terminating network sessions.
	AC-12
	Terminate User Session: [System Administrator Role] shall ensure systems are configured to automatically terminate a user session after conditions, or trigger events requiring session disconnect.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Session Termination: The System shall initiate a session lock or terminate a session after a period of fifteen (15) minutes of inactivity or upon receiving a request from a user to lock a session. The System shall retain the session lock until the user reestablishes access using established identification and authentication procedures. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}


PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION (AC-14)
Policy References: 
CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-4, PR.AC-7
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Specific user actions may be permitted without identification or authentication if organizations determine that identification and authentication are not required for the specified user actions. Organizations may allow a limited number of user actions without identification or authentication, including when individuals access public websites or other publicly accessible federal systems, when individuals use mobile phones to receive calls, or when facsimiles are received.
	AC-14.a
	Define User Actions Without Authentication: [System Administrator Role] shall identify user actions that can be performed on the system without identification or authentication consistent with organizational mission and business functions.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-14.b
	Justify User Actions: [System Owner Role] shall document and provide supporting rationale in the security plan for the system, user actions not requiring identification or authentication.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


SECURITY AND PRIVACY ATTRIBUTES (AC-16)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.AC-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Information is represented internally within systems using abstractions known as data structures. Internal data structures can represent different types of entities, both active and passive. Active entities, also known as subjects, are typically associated with individuals, devices, or processes acting on behalf of individuals. Passive entities, also known as objects, are typically associated with data structures, such as records, buffers, tables, files, inter-process pipes, and communications ports.
	AC-16.a
	Associate Security Types and Privacy Attributes: [System Owner Role] shall provide the means to associate types of security and privacy attributes with attribute values for information in storage, in process, and/or in transmission as defined in the [Risk Assessment (RA) - Security Categorization (RA-02) and Criticality Analysis (RA-09) Policies] and maintain the data as defined in the [Configuration Management (CM) – System Component Inventory (CM-08) Policies].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-16.b
	Maintain Attribute Associations: [System Owner Role] shall ensure that the attribute associations are made and retained with the information as defined in the [Configuration Management (CM) – System Component Inventory (CM-08) Policies].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-16.c
	Define Permitted Security and Privacy Attributes: [System Owner Role] shall establish the following permitted security and privacy attributes from the attributes defined in AC-16.a for systems. 
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: The following are examples of Security and Privacy attributes that may be assigned based on Agency data classification and handling policies. List important attributes that the organization will track.}
· Access Authorizations: Define standards on who has permission to access specific resources.
· Data Retention Limits: Set standards for how long data should be stored.
· Data Life Cycle Protection: Specify encryption and data expiration standards.
· Identification of PII within data: Identify and potentially redact sensitive data elements.
· Data minimization: Ensure that only necessary data is collected and stored.
· Purpose limitation: Restrict the use of collected data to specified purposes.
· Contractor Affiliation: Indicate whether a user is a contractor, which may affect access rights.
· Data Destruction: Define standards for secure data deletion and destruction, as applicable.
· […]

	AC-16.d
	Define Attribute Values or Ranges: [System Owner Role] shall determine the following permitted attribute values or ranges for each of the established attributes. 
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: The following are examples of Security and Privacy attributes values that may be assigned based on Agency data classification and handling policies. List acceptable values for each item defined in AC-16.c.}
· Access Authorizations: Employees and Contractors with a need to know.
· Data Retention Limits: [1 year].
· Data Life Cycle Protection: All Restricted Data must be encrypted at rest and while in transit.
· Identification of PII within data: Social Security Numbers, Bank Accounts, shall be obfuscated and encrypted.
· […]

	AC-16.e
	Audit Attribute Changes: [System Owner Role] shall audit changes to attributes.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-16.f
	Review Security Attributes: [System Owner Role] shall review security and privacy attributes for applicability [frequency – at least every 6 months].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least every 6 months”.}


REMOTE ACCESS (AC-17)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3, PR.PT-4
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Remote access is access to organizational systems (or processes acting on behalf of users) that communicate through external networks such as the Internet. Types of remote access include dial-up, broadband, and wireless. Organizations use encrypted virtual private networks (VPNs) to enhance confidentiality and integrity for remote connections. The use of encrypted VPNs provides sufficient assurance to the organization that it can effectively treat such connections as internal networks if the cryptographic mechanisms used are implemented in accordance with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
	AC-17.b
	Authorize Remote System Access: [System Administrator Role] shall authorize each type of remote access to the system prior to allowing such connections.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Remote Access: Users must use the approved Remote Access Solution to remotely access Organizational Systems. Remote access using any non-approved method is explicitly prohibited. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	AC-17(01)
	Monitor Remote Access Methods: [System Administrator Role] shall employ automated mechanisms to monitor and control remote access methods.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Remote Access: Remote Access to the Organization’s Networks and Systems shall be controlled through the use of a Remote Access Solution and continuously monitored as defined in the Security Reference Architecture. Remote Access to the Organizational Networks or Systems is otherwise prohibited. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	AC-17(02)
	Protect Remote Access Sessions: [System Administrator Role] shall implement cryptographic mechanisms to protect the confidentiality and integrity of remote access sessions.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-17(03)
	Authorize Network Access Points: [System Administrator Role] shall route remote access connections through authorized and managed network access control points.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-17(04)(a)
	Authorize Remote Access for Privileged Commands: [System Administrator Role] shall authorize the execution of privileged commands and access to security-relevant information via remote access only in a format that provides assessable evidence and for the following needs.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-17(04)(b)
	Rationale Documentation for Remote Access: [System Administrator Role] shall document the rationale for remote access in the security plan for the system.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-17.b
	Authorize Remote System Access: [System Administrator Role] shall authorize each type of remote access to the system prior to allowing such connections.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


WIRELESS ACCESS (AC-18)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.PT-4
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Wireless technologies include microwave, packet radio (ultra-high frequency or very high frequency), 802.11x, and Bluetooth. Wireless networks use authentication protocols that provide authenticator protection and mutual authentication.
	AC-18.a
	Define Wireless Access Guidelines: [System Owner Role] shall establish configuration requirements, connection requirements, and implementation guidance for each type of wireless access.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard – Wireless Access:  Wireless Access to the Organization’s Networks and Systems shall be controlled and continuously monitored through the use of a Wireless Access Solution as defined in the [Security and Privacy Architectures Policy (PL-08)]. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}

	AC-18.b
	Authorize Wireless Access: [System Administrator Role] shall authorize each type of wireless access to the system prior to allowing such connections.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-18(01)
	Secure Wireless Access: [Network Administrator Role] shall protect wireless access to the system using authentication of users, device, and encryption.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-18(03)
	Disable Unintended Wireless Capabilities: [Network or System Administrator Role] shall disable, when not intended for use, wireless networking capabilities embedded within system components prior to issuance and deployment.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


MOBILE DEVICES (AC-19)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: A mobile device is a computing device that has a small form factor such that it can easily be carried by a single individual; is designed to operate without a physical connection; possesses local, non-removable or removable data storage; and includes a self-contained power source. Mobile device functionality may also include voice communication capabilities, on-board sensors that allow the device to capture information, and/or built-in features for synchronizing local data with remote locations.
	AC-19.a
	Establish Requirements for Controlled Mobile Devices: [System Owner Role] shall establish configuration requirements, connection requirements, and implementation guidance for organization-controlled mobile devices, to include when such devices are outside of controlled areas.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Mobile Devices: Users of Mobile Devices to access Organizational Systems must use the approved Mobile Device Management (MDM) Solution. Use of Mobile Devices outside of the MDM solution is explicitly prohibited. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
Sample Standard - Mobile Device Management: Use of Mobile Devices to access the Organization’s Networks and Systems shall be controlled through the use of a Mobile Device Management Solution and continuously monitored as defined in the [Security and Privacy Architectures Policy (PL-08)]. Use of Mobile Devices to access the Organization’s Networks or Systems is otherwise prohibited.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}

	AC-19.b
	Connect Mobile Devices: [System Administrator Role] shall authorize the connection of mobile devices to organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}




USE OF EXTERNAL SYSTEMS (AC-20)
Policy References: 
CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: External systems are systems that are used by but not part of organizational systems, and for which the organization has no direct control over the implementation of required controls or the assessment of control effectiveness. External systems include personally owned systems, components, or devices; privately owned computing and communications devices in commercial or public facilities; systems owned or controlled by nonfederal organizations; systems managed by contractors; and federal information systems that are not owned by, operated by, or under the direct supervision or authority of the organization.
	AC-20.a
	Define External System Controls and Terms: [System Owner Role] shall establish the terms and conditions for external systems. 
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - External Systems / Data Sharing: Non-Public Data shall not be processed on External Systems or shared with outside entities without the use of a [Data Sharing Agreement] as defined in the [Supply Chain Risk Management Policy (SR)]. The organization shall establish clear guidelines for sharing data with internal and external stakeholders to minimize the risk of data leaks.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agency should identify the document used to govern connections to external systems. Agency should identify controls in their Supply Chain Risk Management Policy to ensure protection of organizational data while leveraging external systems.}

	AC-20.a.1
	Connecting to External Systems: Remote employees and contractors shall access systems from external systems using secure means as defined in the [Remote Access (AC-17) Policy].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}

	AC-20.a.2
	Use External Systems for Information Management: [System Owner Role] shall ensure remote employees and contractors shall NOT process, store, or transmit organization-controlled information using external systems unless explicitly authorized.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AC-20.b
	Prohibit Use of Specified External Systems: [System Owner Role] shall prohibit the use of specified types of external systems unless they are compliant with [Agency Name] polices, standards, and controls.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-20(01)
	Allow External Access for Authorized Individuals: [System Owner Role] shall permit authorized individuals to use an external system to access the system or to process, store, or transmit agency-controlled information only.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-20(01)(a)
	Verify Control Implementation: [System Owner Role] shall establish the terms and conditions for connection to external systems. 
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - External Systems / Data Sharing: Non-Public Data shall not be processed on External Systems or shared with outside entities without the use of a [Data Sharing Agreement] as defined in the [Supply Chain Risk Management Policy (SR)]. The organization shall establish clear guidelines for sharing data with internal and external stakeholders to minimize the risk of data leaks.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agency should identify the document used to govern connections to external systems. Agency should identify controls in their Supply Chain Risk Management Policy to ensure protection of organizational data while leveraging external systems.}

	AC-20(01)(b)
	Retain Approved System Agreements: [CIO or CISO Role] shall have responsibility over retention of approved system connection or processing agreements with the organizational entity hosting the external system.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-20(02)
	Restrict Use of Portable Storage Devices: [System Owner Role] shall restrict the use of agency-controlled portable storage devices by authorized individuals on external systems as defined in the [Media Use (MP-07) Policy].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


INFORMATION SHARING (AC-21)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.IP-8
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Information sharing applies to information that may be restricted in some manner based on some formal or administrative determination. Examples of such information include, contract-sensitive information, classified information related to special access programs or compartments, privileged information, proprietary information, and personally identifiable information. Security and privacy risk assessments as well as applicable laws, regulations, and policies can provide useful inputs to these determinations.
	AC-21.a
	Authorize User Discretion in Information Sharing: [System Owner Role] shall enable authorized users to determine whether access authorizations assigned to a sharing partner match the information’s access and use restrictions for information sharing circumstances where user discretion is required.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-21.b
	Implement Decision-Assistance Mechanisms: [System Administrator Role] shall employ automated mechanisms or manual processes to assist users in making information sharing and collaboration decisions.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


PUBLICLY ACCESSIBLE CONTENT (AC-22)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: In accordance with applicable laws, executive orders, directives, policies, regulations, standards, and guidelines, the public is not authorized to have access to nonpublic information, including information protected under the [PRIVACT] and proprietary information. Publicly accessible content addresses systems that are controlled by the organization and accessible to the public, typically without identification or authentication.
	AC-22.a
	Authorize Public Information Access: [CIO or CISO Role] shall designate individuals authorized to make information publicly accessible as defined in the [Risk Assessment (RA) - Security Categorization (RA-02) and Criticality Analysis (RA-09) Policies].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Public: Non-sensitive information available for external release. Data that can be openly accessed and distributed without any restrictions or potential harm to the organization.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	AC-22.b
	Train Individuals for Public Information Management: [System Owner Role] shall train authorized individuals to ensure that publicly accessible information does not contain nonpublic information.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-22.c
	Review Content Before Public Posting: [Legal Team or Communications Role] shall review the proposed content of information prior to posting onto the publicly accessible system to ensure that nonpublic information is not included as defined in the [Risk Assessment (RA) - Security Categorization (RA-02) and Criticality Analysis (RA-09) Policies].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}

	AC-22.d
	Review and Remove Nonpublic Information: [System Owner Role] shall review the content on the publicly accessible system for nonpublic information [frequency – at least every 6 months] and remove such information, if discovered.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least every 6 months”.}









DATA MINING PROTECTION (AC-23)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: In accordance with applicable laws, executive orders, directives, policies, regulations, standards, and guidelines, the public is not authorized to have access to nonpublic information, including information protected under the [PRIVACT] and proprietary information. Publicly accessible content addresses systems that are controlled by the organization and accessible to the public, typically without identification or authentication.
	AC-23
	Implement Data Mining Prevention Techniques: [System Administrator Role] should employ data mining prevention and detection techniques for data storage objects to detect and protect against unauthorized data mining as defined in the [Risk Assessment (RA) - Security Categorization (RA-02) and Criticality Analysis (RA-09) Policies].
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


ACCESS CONTROL DECISIONS (AC-24)
Policy References: 
CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Access control decisions (also known as authorization decisions) occur when authorization information is applied to specific accesses. In contrast, access enforcement occurs when systems enforce access control decisions.
	AC-24
	Apply Access Control Decisions: [System Owner Role] shall establish procedures to implement mechanisms and to ensure access control decisions are applied to each access request prior to access enforcement.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


REFERENCE MONITOR (AC-25)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: A reference monitor is a set of design requirements on a reference validation mechanism that, as a key component of an operating system, enforces an access control policy over all subjects and objects. A reference validation mechanism is always invoked, tamper-proof, and small enough to be subject to analysis and tests, the completeness of which can be assured (i.e., verifiable). Information is represented internally within systems using abstractions known as data structures.
	AC-25
	Establish Tamperproof Reference Monitor: [System Owner Role] should implement a reference monitor for access control policies that is tamperproof, always invoked, and small enough to be subject to analysis and testing, the completeness of which can be assured.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Access Control Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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