POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST SP 800-53 standards for awareness and training and is adopted by [Agency] to satisfy implementation of a NIST SP 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Information Technology”) to be significant and valuable resources. This Awareness and Training Policy provides Policies, Standards, and Controls necessary to protect Information Technology from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Awareness and Training Policy is to limit the risks that might compromise Information Technology or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Awareness and Training Policy governs access to all Information Technology controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (AT-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Awareness and training policy and procedures address the controls in the AT family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of awareness and training policy and procedures.
	AT-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Awareness and Training Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: The following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard below and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.


	AT-01.a.1
	Establish Awareness and Training Policy: [CIO or CISO Role] shall develop, document, and disseminate organization-level, mission/business process-level, or system-level Awareness and Training policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-01.a.1.a
	Define Organizational Responsibilities: [CIO or CISO Role] shall develop, document, and disseminate Awareness and Training policies to address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-01.a.1.b
	Ensure Consistency with Legal Frameworks: Awareness and Training policies shall comply with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AT-01.a.2
	Implement Awareness and Training Procedures: Awareness and Training procedures shall be facilitated to implement the Awareness and Training policy and the associated Awareness and Training controls.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	AT-01.b
	Designate Official for Awareness and Training Management: [CIO or CISO Role] shall manage the development, documentation, and dissemination of the Awareness and Training policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-01.c
	Update Awareness and Training: [CIO or CISO Role] shall review and update the current Awareness and Training policies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-01.c.1
	Assign Policy Frequency and Events: [CIO or CISO Role] shall review and update Awareness and Training policies within [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	AT-01.c.2
	Follow Procedures Regularly and Event-Based: [CIO or CISO Role] shall define the frequency and events following which procedures shall be carried out.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


LITERACY TRAINING AND AWARENESS (AT-02)
Policy References: 
CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Organizations provide basic and advanced levels of literacy training to system users, including measures to test the knowledge level of users. Organizations determine the content of literacy training and awareness based on specific organizational requirements, the systems to which personnel have authorized access, and work environments (e.g., telework). The content includes an understanding of the need for security and privacy as well as actions by users to maintain security and personal privacy and to respond to suspected incidents. The content addresses the need for operations security and the handling of personally identifiable information.
	AT-02.a
	Implement User Training: [CIO or CISO Role] shall provide security and privacy literacy training to system users (including managers, senior executives, and contractors).
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard – Security Curriculum: Identify, develop, and select relevant security courses based on the organization’s risks and threats. Courses should include practical exercises to reinforce topics being presented. The Curriculum shall include the following courses by role assignments.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints. Agency should identify Security Training and Awareness courses to be offered to users.}


		Security Training and Awareness Courses

	Course Title
	Course Description
	Roles Assignment

	Security Awareness Essentials
	The information presented in this course, employees will be able to effectively defend personal and workplace data from malicious threats.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Insider Threat
	Recognizing and reporting potential indicators of insider threat.
	-All Employees
-System Users
-System Administrators

	Email and Instant Messaging Security
	This course teaches employees the email and IM best practices to protect both their organization’s sensitive information and their own personal information and identity from attack.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Defending Against Phishers
	This course builds awareness about phishing threats with easy-to-apply best practices about how to recognize and defend against them.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Information Security for Executives
	Participants will explore key concepts of executive-level information security concerns and what you can do to bolster your organization’s overall security posture.
	-Executives

	Appropriate Use of social media
	This course covers social media best practices, including secure use, accountability, harassment, how to spot scams, secure passwords, and advanced security features.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Defeating Social Engineers – Advanced
	This advanced course will teach end users how to identify and avoid giving away sensitive information to these hackers.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Incident Reporting
	Employees will learn about common physical and information security incidents that should be reported and how to report them.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Privileged User Security
	This course will teach privileged users the security best practices they’re expected to follow to defend against hackers.
	-Privileged Contractors
-System Users
-System Administrators

	Baseline Information Security Training for IT Professionals
	This course is designed to provide IT professionals with the baseline security information needed to enhance overall job performance. This includes fundamental security concepts, threats, vulnerabilities, and countermeasures.
	-System Administrators
-Some Contractors


	Physical Security
	This course is designed to teach employees how to protect an organization from criminals, espionage, workplace violence, natural disasters, and other threats.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Protecting Mobile Data and Devices
	Today’s smartphones and tablets can not only act as a phone, but also as an email client, mobile Internet device, camera, GPS navigation system, entertainment console, and platform for any number of applications (apps), they can be exposed to many of the same risks as a desktop computer. This course will show employees how to protect their devices.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Password Management
	Real-world situations discussed to show the tactics hackers use to compromise accounts and the password security best practices that can help prevent that from happening.
	-All Employees
-All Contractors
-System Users
-System Administrators

	Security Awareness for Managers
	This course will introduce concepts and techniques that will aid managers in developing their staff into a security-savvy workforce
	-Managers




	AT-02.a.1
	Initial Training and Frequency Assignment for New Users: [CIO or CISO Role] shall provide security and privacy literacy training to system users as part of initial training for new users and [frequency – at least annually] thereafter.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	AT-02.a.2
	Update System Following Changes/Events: [System Administrator Role] shall provide security and privacy literacy training to system users when required by system changes or following specified events.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-02.b
	Improve User Security Awareness: [CIO or CISO Role] shall employ the following techniques to increase the security and privacy awareness of system users awareness techniques.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Security Awareness: As part of the Security Awareness Training Program, the Organization shall establish Security Awareness practices within the organization on the need for operational security. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Displaying posters with security reminders and best practices. 
· Office supplies/SWAG inscribed with security reminders and best practices.
· Regular advisories, notices, and newsletters from senior organizational officials with security reminders and best practices. 
· Conducting information security awareness events reinforcing security best practices.
· Provide materials to assist with Policy adoption, awareness, and general understanding of Policy Elements.

	AT-02.c
	Update Literacy Training Content: [CIO or CISO Role] shall update literacy training and awareness content [frequency – at least annually] and following specified events.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	AT-02.d
	Incorporate Incident Lessons into Training Techniques: [CIO or CISO Role] shall incorporate lessons learned from internal or external security or privacy incidents into literacy training and awareness techniques.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement. Example: Agency recently experienced a cybersecurity incident involving phishing, a training course should be offered on how to identify and properly handle phishing emails.}

	AT-02(02)
	Conduct Insider Threat Awareness Training: [CIO or CISO Role] shall provide literacy training on recognizing and reporting potential indicators of insider threat.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-02(03)
	Train on Reporting Social Engineering Instances: [CIO or CISO Role] shall provide literacy training on recognizing and reporting potential and actual instances of social engineering and social mining.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



ROLE-BASED TRAINING (AT-03)
Policy References: 
CSF 2.0: PR.AT-01, PR.AT-02
CSF 1.1: PR.AT-2, PR.AT-3, PR.AT-4, PR.AT-5
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Organizations determine the content of training based on the assigned roles and responsibilities of individuals as well as the security and privacy requirements of organizations and the systems to which personnel have authorized access, including technical training specifically tailored for assigned duties. Roles that may require role-based training include: senior leaders or management officials (e.g., head of agency/chief executive officer, chief information officer, senior accountable official for risk management, senior agency information security officer, senior agency official for privacy), system owners; authorizing officials; system security officers; privacy officers; acquisition and procurement officials; enterprise architects; systems engineers; software developers; systems security engineers; privacy engineers; system, network, and database administrators; auditors; personnel conducting configuration management activities; personnel performing verification and validation activities; personnel with access to system-level software; control assessors; personnel with contingency planning and incident response duties; personnel with privacy management responsibilities; and personnel with access to personally identifiable information.
	AT-03.a
	Implement Role-Based Security Training: [System Administrator Role] shall provide role-based security and privacy training to personnel with the following roles and responsibilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-03.a.1
	Authorize System Access Frequency: [System Administrator Role] shall provide role-based security and privacy training before authorizing access to the system, information, or performing assigned duties, and [frequency – at least annually] thereafter.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	AT-03.a.2
	Update System Requirements: [System Administrator Role]  shall provide role-based security and privacy training when required by system changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-03.b
	Update Role-Based Training Content Frequency and Events: [System Administrator Role] shall update role-based training content at [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	AT-03.c
	Incorporate Incident Lessons into Training: Awareness and Training shall incorporate lessons learned from internal or external security or privacy incidents into role-based training.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}


TRAINING RECORDS (AT-04)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Documentation for specialized training may be maintained by individual supervisors at the discretion of the organization.
	AT-04.a
	Document and Monitor Training Activities: [CIO or CISO Role] shall document and monitor information security and privacy training activities, including security and privacy awareness training and specific role-based security and privacy training.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	AT-04.b
	Retain Training Records: Individual training records shall be retained for [time period – 3 to 5 years].
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “3 to 5 years”.}


TRAINING FEEDBACK (AT-06)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Training feedback includes awareness training results and role-based training results. Training results, especially failures of personnel in critical roles, can be indicative of a potentially serious problem. Therefore, it is important that senior managers are made aware of such situations so that they can take appropriate response actions.
	AT-06
	Provide Feedback on Training Results: Feedback on organizational training results should be provided to [CIO or CISO Role] at [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


1. ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.

EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Awareness and Training Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 

CHANGE HISTORY
	Date
	Version
	Changed By
	Change Comments

	06/01/2026
	0.1
	-
	Initial Draft

	-
	1.0
	-
	Published Policy

	-
	-
	-
	-

	-
	-
	-
	Next Scheduled Policy Review


APPROVAL
	Digital Signature Here
	06/01/2026

	Signing Authority Name, Title
	Date



Page 1 of 8
