POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network.   Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate.  To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard.  This information security policy satisfies NIST SP 800-53 standards for assessment, authorization, and monitoring and is adopted by [Agency] to satisfy implementation of a NIST SP 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Information Technology”) to be significant and valuable resources. This Assessment, Authorization, and Monitoring Policy provides Policies, Standards, and Controls necessary to protect Information Technology from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Assessment, Authorization, and Monitoring Policy is to limit the risks that might compromise Information Technology or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Assessment, Authorization, and Monitoring Policy governs access to all Information Technology controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (CA-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Assessment, authorization, and monitoring policy and procedures address the controls in the CA family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of assessment, authorization, and monitoring policy and procedures.
	CA-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Assessment, Authorization, and Monitoring Policy to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.


	CA-01.a.1
	Implement Assessment and Authorization Policy: [CIO or CISO Role] shall develop and enforce [organization-level; mission/business process-level; system-level] assessment, authorization, and monitoring policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-01.a.1.a
	Define Organizational Responsibilities: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-01.a.1.b
	Ensure Consistency with Applicable Laws and Policies: [CIO or CISO Role] shall ensure consistency with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-01.a.2
	Establish Assessment Procedures: [CIO or CISO Role] shall develop procedures to facilitate the implementation of the assessment, authorization, and monitoring policy and the associated assessment, authorization, and monitoring controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-01.b
	Assign Official for Policy Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the assessment, authorization, and monitoring policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-01.c
	Update Assessment and Authorization Procedures: [CIO or CISO Role] shall review and update the current assessment, authorization, and monitoring policies and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-01.c.1
	Set Policy Frequency and Event Guidelines: [CIO or CISO Role] shall review and update policy [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	CA-01.c.2
	Procedure Frequency and Event Management: [CIO or CISO Role] shall review and update procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


CONTROL ASSESSMENTS (CA-02)
Policy References: 
CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Organizations ensure that control assessors possess the required skills and technical expertise to develop effective assessment plans and to conduct assessments of system-specific, hybrid, common, and program management controls, as appropriate. The required skills include general knowledge of risk management concepts and approaches as well as comprehensive knowledge of and experience with the hardware, software, and firmware system components implemented.
	CA-02.a
	Select Assessment Team: [CIO or CISO Role] shall select the appropriate assessor or assessment team for the type of assessment to be conducted.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.b
	Develop Control Assessment Plan: [CIO or CISO Role] shall develop a control assessment plan that describes the scope of the assessment including.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.b.1
	Assess Control Enhancements: [CIO or CISO Role] shall develop a control assessment plan that includes controls and control enhancements under assessment.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.b.2
	Determine Control Effectiveness Assessment: [CIO or CISO Role] shall develop a control assessment plan which has assessment procedures to be used to determine control effectiveness.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.b.3
	Assess Environment and Team Responsibilities: [CIO or CISO Role] shall specify assessment environment, assessment team, and assessment roles and responsibilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.c
	Approve Control Assessment Plan: [CIO or CISO Role] shall ensure the control assessment plan is reviewed and approved by the authorizing official or designated representative prior to conducting the assessment.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.d
	Assess System Controls: [CIO or CISO Role] shall assess the controls in the system and its environment of operation [frequency – at least annually] to determine the extent to which the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to meeting established security and privacy requirements.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.e
	Create Control Assessment Report: [CIO or CISO Role] shall produce a control assessment report that documents the results of the assessment.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02.f
	Deliver Control Assessment Results: [CIO or CISO Role] shall provide the results of the control assessment to [individuals or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-02(01)
	Deploy Independent Control Assessments: [CIO or CISO Role] shall employ independent assessors or assessment teams to conduct control assessments.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION EXCHANGE (CA-03)
Policy References: 
CSF 2.0: ID.AM-03, PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: ID.AM-3, DE.AE-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: System information exchange requirements apply to information exchanges between two or more systems. System information exchanges include connections via leased lines or virtual private networks, connections to internet service providers, database sharing or exchanges of database transaction information, connections and exchanges with cloud services, exchanges via web-based services, or exchanges of files via file transfer protocols, network protocols (e.g., IPv4, IPv6), email, or other organization-to-organization communications. Organizations consider the risk related to new or increased threats that may be introduced when systems exchange information with other systems that may have different security and privacy requirements and controls.
	CA-03.a
	Manage Information Exchange Agreements: [System Administrator Role] shall approve and manage the exchange of information between the system and other systems using [interconnection security agreements; information exchange security agreements; memoranda of understanding or agreement; service level agreements; user agreements; nondisclosure agreements].

	CA-03.b
	Document Characteristics in Exchange Agreement: [System Administrator Role] shall document, as part of each exchange agreement, the interface characteristics, security and privacy requirements, controls, responsibilities for each system, the impact level of the information communicated.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-03.c
	Update Agreements Regularly: [CIO or CISO Role] shall review and update the agreements [frequency – at least annually].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PLAN OF ACTION AND MILESTONES (CA-05)
Policy References: 
CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Plans of action and milestones are useful for any type of organization to track planned remedial actions. Plans of action and milestones are required in authorization packages and subject to federal reporting requirements.
	CA-05.a
	Plan Remediation Actions for System Vulnerabilities: [System Manager Role] shall develop a plan of action and milestones for the system to document the planned remediation actions of the organization to correct weaknesses or deficiencies noted during the assessment of the controls and to reduce or eliminate known vulnerabilities in the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-05.b
	Update Plan of Action and Milestones: [System Manager Role] shall update existing plan of action and milestones [frequency – at least annually] based on the findings from control assessments, independent audits or reviews, and [Continuous Monitoring (PM-31)] activities.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


AUTHORIZATION (CA-06)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Authorizations are official management decisions by senior officials to authorize operation of systems, authorize the use of common controls for inheritance by organizational systems, and explicitly accept the risk to organizational operations and assets, individuals, other organizations, and the Nation based on the implementation of agreed-upon controls. Authorizing officials issue ongoing authorizations of systems based on evidence produced from implemented continuous monitoring programs. Robust continuous monitoring programs reduce the need for separate reauthorization processes. Through the employment of comprehensive continuous monitoring processes, the information contained in authorization packages (i.e., security and privacy plans, assessment reports, and plans of action and milestones) is updated on an ongoing basis.
	CA-06.a
	Appoint System Authorizing Official: [CIO or CISO Role] shall assign a senior official as the authorizing official for the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-06.b
	Appoint Authorizing Official for Common Controls: [CIO or CISO Role] shall assign a senior official as the authorizing official for common controls available for inheritance by organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-06.c
	Authorize System Operations: [CIO or CISO Role] shall ensure that the authorizing official for the system addresses their specific responsibilites.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-06.c.1
	Approval of Common Controls: [CIO or CISO Role] shall ensure that the authorizing official for the system, before commencing operations, accepts the use of common controls inherited by the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-06.c.2
	Authorize System Operation: [System Administrator Role] shall ensure that the authorizing official for the system, before commencing operations, authorizes the system to operate.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-06.d
	Authorize Inheritance of Common Controls: [CIO or CISO Role] shall ensure that the authorizing official for common controls authorizes the use of those controls for inheritance by organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-06.e
	Update Authorizations Frequency: [System Administrator Role] shall update the authorizations [frequency – at least annually].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONTINUOUS MONITORING (CA-07)
Policy References: 
CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Continuous monitoring at the system level facilitates ongoing awareness of the system security and privacy posture to support organizational risk management decisions. The terms “continuous” and “ongoing” imply that organizations assess and monitor their controls and risks at a frequency sufficient to support risk-based decisions. Different types of controls may require different monitoring frequencies. The results of continuous monitoring generate risk response actions by organizations.
	CA-07
	Implement Continuous Monitoring Strategy: [System Administrator Role] shall develop a system-level continuous monitoring strategy and implement continuous monitoring in accordance with the [organization-level continuous monitoring strategy (PM-31)].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07.a
	Monitor System-Level Metrics: [CIO or CISO Role] shall establish the following system-level metrics to be monitored: [list system-level metrics].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07.b
	Monitor and Assess Control Effectiveness Frequency Establishment: [CIO or CISO Role] shall establish frequencies for monitoring and frequencies for assessment of control effectiveness.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07.c
	Implement Continuous Monitoring Strategy: [CIO or CISO Role] shall implement ongoing control assessments in accordance with the continuous monitoring strategy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07.d
	Monitor System Metrics Continuously: [System Administrator Role] shall carryout ongoing monitoring of system and organization-defined metrics in accordance with the continuous monitoring strategy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07.e
	Analyze Control Assessment Information: [System Administrator Role] shall provide correlation and analysis of information generated by control assessments and monitoring.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07.f
	Address Control Assessment Results: [CIO or CISO Role] shall define response actions to address results of the analysis of control assessment and monitoring information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07.g
	Report System Security and Privacy Status: [System Administrator Role] shall report security and privacy status of the system to [specified personnel or roles] [frequency – at least quarterly].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07(01)
	Appoint Independent Assessors for Monitoring: [CIO or CISO Role] shall employ independent assessors or assessment teams to monitor the controls in the system on an ongoing basis.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07(04)
	Integrate Risk Monitoring into Continuous Strategy: [CIO or CISO Role] shall ensure risk monitoring is an integral part of the continuous monitoring strategy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07(04)(a)
	Effectiveness Monitoring: [CIO or CISO Role] shall ensure risk monitoring is an integral part of the continuous monitoring strategy that includes effectiveness monitoring activities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07(04)(b)
	Monitor Compliance: [CIO or CISO Role] shall ensure risk monitoring is an integral part of the continuous monitoring strategy that includes compliance monitoring activities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-07(04)(c)
	Monitor Changes: [CIO or CISO Role] shall ensure risk monitoring is an integral part of the continuous monitoring strategy that includes change monitoring activities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PENETRATION TESTING (CA-08)
Policy References: 
CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-7
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Penetration testing is a specialized type of assessment conducted on systems or individual system components to identify vulnerabilities that could be exploited by adversaries. Penetration testing goes beyond automated vulnerability scanning and is conducted by agents and teams with demonstrable skills and experience that include technical expertise in network, operating system, and/or application level security. Penetration testing can be used to validate vulnerabilities or determine the degree of penetration resistance of systems to adversaries within specified constraints.
	CA-08
	Perform Regular Penetration Testing: [CIO or CISO Role] shall conduct penetration testing [frequency – at least annually] on [systems or system components].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INTERNAL SYSTEM CONNECTIONS (CA-09)
Policy References: 
CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Internal system connections are connections between organizational systems and separate constituent system components (i.e., connections between components that are part of the same system) including components used for system development. Intra-system connections include connections with mobile devices, notebook and desktop computers, tablets, printers, copiers, facsimile machines, scanners, sensors, and servers.
	CA-09.a
	Authorize Component Connections: [System Administrator Role] shall authorize internal connections of [system components or classes of components] to the system.

	CA-09.b
	Document Interface Characteristics and Requirements: [System Administrator Role] shall document, for each internal connection, the interface characteristics, security and privacy requirements, and the nature of the information communicated.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CA-09.c
	Terminate Internal System Connections: [System Administrator Role] shall terminate internal system connections after [conditions].

	CA-09.d
	Review Continuity of Internal Connections: [CIO or CISO Role] shall review [frequency – at least annually] the continued need for each internal connection.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.

EXCEPTIONS - The CIO or CISO may approve in advance and in writing any exceptions to this Assessment, Authorization, and Monitoring Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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