POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for configuration management and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Information Technology”) to be significant and valuable resources. This Configuration Management Policy provides Policies, Standards, and Controls necessary to protect Information Technology from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Configuration Management Policy is to limit the risks that might compromise Information Technology or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Configuration Management Policy governs access to all Information Technology controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (CM-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Configuration management policy and procedures address the controls in the CM family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of configuration management policy and procedures.
	CM-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Configuration Management Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	CM-01.a.1
	Establish Configuration Management Policy: [CIO or CISO Role] shall develop, document, and disseminate organization-level, mission/business process-level, system-level configuration management policies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-01.a.1.a
	Clarify Organizational Roles and Commitments: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-01.a.1.b
	Ensure Consistency with Legal and Regulatory Requirements: [CIO or CISO Role] shall ensure consistency with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-01.a.2
	Implement Configuration Management Procedures: [CIO or CISO Role] shall develop procedures to facilitate the implementation of the configuration management policy and the associated configuration management controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-01.b
	Assign Configuration Management Official: [CIO or CISO Role] shall designate [Defined Official] to manage the development, documentation, and dissemination of the configuration management policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-01.c
	Update Configuration Management: [CIO or CISO Role] shall review and update the current configuration management.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-01.c.1
	Define Policy Frequency and Events: [CIO or CISO Role] shall review and update policy [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	CM-01.c.2
	Define Procedure Frequency and Events: [CIO or CISO Role] shall review and update procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


BASELINE CONFIGURATION (CM-02)
Policy References: 
CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Baseline configurations for systems and system components include connectivity, operational, and communications aspects of systems. Baseline configurations are documented, formally reviewed, and agreed-upon specifications for systems or configuration items within those systems. Baseline configurations serve as a basis for future builds, releases, or changes to systems and include security and privacy control implementations, operational procedures, information about system components, network topology, and logical placement of components in the system architecture.
	CM-02.a
	Maintain System Baseline Configuration: [System Administrator Role] shall develop, document, and maintain under configuration control, a current baseline configuration of the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - System Security Baseline (Hardening): All Systems shall include system hardening standards and controls as defined in the NIST SP 800-123 Guide to General System Security AND from an Approved Third-Party Authority listed below. Implementation of these standards and controls shall be documented in the System Security Plan. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
	Approved System Security Hardening Standards and Controls

	System Type
	Reference
	Source

	Databases – MySQL
	MySQL 8.3: General Security Issues
	Oracle

	Databases – MS SQL
	MS SQL Server 2022: Security SQL Server
	Microsoft

	Databases – Oracle 
	Oracle 19c: Keeping Your Oracle Database Secure
	Oracle

	…
	
	

	Network – Cisco IOS
	Cisco IOS XE: Hardening Guide
	Cisco

	Network – Juniper
	Juniper: Security Hardening Guidelines
	Juniper

	…
	
	

	Servers – Red Hat
	Red Hat 8: Security Hardening
	Red Hat

	Servers – Ubuntu
	Ubuntu: Security Hardening (blog)
	Canonical

	Servers – Windows 
	Windows Server Security Documentation
	Microsoft

	…
	
	

	Workstation – Apple MacOS
	Apple Platform Security
	Apple

	Workstation – Windows 10
	Windows 10 & 11: Latest Windows hardening guidance and key dates
	Microsoft


· Automation Use in Configuration Management: The organization shall use automation where possible to ensure uniformity of baseline configurations across the system and to enable interoperability of tools.
· System Hardening Best Practices: 
· Configure the system to provide only essential capabilities.
· Review the system quarterly to identify unnecessary and/or non-secure functions, ports, protocols, and services.
· Disable functions, ports, protocols, and services within the system deemed to be unnecessary and/or non-secure.
· The most recent security patches shall be installed on the system as soon as practical.
· Identify and remove software programs not authorized to execute on systems.
· Employ a deny-all, allow-by-exception policy to prevent unauthorized network communications to the information system.
· Employ a deny-all, allow-by-exception policy to prohibit the execution of unauthorized software programs on the information system.
· Systems processing Confidential or Restricted data shall use Multi-Factor Authentication (MFA) for Access Controls.
· All system clocks shall synchronize to a centralized reference time source set to UTC (Coordinated Universal Time) which is itself synchronized to at least three synchronized time sources.
· Event logs and audit records shall be protected from unauthorized access, modification, and deletion by standard users. Logs shall only be accessible to a subset of privileged users or roles.
· At least annually, review and update the list of authorized and prohibited software and applications.

	
CM-02.b
	Update System Configuration: [System Administrator Role] shall review and update the baseline configuration of the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-02.b.1
	Define Frequency Assignment: [CIO or CISO Role] shall review and update the baseline configuration of the system every [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	CM-02.b.2
	Requirement Circumstance Compliance: [CIO or CISO Role] shall review and update the baseline configuration when required due to [specified circumstances] and [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-02.b.3
	Install or Upgrade System Components: [System Administrator Role] shall review and update the baseline configuration when system components are installed or upgraded.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-02(02)
	Maintain Reliability of Baseline Configuration: [System Administrator Role] shall maintain the currency, completeness, accuracy, and availability of the baseline configuration of the system using [automated mechanisms].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-02(03)
	Retain Previous Baseline Configurations: [System Administrator Role] shall retain [number] of previous versions of baseline configurations of the system to support rollback.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-02(07)(a)
	Issue Travel-Risk System Configurations: [CIO or CISO Role] shall issue systems or system components with [configurations] to individuals traveling to locations that the organization deems to be of significant risk.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard -Travel to High-Risk Areas: Employees and Contractors shall take extra precautions when traveling to High-Risk Areas with Organizational Devices. The organization shall ensure that devices are configured with all security standards and controls prior to authorizing travel. In the event of equipment being lost, stolen, or destroyed, users are required to provide a written report of the circumstances surrounding the incident.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	CM-02(07)(b)
	Implement Controls Post-Travel: [CIO or CISO Role] shall apply the following controls to the systems or components when an individual returns from travel to a designated location: [list of controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONFIGURATION CHANGE CONTROL (CM-03)
Policy References: 
CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Configuration change control for organizational systems involves the systematic proposal, justification, implementation, testing, review, and disposition of system changes, including system upgrades and modifications. Configuration change control includes changes to baseline configurations, configuration items of systems, operational procedures, configuration settings for system components, remediate vulnerabilities, and unscheduled or unauthorized changes.
	CM-03.a
	Document Configuration-Controlled System Changes: [System Administrator Role] shall determine and document the types of changes to the system that are configuration-controlled.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-03.b
	Approve Configured System Changes: [System Administrator Role] shall review proposed configuration-controlled changes to the system and approve or disapprove such changes with explicit consideration for security and privacy impact analyses.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Change Control Board: The organization shall select various members of the IT community who represent the organization’s functional areas and departments to serve on the Change Control Board (CCB). The following are the primary responsibilities of the CCB:
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Establish a regular change control meeting frequency.
· Review all submitted change requests.
· Conduct meetings to review and discuss change proposals.
· Establish criteria and guidelines for evaluating change requests.
· Prioritize change requests.
· Evaluate the risks and benefits of proposed changes.
· Analyze the potential impacts of proposed changes on scope, schedule, cost, resources, and risks.
· Ensure changes align with organizational objectives and the established Risk Management Framework.
· Make decisions to approve or reject proposed changes.
· Document all CCB decisions with context and rationale.
· Communicate decisions to requestors and relevant stakeholders.
· Monitor and oversee the implementation of approved changes.
· Track changes and their impact to systems.
· Provide regular status updates and change summaries to leadership.


	CM-03.c
	Document System Configuration Changes: [System Administrator Role] shall document configuration change decisions associated with the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-03.d
	Implement Configuration-Controlled System Changes: [System Administrator Role] shall implement approved configuration-controlled changes to the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Change Control Process: The Organization shall implement mechanisms to control configuration changes to minimize risk and disruption. The organization shall establish a repeatable framework for submitting system change requests to be evaluated by the Change Control Board (CCB). The process shall include tracking, reviewing, approving / disapproving, and logging the following key change elements at minimum:
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Change Type: The type of change has been established and justified.
· Minor Change: A minor change is a change that does not affect the design, specifications, performance, functionality, or intended use of the system or components. A minor change may involve a cosmetic, administrative adjustment, clerical adjustment, updating a label, correcting a typo, or replacing a non-critical component.
· Major Change: A major change is a change that affects the design, specifications, performance, functionality, or intended use of the system or components. A major change may involve a new or modified feature, function, material, method, or equipment, such as adding a new capability, changing a supplier, or upgrading the software of a system.
· Emergency Change: An emergency change is a change that is required to address an urgent or unforeseen situation that poses a significant risk to the system, components, or users. An emergency change may involve a corrective or preventive action, a contingency plan, or a workaround, such as fixing a critical defect, resolving a safety issue, or restoring a service.
· System Changes: The proposal, justification, implementation, testing, review, and disposition of changes to the system and its components, including system upgrades and modifications. 
· Configuration Settings: The proposed changes to configuration settings to include the set of parameters that will be changed in hardware, software, or firmware components of the system and affect the security posture or functionality of the system. 
· Impact Analysis: Analysis of the proposed changes to the system to determine potential security impacts prior to change implementation. The analysis shall include verification that the security requirements for the system continue to be satisfied after the system changes have been implemented.
· System Security Plans: Updates to the System Security Plans are reviewed to ensure the proposed System Changes, updated Configuration Settings, and Impact Analysis is documented appropriately.
· Authorized Software: The use of Authorized and Licensed Software is being leveraged by the system and its components.
· System of Record (Inventory): Updates to the System of Record (Inventory) are completed once changes are approved by the CCB.

	CM-03.e
	Maintain Configuration Change Records: [System Administrator Role] shall retain records of configuration-controlled changes to the system for [time period – at least one year].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least one year”.}

	CM-03.f
	Review Configuration-Controlled Changes: [System Administrator Role] shall monitor and review activities associated with configuration-controlled changes to the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-03.g
	Oversee Configuration Change Control Activities: [System Owner Role] shall coordinate and provide oversight for configuration change control activities through [configuration change control element] that convenes [frequency – at least annually] or when [configuration change conditions] occur.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	CM-03(02)
	Finalize System Changes: [System Administrator Role] shall test, validate, and document changes to the system before finalizing the implementation of the changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-03(04)
	Assign Security Representatives to Change Control Element: [CIO or CISO Role] shall require security and privacy representatives to be members of the configuration change control element.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


IMPACT ANALYSES (CM-04)
Policy References: 
CSF 2.0: ID.RA-07, PR.PS-01
CSF 1.1: PR.IP-1, PR.IP-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Organizational personnel with security or privacy responsibilities conduct impact analyses. Individuals conducting impact analyses possess the necessary skills and technical expertise to analyze the changes to systems as well as the security or privacy ramifications. Impact analyses include: reviewing security and privacy plans, policies, and procedures to understand control requirements; reviewing system design documentation and operational procedures to understand control implementation and how specific system changes might affect the controls; reviewing the impact of changes on organizational supply chain partners with stakeholders; and determining how potential changes to a system create new risks to the privacy of individuals and the ability of implemented controls to mitigate those risks.
	CM-04
	Analyze System Changes for Security Impacts: [System Administrator Role] shall analyze changes to the system to determine potential security and privacy impacts prior to change implementation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-04(02)
	Verify Control Implementation After System Changes: [System Auditor] shall after system changes, verify that the impacted controls are implemented correctly, operating as intended, and producing the desired outcome with regard to meeting the security and privacy requirements for the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ACCESS RESTRICTIONS FOR CHANGE (CM-05)
Policy References: 
CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Changes to the hardware, software, or firmware components of systems or the operational procedures related to the system can potentially have significant effects on the security of the systems or individuals’ privacy.
	CM-05
	Enforce Access Restrictions for System Changes: [System Administrator Role] shall define, document, approve, and enforce physical and logical access restrictions associated with changes to the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONFIGURATION SETTINGS (CM-06)
Policy References: 
CSF 2.0: PR.PS-01, DE.CM-09
CSF 1.1: PR.IP-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Configuration settings are the parameters that can be changed in the hardware, software, or firmware components of the system that affect the security and privacy posture or functionality of the system. Information technology products for which configuration settings can be defined include mainframe computers, servers, workstations, operating systems, mobile devices, input/output devices, protocols, and applications. Parameters that impact the security posture of systems include registry settings; account, file, or directory permission settings; and settings for functions, protocols, ports, services, and remote connections.
	CM-06.a
	Establish Restrictive Configuration Settings: [System Administrator Role] shall establish and document configuration settings for components employed within the system that reflect the most restrictive mode consistent with operational requirements using [common secure configurations].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-06.b
	Implement Configuration Settings: [System Administrator Role] shall implement the configuration settings.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-06.c
	Approve Configuration Deviations Based on Operational Requirements: [System Administrator Role]  shall identify, document, and approve any deviations from established configuration settings for system components based on operational requirements.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-06.d
	Control Configuration Changes: [System Administrator Role]  shall monitor and control changes to the configuration settings in accordance with organizational policies and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


LEAST FUNCTIONALITY (CM-07)
Policy References: 
CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Systems provide a wide variety of functions and services. Some of the functions and services routinely provided by default may not be necessary to support essential organizational missions, functions, or operations. Additionally, it is sometimes convenient to provide multiple services from a single system component, but doing so increases risk over limiting the services provided by that single component.
	CM-07.a
	System Configuration for Essential Capabilities: [System Administrator Role] shall configure the system to provide only [mission essential capabilities].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07.b
	Prohibit Use of System Components: [CIO or CISO Role] shall prohibit or restrict the use of the following functions, ports, protocols, software, and/or services: [list prohibited or restricted functions, system ports, protocols, software, and/or services].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(01)(a)
	Review Systems for Unnecessary and Nonsecure Components: [System Administrator Role] shall review the system [frequency – at least annually] to identify unnecessary and/or nonsecure functions, ports, protocols, software, and services.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	CM-07(01)(b)
	Disable Unnecessary System Elements: [System Administrator Role] shall disable or remove [functions, ports, protocols, software, and services within the system deemed to be unnecessary and/or nonsecure].

	CM-07(02)
	Implement Software Usage Restrictions: [CIO or CISO Role] shall prevent program execution in accordance with one or more of the following: 
· Policies, rules of behavior, and/or access agreements regarding software program usage and restrictions. 
· Rules authorizing the terms and conditions of software program usage.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(04)(a)
	Identify Unauthorized Software Programs: [System Administrator Role] shall identify [software programs not authorized to execute on the system].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(04)(b)
	Prohibit Unauthorized Software Execution: [System Administrator Role] shall employ an allow-all, deny-by-exception policy to prohibit the execution of unauthorized software programs on the system where suitable.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(04)(c)
	Update Unauthorized Software List: [CIO or CISO Role] shall review and update the list of unauthorized software programs [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	CM-07(05)(a)
	Authorize Software Execution: [CIO or CISO Role] shall identify [software programs authorized to execute on the system].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(05)(b)
	Implement Exception-Based Software Authorization Policy: [System Administrator Role] shall employ a deny-all, permit-by-exception policy to allow the execution of authorized software programs on the system where suitable.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(05)(c)
	Update Authorized Software List: [System Administrator Role] shall review and update the list of authorized software programs [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	CM-07(09)(a)
	Authorize Hardware Components: [CIO or CISO Role] shall identify [hardware components authorized for system use].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(09)(b)
	Disallow Unauthorized Hardware: [System Owner Role] shall prohibit the use or connection of unauthorized hardware components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-07(09)(c)
	Update Authorized Hardware List: [System Owner Role] shall review and update the list of authorized hardware components [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


SYSTEM COMPONENT INVENTORY (CM-08)
Policy References: 
CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: System components are discrete, identifiable information technology assets that include hardware, software, and firmware. Organizations may choose to implement centralized system component inventories that include components from all organizational systems. In such situations, organizations ensure that the inventories include system-specific information required for component accountability.
	CM-08.a
	System Component Inventory Development: [System Owner Role] shall develop and document an inventory of system components as part the [System Inventory (PM-05)].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-08.a.1
	Inventory Details Accurate: System component inventory shall accurately reflect the system.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	CM-08.a.2
	Include System Components: System component inventory shall include all components within the system.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	CM-08.a.3
	Avoid Duplicate Accounting of Components: System component inventory shall not include duplicate accounting of components or components assigned to any other system.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	CM-08.a.4
	Track and Report Granularity Level: [CIO or CISO Role] shall track and report the level of granularity deemed necessary for tracking and reporting.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-08.a.5
	Achieve System Component Accountability: [CIO or CISO Role] shall include the following information to achieve system component accountability: [information deemed necessary to achieve effective system component accountability].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-08.b
	Update System Component Inventory: [System Administrator Role] shall review and update the system component inventory [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	CM-08(01)
	Update System Component Inventory: [System Administrator Role] shall update the inventory of system components as part of component installations, removals, and system updates.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-08(03)(a)
	Detect Unauthorized System Components: [System Administrator Role] shall detect the presence of unauthorized hardware, software, and firmware components within the system using [automated mechanisms] [frequency – at least monthly].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least monthly”.}

	CM-08(03)(b)
	Initiate Procedures on Detected Unauthorized Components: [System Administrator Role] shall take the following actions when unauthorized components are detected: disable network access by such components, isolate the components, and notify [System Owner Role].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONFIGURATION MANAGEMENT PLAN (CM-09)
Policy References: 
CSF 2.0: ID.AM-08, PR.PS-01
CSF 1.1: PR.IP-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Configuration management activities occur throughout the system development life cycle. As such, there are developmental configuration management activities (e.g., the control of code and software libraries) and operational configuration management activities (e.g., control of installed components and how the components are configured). Configuration management plans satisfy the requirements in configuration management policies while being tailored to individual systems. Configuration management plans define processes and procedures for how configuration management is used to support system development life cycle activities.
	CM-09
	Implement Configuration Management Plan: [System Owner Role] shall develop, document, and implement a configuration management plan for the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-09.a
	Define Roles and Configuration Management Processes: [System Owner Role] shall address roles, responsibilities, and configuration management processes and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-09.b
	Manage Configuration Items Process: [System Owner Role] shall establish a process for identifying configuration items throughout the system development life cycle and for managing the configuration of the configuration items.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{NIST Definition: Configuration Item is an item or aggregation of hardware or software or both that is designed to be managed as a single entity. Configuration items may vary widely in complexity, size and type, ranging from an entire system including all hardware, software and documentation, to a single module, a minor hardware component or a single software package.}

	CM-09.c
	Configure System Items: [System Owner Role] shall define the configuration items for the system and places the configuration items under configuration management.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{NIST Definition: Configuration Item is an item or aggregation of hardware or software or both that is designed to be managed as a single entity. Configuration items may vary widely in complexity, size and type, ranging from an entire system including all hardware, software and documentation, to a single module, a minor hardware component or a single software package.}

	CM-09.d
	Review and Approval Assignment: The Configuration Management Plan shall be reviewed and approved by [personnel or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-09.e
	Safeguard Configuration Management Plan: [CIO or CISO Role] shall protect the configuration management plan from unauthorized disclosure and modification.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SOFTWARE USAGE RESTRICTIONS (CM-10)
Policy References: 
CSF 2.0: PR.PS-01, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Software license tracking can be accomplished by manual or automated methods, depending on organizational needs. Examples of contract agreements include software license agreements and non-disclosure agreements.
	CM-10.a
	Comply with Software Usage Regulations: [Users] shall use software and associated documentation in accordance with contract agreements and copyright laws.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-10.b
	Control Software and Documentation Distribution: [System Owner Role] shall track the use of software and associated documentation protected by quantity licenses to control copying and distribution.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard – Approved Software: The organization commits to using only legally licensed software and adhering to the terms of those licenses. All software utilized within the organization shall be properly managed to ensure compliance with licensing agreements.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Licensed Software: The organization has reviewed the following commercial software for security issues and has obtained licenses to operate. The use of this software must be used in compliance with the License Agreement, documented as part of a System Security Plan, and configured as defined in the System Security Baseline.
	Licensed Software

	Vendor
	Product
	Qty
	Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


· Open-Source Software: The organization has reviewed the following open-source software for security issues and has approved its use. The use of the software must be documented as part of the System Security Plan and configured as defined in the System Security Baseline.
	Open-Source Software

	Vendor
	Product
	Qty
	Description

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	




	CM-10.c
	Control Use of Peer-to-Peer File Sharing Technology: [CIO or CISO Role] shall control and document the use of peer-to-peer file sharing technology to ensure that this capability is not used for the unauthorized distribution, display, performance, or reproduction of copyrighted work.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


USER-INSTALLED SOFTWARE (CM-11)
Policy References: 
CSF 2.0: PR.PS-01, PR.PS-02, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: If provided the necessary privileges, users can install software in organizational systems. To maintain control over the software installed, organizations identify permitted and prohibited actions regarding software installation. Permitted software installations include updates and security patches to existing software and downloading new applications from organization-approved “app stores.” Prohibited software installations include software with unknown or suspect pedigrees or software that organizations consider potentially malicious.
	CM-11.a
	Establish User Software Installation Policies: [Organization Management] shall establish [policies] governing the installation of software by users.

	CM-11.b
	Enforce Software Installation Policies: [CIO or CISO Role] shall enforce software installation policies through the following methods: [methods].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-11.c
	Compliance Monitoring Assignment: [CIO or CISO Role] shall monitor policy compliance [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


INFORMATION LOCATION (CM-12)
Policy References: 
CSF 2.0: ID.AM-07
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Information location addresses the need to understand where information is being processed and stored. Information location includes identifying where specific information types and information reside in system components and how information is being processed so that information flow can be understood and adequate protection and policy management provided for such information and system components.
	CM-12.a
	Document Information Location and System Components: [CIO or CISO Role] shall identify and document the location of [information] and the specific system components on which the information is processed and stored.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-12.b
	Document User Access: [CIO or CISO Role] shall identify and document the users who have access to the system and system components where the information is processed and stored.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-12.c
	Document Changes in Information Storage Location: [System Administrator Role] shall document changes to the location (i.e., system or system components) where the information is processed and stored.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CM-12(01)
	Utilize Automated Tools for Information Protection: [System Administrator Role] shall use automated tools to identify [information by information type] on [system components] to ensure controls are in place to protect organizational information and individual privacy.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DATA ACTION MAPPING (CM-13)
Policy References: 
CSF 2.0: ID.AM-07, ID.AM-08
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Data actions are system operations that process personally identifiable information. The processing of such information encompasses the full information life cycle, which includes collection, generation, transformation, use, disclosure, retention, and disposal. A map of system data actions includes discrete data actions, elements of personally identifiable information being processed in the data actions, system components involved in the data actions, and the owners or operators of the system components.
	CM-13
	Map System Data Actions: [System Administrator Role] shall develop and document a map of system data actions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SIGNED COMPONENTS (CM-14)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Software and firmware components must be prevented from installation unless signed with recognized and approved certificates include software and firmware version updates, patches, service packs, device drivers, and basic input/output system updates. Organizations can identify applicable software and firmware components by type, by specific items, or a combination of both.
	CM-14
	Prevent Unverified Software Installation: [CIO or CISO Role] shall prevent the installation of [software and firmware components] without verification that the component has been digitally signed using a certificate that is recognized and approved by the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.


EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Configuration Management Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 

CHANGE HISTORY
	Date
	Version
	Changed By
	Change Comments

	06/01/2026
	0.1
	-
	Initial Draft

	-
	1.0
	-
	Published Policy

	-
	-
	-
	-

	-
	-
	-
	Next Scheduled Policy Review


APPROVAL
	Digital Signature Here
	06/01/2025

	Signing Authority Name, Title
	Date



Page 1 of 18
