POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for contingency planning and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Contingency Planning Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Contingency Planning Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Contingency Planning Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (CP-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Contingency planning policy and procedures address the controls in the CP family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy program managers collaborate on the development of contingency planning policy and procedures.
	CP-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Contingency Planning Policy to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are covered for relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	CP-01.a.1
	Formulate Contingency Planning Policy: [CIO or CISO Role] shall develop a [organization-level; mission/business process-level; system-level] contingency planning policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-01.a.1.a
	Address Compliance Responsibilities: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-01.a.1.b
	Ensure Compliance with Laws and Policies: [CIO or CISO Role] shall be consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-01.a.2
	Implement Contingency Planning Procedures: [CIO or CISO Role] shall develop procedures to facilitate the implementation of the contingency planning policy and the associated contingency planning controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-01.b
	Designate Official for Contingency Planning Procedures: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the contingency planning policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-01.c
	Update Contingency Planning: [CIO or CISO Role] shall review and update the current contingency planning.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-01.c.1
	Policy Frequency and Event Assignment: [CIO or CISO Role] shall review and update contingency planning policy [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	CP-01.c.2
	Define Procedure Frequency and Events: [CIO or CISO Role] shall review and update contingency planning procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


CONTINGENCY PLAN (CP-02)
Policy References: 
CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Contingency planning for systems is part of an overall program for achieving continuity of operations for organizational mission and business functions. Contingency planning addresses system restoration and implementation of alternative mission or business processes when systems are compromised or breached. Contingency planning is considered throughout the system development life cycle and is a fundamental part of the system design. Systems can be designed for redundancy, to provide backup capabilities, and for resilience.
	CP-02.a
	Formulate System Contingency Plan: [System Owner Role] shall develop a contingency plan for the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.a.1
	Identify Mission and Business Contingency Requirements: [CIO or CISO Role] shall identify essential mission and business functions and associated contingency requirements.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.a.2
	Set Recovery and Restoration Priorities: [System Owner Role] shall provide recovery objectives, restoration priorities, and metrics.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Business Impact Analysis (BIA): The Organization and System Owners shall conduct a business impact analysis (BIA). This BIA shall be utilized to identify and prioritize information systems and components that are critical to supporting the Organization's mission/business processes.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Recovery Objectives by System Classification: Systems shall have an established Maximum Tolerable Downtime (MTD) and Recovery Time Objective (RTO) assigned based on their Data Classification.
	MTD / RTO based on Data Classifications

	Data Classification
	DRP
	MTD
	RTO

	Sensitivity – Public
	-
	7 Days
	72 Hours

	Sensitivity – Internal
	-
	7 Days
	72 Hours

	Sensitivity – Confidential
	Mandatory
	3 Days
	48 Hours

	Sensitivity – Restricted
	Mandatory
	3 Days
	48 Hours

	Criticality – Non-Critical
	-
	7 Days
	72 Hours

	Criticality – Critical
	Mandatory
	3 Days
	48 Hours

	Criticality – Mission Critical
	Mandatory
	1 Day
	12 Hours

	Compliance – GLBA
	Mandatory
	3 Days
	48 Hours

	Compliance – HIPAA
	Mandatory
	3 Days
	48 Hours

	Compliance – FERPA
	Mandatory
	3 Days
	48 Hours

	Compliance – PCI/DSS
	Mandatory
	3 Days
	48 Hours




	CP-02.a.3
	Assign Contingency Roles and Responsibilities: [CIO or CISO Role] shall addresses contingency roles, responsibilities, assigned individuals with contact information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Roles and Responsibilities: The System Owners shall identify, define, and record all stakeholders and their responsibilities as part of System’s Disaster Recovery activities.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Key Stakeholders: The following individuals, teams, and third parties should be considered key stakeholders: Management / Leadership, Outage Assessment Team, Operating System Administrators, Server Administrators, Network Teams, Incident Response Team, Database Teams, Application Teams, Transportation and Relocation Teams, Legal Affairs, Communication Department, Physical Security, Procurement Teams, Etc…

	CP-02.a.4
	Maintain Essential Functions Despite System Failures: [CIO or CISO Role] shall address maintaining essential mission and business functions despite a system disruption, compromise, or failure.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.a.5
	Ensure System Restoration Without Deteriorating Controls: [System Administrator Role] shall address eventual, full system restoration without deterioration of the controls originally planned and implemented.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.a.6
	Share Contingency Information: [CIO or CISO Role] shall regulate the sharing of contingency information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.a.7
	Review and Approve Roles: Contingency plan shall be reviewed and approved by [CIO or CISO Role].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.b
	Distribute Contingency Plan: [Contingency Plan Coordinator or Emergency Preparedness Manager] shall distribute copies of the contingency plan to [key contingency personnel (identified by name and/or by role) and organizational elements].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.c
	Coordinate Contingency and Incident Handling Activities: [CIO or CISO Role] shall coordinate contingency planning activities with incident handling activities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.d
	Contingency Plan Review Frequency: [System Administrator Role] shall review the contingency plan for the system [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	CP-02.e
	Update Contingency Plan: [CIO or CISO Role] shall update the contingency plan to address changes to the organization, system, or environment of operation and problems encountered during contingency plan implementation, execution, or testing.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.f
	Communicate Contingency Plan Changes: [CIO or CISO Role]  shall communicate contingency plan changes to [key contingency personnel (identified by name and/or by role) and organizational elements].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.g
	Incorporate Lessons into Contingency Testing and Training: [CIO or CISO Role] shall incorporate lessons learned from contingency plan testing, training, or actual contingency activities into contingency testing and training.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02.h
	Secure Contingency Plan: [CIO or CISO Role] shall protect the contingency plan from unauthorized disclosure and modification.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02(01)
	Coordinate Contingency Plan Development: [CIO or CISO Role] shall coordinate contingency plan development with organizational elements responsible for related plans.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-02(03)
	Plan Resumption of Functions: [CIO or CISO Role] shall plan for the resumption of [Selection: all; essential] mission and business functions within [time period – one day] of contingency plan activation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “within one day”.}

	CP-02(08)
	Identify Critical System Assets: [CIO or CISO Role] shall identify critical system assets supporting [Selection: all; essential] mission and business functions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONTINGENCY TRAINING (CP-03)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.AT-5, RS.CO-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Contingency training provided by organizations is linked to the assigned roles and responsibilities of organizational personnel to ensure that the appropriate content and level of detail is included in such training. Training for contingency roles or responsibilities reflects the specific continuity requirements in the contingency plan. Events that may precipitate an update to contingency training content include, but are not limited to, contingency plan testing or an actual contingency (lessons learned), assessment or audit findings, security incidents or breaches, or changes in laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CP-03.a
	Conduct Contingency Training for Users: [CIO or CISO Role] shall provide contingency training to system users consistent with assigned roles and responsibilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-03.a.1
	Contingency Training Frequency: Contingency training shall be provided within [time period – one week] of assuming a contingency role or responsibility.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “within one week”.}

	CP-03.a.2
	Implement Required Changes: [CIO or CISO Role] shall implement system changes when required.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-03.a.3
	Define Assignment Frequency: [CIO or CISO Role] shall ensure training occurs [frequency – at least annually] thereafter.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	CP-03.b
	Update Contingency Training Content: [CIO or CISO Role] shall review and update contingency training content [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


CONTINGENCY PLAN TESTING (CP-04)
Policy References: 
CSF 2.0: ID.IM-02, RC.RP-03
CSF 1.1: ID.SC-5, PR.IP-4, PR.IP-7, PR.IP-10
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Methods for testing contingency plans to determine the effectiveness of the plans and identify potential weaknesses include checklists, walk-through and tabletop exercises, simulations (parallel or full interrupt), and comprehensive exercises. Organizations conduct testing based on the requirements in contingency plans and include a determination of the effects on organizational operations, assets, and individuals due to contingency operations. Organizations have flexibility and discretion in the breadth, depth, and timelines of corrective actions.
	CP-04.a
	Test System Contingency Plan: [CIO or CISO Role] shall test the contingency plan for the system [frequency – at least annually] using the following tests to determine the effectiveness of the plan and the readiness to execute the plan: [tests].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
Sample Standard - Testing, Training, and Exercises: The Organization and System Owners shall ensure testing, training, and exercises of disaster recovery plans are conducted. Testing will validate recovery capabilities, while training will prepare recovery personnel for plan activation. Exercising the plan will identify planning gaps. These combined activities will improve the effectiveness of the plan and enhance overall organizational preparedness.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Contingency User Training: The organization shall provide disaster / contingency training to information system users consistent with their assigned roles and responsibilities.
· Contingency Training Frequency: The organization shall ensure that designated personnel receive disaster / contingency training at least biannually for assuming a contingency role or responsibility.
· Disaster Recovery Plan Testing: The organization shall test the Disaster Recovery Plan no less than annually.
· Simulation Testing: The organization shall use strategic and tactical planning during testing to simulate a production information system outage. This is done to determine the effectiveness of the plan and the organizational readiness to execute the plan.

	CP-04.b
	Review Contingency Plan Results: [CIO or CISO Role] shall review the contingency plan test results.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-04.c
	Initiate Corrective Actions: [System Administrator Role] shall initiate corrective actions, if needed.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-04(01)
	Test Contingency Plan Coordination: [CIO or CISO Role] shall coordinate contingency plan testing with organizational elements responsible for related plans.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ALTERNATE STORAGE SITE (CP-06)
Policy References: 
CSF 2.0: PR.DS-11, PR.IR-04
CSF 1.1: PR.IP-4
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Alternate storage sites are geographically distinct from primary storage sites and maintain duplicate copies of information and data if the primary storage site is not available. Similarly, alternate processing sites provide processing capability if the primary processing site is not available. Geographically distributed architectures that support contingency requirements may be considered alternate storage sites.
	CP-06.a
	Establish Alternate Storage Site: [CIO or CISO Role] shall establish an alternate storage site, including necessary agreements to permit the storage and retrieval of system backup information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Alternate Sites: The Organization shall establish an alternate processing site. This includes forming necessary agreements to allow the transfer and resumption of information system operations for essential missions/business functions. The alternate site must support recoverability activities within the established Maximum Tolerable Downtime (MTD) and Recovery Time Objective (RTO). 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Alternate Site Security: The organization shall ensure that the alternate storage site provides information security safeguards equivalent to those of the primary site.
· Alternate Site Location: The organization shall consider the distance from the organization and the probability of the alternate site being affected by the same disaster or security incident. 
· Alternate Telecommunications Services: The Organization shall establish alternate telecommunications services, including necessary agreements, to permit the resumption of information system operations for essential missions and business functions within agreed-upon recovery timeframes. This is applicable in scenarios where the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.
· Backup Storage Sites: The organization shall establish an alternate storage site, inclusive of necessary agreements, to facilitate the storage and retrieval of information system backup information.
· Cold Sites: The organization may establish a facility with adequate space and infrastructure (electric power, telecommunications connections, and environmental controls) to support information system recovery activities. 
· Hot Sites: The organization may establish a facility appropriately sized to support system requirements and configured with the necessary system hardware, supporting infrastructure, and support personnel. 
· Mobile Sites: The organization may establish a self-contained, transportable shell custom-fitted with specific telecommunications and system equipment necessary to meet system requirements. 
· Mirrored Sites: The organization may establish a fully redundant facility with automated real-time information mirroring. Mirrored sites are identical to the primary site in all technical respects.
· Warm Sites: The organization may establish a partially equipped office space that contain some or all the system hardware, software, telecommunications, and power sources.

	CP-06.b
	Ensure Equivalent Controls at Alternate Storage Site: [CIO or CISO Role] shall ensure that the alternate storage site provides controls equivalent to that of the primary site.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-06(01)
	Establish Alternate Storage Site: [CIO or CISO Role] shall identify an alternate storage site that is sufficiently separated from the primary storage site to reduce susceptibility to the same threats.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-06(03)
	Mitigate Accessibility Problems for Alternate Storage Site: [CIO or CISO Role] shall identify potential accessibility problems to the alternate storage site in the event of an area-wide disruption or disaster and outline explicit mitigation actions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ALTERNATE PROCESSING SITE (CP-07)
Policy References: 
CSF 2.0: PR.IR-04
CSF 1.1: PR.IP-9, PR.PT-5
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Alternate processing sites are geographically distinct from primary processing sites and provide processing capability if the primary processing site is not available. The alternate processing capability may be addressed using a physical processing site or other alternatives, such as failover to a cloud-based service provider or other internally or externally provided processing service. Geographically distributed architectures that support contingency requirements may also be considered alternate processing sites.
	CP-07.a
	Establish Alternate Processing Site: [CIO or CISO Role] shall establish an alternate processing site, including necessary agreements to permit the transfer and resumption of [identify system operations] for essential mission and business functions within [time period consistent with recovery time and recovery point objectives] when the primary processing capabilities are unavailable.

	CP-07.b
	Provide Equipment at Alternate Site: [CIO or CISO Role] shall make available at the alternate processing site, the equipment and supplies required to transfer and resume operations or put contracts in place to support delivery to the site within the organization-defined time period for transfer and resumption.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-07.c
	Implement Equivalent Controls at Alternate Site: [CIO or CISO Role] shall provide controls at the alternate processing site that are equivalent to those at the primary site.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-07(01)
	Select Alternate Processing Site: [CIO or CISO Role]  shall identify an alternate processing site that is sufficiently separated from the primary processing site to reduce susceptibility to the same threats.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-07(02)
	Mitigate Accessibility Problems for Alternate Processing Sites: [CIO or CISO Role] shall identify potential accessibility problems to alternate processing sites in the event of an area-wide disruption or disaster and outlines explicit mitigation actions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-07(03)
	Develop Site Agreements with Priority Provisions: [CIO or CISO Role] shall develop alternate processing site agreements that contain priority-of-service provisions in accordance with availability requirements (including recovery time objectives).
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



TELECOMMUNICATIONS SERVICES (CP-08)
Policy References: 
CSF 2.0: PR.IR-04
CSF 1.1: ID.BE-4, PR.PT-4, PR.PT-5
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Telecommunications services (for data and voice) for primary and alternate processing and storage sites are in scope for CP-8. Alternate telecommunications services reflect the continuity requirements in contingency plans to maintain essential mission and business functions despite the loss of primary telecommunications services.
	CP-08
	Establish Alternate Telecommunication Services: [CIO or CISO Role] shall establish alternate telecommunications services, including necessary agreements to permit the resumption of [system operations] for essential mission and business functions within [time period – 24 hours] when the primary telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “within 24 hours”.}

	CP-08(01)(a)
	Create Telecommunications Service Agreements: [CIO or CISO Role] shall develop primary and alternate telecommunications service agreements that contain priority-of-service provisions in accordance with availability requirements (including recovery time objectives).
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-08(01)(b)
	Request Priority Telecommunications Service for National Security: [CIO or CISO Role] shall request Telecommunications Service Priority for all telecommunications services used for national security emergency preparedness if the primary and/or alternate telecommunications services are provided by a common carrier.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-08(02)
	Secure Telecommunications Redundancy: [CIO or CISO Role] shall obtain alternate telecommunications services to reduce the likelihood of sharing a single point of failure with primary telecommunications services.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM BACKUP (CP-09)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-10, PR.DS-11, RC.RP-03
CSF 1.1: PR.IP-4
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: System-level information includes system state information, operating system software, middleware, application software, and licenses. User-level information includes information other than system-level information. Mechanisms employed to protect the integrity of system backups include digital signatures and cryptographic hashes.
	CP-09.a
	Perform User-Level Backups: [System Administrator Role] shall conduct backups of user-level information contained in [system components] at least [frequency consistent with recovery time and recovery point objectives].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least daily”.}

	CP-09.b
	Conduct System-level Backups: [System Administrator Role] shall conduct backups of system-level information contained in the system [frequency consistent with recovery time and recovery point objectives].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least daily”.}

	CP-09.c
	Backup System Documentation: [System Administrator Role] shall conduct backups of system documentation, including security- and privacy-related documentation [frequency consistent with recovery time and recovery point objectives].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least daily”.}
Sample Standard - System Backups and Recovery: System Owners and Administrators shall establish, implement, and maintain backup and recovery controls to return the system to an established secure baseline. The backup and recovery strategy shall be commensurate with the System’s Classification and Recovery Time Objective (RTO) as defined in the system’s Disaster Recovery Plan (DRP).
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
	Backup / Recovery Strategy based on Data Classifications

	Data Classification
	Backup
	Frequency
	Recovery
	RTO

	Sensitivity – Public
	…
	…
	…
	-

	Sensitivity – Internal
	…
	…
	…
	-

	Sensitivity – Confidential
	…
	…
	…
	-

	Sensitivity – Restricted
	…
	…
	…
	-

	Criticality – Non-Critical
	…
	…
	…
	-

	Criticality – Critical
	…
	…
	…
	-

	Criticality – Mission Critical
	…
	…
	…
	-

	Compliance – GLBA
	…
	…
	…
	-

	Compliance – HIPAA
	…
	…
	…
	-

	Compliance – FERPA
	…
	…
	…
	-

	Compliance – PCI/DSS
	…
	…
	…
	-


· Backup Strategies: System Owners and Administrators shall use the 3-2-1 backup strategy. All Systems shall maintain (3) copies of backups, the backups shall be on (2) different storage medias, and (1) copy of the backup shall be stored offsite. All backups shall be secured / encrypted to prevent modifications while at rest. The following are acceptable forms of backup media and backup methodologies.
· RAID 
· Full Backups
· Incremental Backup
· Differential Backup 
· Cloud Backups
· Clustering
· Tape Backups
· Optical Backups
· Mirrored System / Disk Replication
· Backup Frequencies: System Owners and Administrators shall establish a backup frequency necessary to meet or exceed the System’s Recovery Time Objective (RTO) based on the Backup Strategy selected.

	CP-09.d
	Secure Backup Information: [System Administrator Role] shall protect the confidentiality, integrity, and availability of backup information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	CP-09(01)
	Verify Backup Information Integrity: [System Administrator Role] shall restore and test backup information [frequency – at least bi-annually] to verify media reliability and information integrity.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least bi-annually”.}

	CP-09(08)
	Implement Cryptographic Mechanisms for Backup Information: [System Administrator Role] shall implement cryptographic mechanisms to prevent unauthorized disclosure and modification of [backup information].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM RECOVERY AND RECONSTITUTION (CP-10)
Policy References: 
CSF 2.0: RC.RP-01, RC.RP-02, RC.RP-05
CSF 1.1: PR.IP-9, RS.RP-1, RC.RP-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Recovery is executing contingency plan activities to restore organizational mission and business functions. Reconstitution takes place following recovery and includes activities for returning systems to fully operational states. Recovery and reconstitution operations reflect mission and business priorities; recovery point, recovery time, and reconstitution objectives; and organizational metrics consistent with contingency plan requirements.
	CP-10
	Ensure System Recovery: [System Owner Role] shall provide for the recovery and reconstitution of the system to a known state within [time period consistent with recovery time and recovery point objectives] after a disruption, compromise, or failure.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least 48 hours”.}
Sample Standard - Recovery Strategies: Per the nature of the recovery effort and the organizations Disaster Recovery Standard, System Owners and Administrators may use the following recovery strategies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Alternate Equipment Restoration
· In-place System Restoration 
· Backup Storage Sites
· Cold Sites
· Hot Sites
· Mobile Sites 
· Mirrored Sites
· Warm Sites

	CP-10(02)
	Establish Transaction Recovery for Transaction-Based Systems: [System Administrator Role] shall implement transaction recovery for systems that are transaction-based.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ALTERNATE COMMUNICATIONS PROTOCOLS (CP-11)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: ID.BE-5, PR.PT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Contingency plans and the contingency training or testing associated with those plans incorporate an alternate communications protocol capability as part of establishing resilience in organizational systems. Switching communications protocols may affect software applications and operational aspects of systems. Organizations assess the potential side effects of introducing alternate communications protocols prior to implementation.
	CP-11
	Employ Alternative Communications Protocols: [CIO or CISO Role] shall provide the capability to employ [alternative communications protocols] in support of maintaining continuity of operations.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SAFE MODE (CP-12)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: For systems that support critical mission and business functions—including military operations, civilian space operations, nuclear power plant operations, and air traffic control operations (especially real-time operational environments)—organizations can identify certain conditions under which those systems revert to a predefined safe mode of operation. The safe mode of operation, which can be activated either automatically or manually, restricts the operations that systems can execute when those conditions are encountered.
	CP-12
	Detect Defined Conditions: [System Administrator Role] shall define when [conditions] are detected, enter a safe mode of operation with [restrictions of safe mode of operation].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ALTERNATIVE SECURITY MECHANISMS (CP-13)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Use of alternative security mechanisms supports system resiliency, contingency planning, and continuity of operations. To ensure mission and business continuity, organizations can implement alternative or supplemental security mechanisms. The mechanisms may be less effective than the primary mechanisms. However, having the capability to readily employ alternative or supplemental mechanisms enhances mission and business continuity that might otherwise be adversely impacted if operations had to be curtailed until the primary means of implementing the functions was restored.
	CP-13
	Implement Alternative Security Mechanisms: [CIO or CISO Role] shall employ [alternative or supplemental security mechanisms] for satisfying [security functions] when the primary means of implementing the security function is unavailable or compromised.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Contingency Planning Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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