POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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1. AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for identification and authentication and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
2. PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Identification and Authentication Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Identification and Authentication Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
3. SCOPE
This Identification and Authentication Policy governs access to all Digital Assets controlled by [Agency].
4. DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
5. POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (IA-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Identification and authentication policy and procedures address the controls in the IA family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy program managers collaborate on the development of identification and authentication policy and procedures.
	IA-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Identification and Authentication Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are covered for relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	IA-01.a.1
	Formulate Identification and Authentication Policy: [CIO or CISO Role] shall develop [organization-level; mission/business process-level; system-level] identification and authentication policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-01.a.1.a
	Define Organizational Parameters: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-01.a.1.b
	Ensure Consistency with Applicable Regulations: [CIO or CISO Role] shall be consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-01.a.2
	Implement Policy Procedures: [CIO or CISO Role] shall develop procedures to facilitate the implementation of the identification and authentication policy and the associated identification and authentication controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-01.b
	Assign Official for Policy Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the identification and authentication policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-01.c
	Update Identification and Authentication: [CIO or CISO Role] shall review and update the current identification and authentication.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-01.c.1
	Frequency-Based Policy Assignment: [CIO or CISO Role] shall review and update identification and authorization policies [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	IA-01.c.2
	Define Frequency and Events for Procedures: [CIO or CISO Role] shall review and update identification and authorization procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) (IA-02)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Organizations can satisfy the identification and authentication requirements by complying with the requirements in Homeland Security Presidential Directive (HSPD) 12. Organizational users include employees or individuals who organizations consider to have an equivalent status to employees (e.g., contractors and guest researchers). Unique identification and authentication of users applies to all accesses other than those that are explicitly identified in NIST 800-53 Rev 5 AC-14 and that occur through the authorized use of group authenticators without individual authentication.
	IA-02
	Authenticate and Identify Organizational Users: [System Administrator Role] shall uniquely identify and authenticate organizational users and associate that unique identification with processes acting on behalf of those users.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-02(01)
	Implement Authentication for Privileged Accounts: [CIO or CISO Role] shall implement multi-factor authentication for access to privileged accounts.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-02(02)
	Apply Multi-Factor Authentication for Non-Privileged Accounts: [CIO or CISO Role] shall implement multi-factor authentication for access to non-privileged accounts.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-02(08)
	Implement Replay-Resistant Authentication Mechanisms: [System Administrator Role] shall implement replay-resistant authentication mechanisms for access to [privileged accounts; non-privileged accounts].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-02(12)
	Verify Personal Identity Credentials Electronically: [System Administrator Role] shall accept and electronically verify Personal Identity Verification-compliant credentials.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DEVICE IDENTIFICATION AND AUTHENTICATION (IA-03)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Devices that require unique device-to-device identification and authentication are defined by type, device, or a combination of type and device. Organization-defined device types include devices that are not owned by the organization. Systems should use device identifiers (e.g., Media Access Control (MAC) addresses and IP addresses) for identification purposes, while authentication is performed using organizational authentication solutions such as IEEE 802.1x with Extensible Authentication Protocol (EAP) (e.g., RADIUS with EAP-TLS) or Kerberos for managed enterprise devices. These mechanisms support secure device authentication across local and wide area networks.
	IA-03
	Authenticate Devices before Connection: [CIO or CISO Role] shall uniquely identify and authenticate [devices and/or types of devices] before establishing a [local; remote; network] connection.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


IDENTIFIER MANAGEMENT (IA-04)
Policy References: 
CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Common device identifiers include Media Access Control (MAC) addresses, Internet Protocol (IP) addresses, or device-unique token identifiers. The management of individual identifiers is not applicable to shared system accounts. Typically, individual identifiers are the usernames of the system accounts assigned to those individuals.
	IA-04
	Managing System Identifiers: [System Administrator Role] shall manage system identifiers by one of the following sub-policies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-04.a
	Authorize Identifier Assignment: [System Administrator Role] shall receive authorization from [person or role] to assign an individual, group, role, service, or device identifier.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-04.b
	Select Identifier: [System Administrator Role] shall select an identifier that identifies an individual, group, role, service, or device.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-04.c
	Identifier Assignment to Entity: [System Administrator Role] shall assign the identifier to the intended individual, group, role, service, or device.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-04.d
	Prevent Identifier Reuse: [System Administrator Role] shall prevent reuse of identifiers for [time period – 24 hours].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least 24 hours”.}

	IA-04(04)
	Manage Individual Identifiers: [CIO or CISO Role] shall manage individual identifiers by uniquely identifying each individual as [characteristic identifying individual status].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


IDENTIFIER MANAGEMENT | IDENTIFY USER STATUS (IA-05)
Policy References: 
CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Authenticators include passwords, cryptographic devices, biometrics, certificates, one-time password devices, and ID badges. Device authenticators include certificates and passwords. Initial authenticator content is the actual content of the authenticator (e.g., the initial password). In contrast, the requirements for authenticator content contain specific criteria or characteristics (e.g., minimum password length).
	IA-05
	System Authenticator Management: [System Administrator Role] shall manage system authenticators by adhering to all policies in section IA-05.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.a
	Verify Identity During Authenticator Distribution: [CIO or CISO Role] shall verify, as part of the initial authenticator distribution, the identity of the individual, group, role, service, or device receiving the authenticator.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.b
	Establish Initial Authenticator Content: [CIO or CISO Role] shall establish initial authenticator content for any authenticators issued by the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.c
	Ensure Authenticator Strength: [CIO or CISO Role] shall ensure that authenticators have sufficient strength of mechanism for their intended use.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.d
	Implement Authenticator Procedures: [System Administrator Role] shall establish and implement administrative procedures for initial authenticator distribution, for lost or compromised or damaged authenticators, and for revoking authenticators.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.e
	Change Default Authenticators: [System Administrator Role] shall change default authenticators prior to first use.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.f
	Refresh Authenticators Periodically: [System Administrator Role] shall change or refresh authenticators [time period by authenticator type – at least annually] or when [Defined events] occur.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	IA-05.g
	Secure Authenticator Content: [CIO or CISO Role] shall protect authenticator content from unauthorized disclosure and modification.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.h
	Implement Authenticator Protection Controls: [CIO or CISO Role] shall require individuals to take, and have devices implement, specific controls to protect authenticators.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05.i
	Update Authenticators for Group / Role Accounts: [System Administrator Role] shall change authenticators for group or role accounts when membership to those accounts changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(01)
	Implement Password Authentication: [System Administrator Role] shall implement password-based authentication.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard – Password Authentication
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
Secure Password Manager: The Organization shall establish and approve the use of a Secure Password Manager or Identity Management System for use by all users to help comply with all Password Construction and Protection Standards.
Password Construction: All System passwords or passphrases should meet or exceed the following standards:
· Contain at least 16 alphanumeric characters for passwords or passphrases.
· Contain both upper and lower case letters. 
· Contain at least one number. 
· Contain at least one special character (!$%^&*()_+|~-=\`{}[]:";'<>?,/).
· No repeating letters, numbers, or special characters.
· No reuse of the previous 12 passwords or passphrases.
· No use of words found in a dictionary (commonly used passwords), including foreign language, or exist in a language slang, dialect, or jargon. 
· No use of personal information such as birthdates, addresses, phone numbers, or names of family members, pets, friends, and fantasy characters.
· No use of work-related information such as building names, system commands, sites, companies, hardware, or software.
· Password should be unique to each system and not reused.
· Acceptable Password Example: $iLv3rW4t3r@pPl3! (SilverWaterApple!)
· 3 unrelated words that user can remember put together to create a 17-character password. Uses Numeric and Special Character Substitution so the words do not violate dictionary lookup. 
Password Protection: All users shall take the following precautions to safeguard their passwords.
· Password Changes: All Privileged Account passwords shall be changed on first use and at least every ninety (90) days unless managed by a Privileged Access Management (PAM) System. Implementation of a one-time PAM system is recommended for all Systems.
· Password Sharing: Passwords shall NOT be shared with anyone. All passwords are to be treated as sensitive / confidential information.
· Password Storage: Passwords shall NOT be written down on paper or stored in a file on a computer system or mobile devices outside of the Organization’s Approved Secured Password Manager.
· Browser Password Managers: Users shall NOT save passwords on browsers. 

Password Compromise: Any user suspecting that his/her password may have been compromised shall report the incident to the [Incident Response Capability (IR-04.a)] and change all passwords immediately. Compromised passwords shall never be reused.

	IA-05(01)(a)
	Update Compromised Password List: [CIO or CISO Role] shall maintain a list of commonly-used, expected, or compromised passwords and update the list [frequency – at least bi-annually] and when organizational passwords are suspected to have been compromised directly or indirectly.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least bi-annually”.}

	IA-05(01)(b)
	Verify User Passwords Against Common and Compromised Lists: [System Administrator Role] shall verify, when users create or update passwords, that the passwords are not found on the list of commonly-used, expected, or compromised passwords in IA-5(1)(a).
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(01)(c)
	Transmit Passwords Securely: [System Administrator Role] shall transmit passwords only over cryptographically-protected channels.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(01)(d)
	Store Salted Passwords: [System Administrator Role] shall store passwords using an approved salted key derivation function, preferably using a keyed hash.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(01)(e)
	Enforce Immediate Password Change After Account Recovery: [CIO or CISO Role] shall require immediate selection of a new password upon account recovery.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(01)(f)
	Enable User Selection of Long Passwords: [System Administrator Role] shall allow user selection of long passwords and passphrases, including spaces and all printable characters.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(01)(g)
	Employ Automated Password Tools: [System Administrator Role] shall employ automated tools to assist the user in selecting strong password authenticators.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(01)(h)
	Enforce Composition and Complexity Rules: [CIO or CISO Role] shall enforce the following composition and complexity rules [composition and complexity rules].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(02)(a)
	Implement Public Key Authentication: [System Administrator Role] shall implement public key-based authentication.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(02)(a)(01)
	Enforce Private Key Access Authorization: [CIO or CISO Role] shall enforce authorized access to the corresponding private key.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(02)(a)(02)
	Map Identity to Account: [System Administrator Role] shall map the authenticated identity to the account of the individual or group.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(02)(b)
	Use Public Key Infrastructure: [CIO or CISO Role] shall use public key infrastructure (PKI).
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(02)(b)(01)
	Validation of Certificate Path: [System Administrator Role] shall validate certificates by constructing and verifying a certification path to an accepted trust anchor, including checking certificate status information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(02)(b)(02)
	Implement Local Cache: [System Administrator Role] shall implement a local cache of revocation data to support path discovery and validation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-05(06)
	Secure Authenticators: [CIO or CISO Role] shall protect authenticators commensurate with the security category of the information to which use of the authenticator permits access.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


AUTHENTICATION FEEDBACK (IA-06)
Policy References: 
CSF 2.0: PR.AA-01
CSF 1.1: No Reference
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Authentication feedback from systems does not provide information that would allow unauthorized individuals to compromise authentication mechanisms. For some types of systems, such as desktops or notebooks with relatively large monitors, the threat (referred to as shoulder surfing) may be significant.
	IA-06
	Obscure Authentication Information: [System Administrator Role] shall obscure feedback of authentication information during the authentication process to protect the information from possible exploitation and use by unauthorized individuals.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CRYPTOGRAPHIC MODULE AUTHENTICATION (IA-07)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Authentication mechanisms may be required within a cryptographic module to authenticate an operator accessing the module and to verify that the operator is authorized to assume the requested role and perform services within that role.
	IA-07
	Implement Cryptographic Module Authentication: [System Administrator Role] shall implement mechanisms for authentication to a cryptographic module that meet the requirements of applicable laws, executive orders, directives, policies, regulations, standards, and guidelines as defined in [Cryptographic Policies (SC-12) and (SC-13)].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL USERS) (IA-08)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Non-organizational users include system users other than organizational users explicitly covered by IA-2. Non-organizational users are uniquely identified and authenticated for accesses other than those explicitly identified and documented in AC-14. Identification and authentication of non-organizational users accessing federal systems may be required to protect federal, proprietary, or privacy-related information (with exceptions noted for national security systems).
	IA-08
	Authenticate Non-Organizational Users/Processes: [System Administrator Role] shall uniquely identify and authenticate non-organizational users or processes acting on behalf of non-organizational users.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-08(01)
	Verify Inter-Agency Credentials: [CIO or CISO Role] shall accept and electronically verify Personal Identity Verification-compliant credentials from other federal agencies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-08(02)(a)
	Compliance of External Authenticators: [System Administrator Role] shall accept only external authenticators that are NIST-compliant.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-08(02)(b)
	Maintain External Authenticators List: [CIO or CISO Role] shall document and maintain a list of accepted external authenticators.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-08(04)
	Follow Identity Management Profiles: [CIO or CISO Role] shall conform to the following profiles for identity management [identity management profiles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}





SERVICE IDENTIFICATION AND AUTHENTICATION (IA-09)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Services that may require identification and authentication include web applications using digital certificates or services or applications that query a database. Identification and authentication methods for system services and applications include information or code signing, provenance graphs, and electronic signatures that indicate the sources of services.
	IA-09
	Authenticate System Services and Applications: [System Administrator Role] shall uniquely identify and authenticate [system services and applications] before establishing communications with devices, users, or other services or applications.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ADAPTIVE AUTHENTICATION (IA-10)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Adversaries may compromise individual authentication mechanisms employed by organizations and subsequently attempt to impersonate legitimate users. To address this threat, organizations may employ specific techniques or mechanisms and establish protocols to assess suspicious behavior. Suspicious behavior may include: accessing information that individuals do not typically access as part of their duties, roles, or responsibilities; accessing greater quantities of information than individuals would routinely access; or attempting to access information from suspicious network addresses.
	IA-10
	Enforce Supplemental Authentication Techniques: [CIO or CISO Role] shall require individuals accessing the system to employ [supplemental authentication techniques or mechanisms] under specific [circumstances or situations].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


RE-AUTHENTICATION (IA-11)
Policy References: 
CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: In addition to the re-authentication requirements associated with device locks, organizations may require re-authentication of individuals in certain situations, including when roles, authenticators or credentials change, when security categories of systems change, when the execution of privileged functions occurs, after a fixed time period, or periodically.
	IA-11
	Enforce User Re-authentication: [CIO or CISO Role] shall require users to re-authenticate when [circumstances or situations requiring re-authentication].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


IDENTITY PROOFING (IA-12)
Policy References: 
CSF 2.0: PR.AA-02
CSF 1.1: PR.AC-1, PR.AC-6
NM Executive Orders: EO.2024-011
OCS Determination: Mandatory
Discussion: Identity proofing is the process of collecting, validating, and verifying a user’s identity information for the purposes of establishing credentials for accessing a system. Identity proofing is intended to mitigate threats to the registration of users and the establishment of their accounts. Standards and guidelines specifying identity assurance levels for identity proofing include SP 800-63-3 and SP 800-63A. Organizations may be subject to laws, executive orders, directives, regulations, or policies that address the collection of identity evidence. Organizational personnel consult with the senior agency official for privacy and legal counsel regarding such requirements.
	IA-12.a
	Proof User Identity: [System Administrator Role] shall identity proof users that require accounts for logical access to systems based on appropriate identity assurance level requirements as specified in applicable standards and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-12.b
	Resolve User Identities: [System Administrator Role] shall resolve user identities to a unique individual.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-12.c
	Verify Identity Evidence: [CIO or CISO Role] shall collect, validate, and verify identity evidence.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-12(02)
	Present Identification Evidence: [CIO or CISO Role] shall require evidence of individual identification be presented to the registration authority.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-12(03)
	Validate and Verify Identity Evidence: [CIO or CISO Role] shall require that the presented identity evidence be validated and verified through [Assignment: organizational defined methods of validation and verification].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IA-12(05)
	Deliver Verification Through Out-Of-Band Channel: [CIO or CISO Role] shall require that a [Selection: registration code; notice of proofing] be delivered through an out-of-band channel to verify the users address (physical or digital) of record.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


6. ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.

7. EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Identification and Authentication Policy.
8. REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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