POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for incident response and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.   
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Incident Response Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Incident Response Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Incident Response Policy governs access to all Digital Assets controlled by [Agency].  
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (IR-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Incident response policy and procedures address the controls in the IR family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance.
	IR-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Incident Response Policy to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	IR-01.a.1
	Establish Incident Response Policy: [CIO or CISO Role] shall establish an [organization-level; mission/business process-level; system-level] incident response policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-01.a.1.a
	Define Organizational Responsibilities and Compliance: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-01.a.1.b
	Maintain Consistency with Applicable Guidelines: [CIO or CISO Role] shall be consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-01.a.2
	Implement Incident Response Procedures: [CIO or CISO Role] shall establish procedures to facilitate the implementation of the incident response policy and the associated incident response controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-01.b
	Assign Official for Incident Response Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the incident response policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-01.c
	Update Incident Response: [CIO or CISO Role] shall review and update the current incident response.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-01.c.1
	Frequency-Based Policy Assignment: [CIO or CISO Role] shall review and update incident response policies [frequency – at least annually] and following [Defined Events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	IR-01.c.2
	Define Frequency and Events for Procedures: [CIO or CISO Role] shall review and update incident response procedures [frequency – at least annually] and following [Defined Events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


INCIDENT RESPONSE TRAINING (IR-02)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.AT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Incident response training is associated with the assigned roles and responsibilities of organizational personnel to ensure that the appropriate content and level of detail are included in such training. 
	IR-02.a
	Implement Incident Response Training: [CIO or CISO Role] shall provide incident response training to system users consistent with assigned roles and responsibilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Skills Assessment: The following descriptions are suggested requirements for each of the three levels of Security Operations analysts executing the [Continuous Monitoring (PM-31)] Strategy. Each description gives some latitude in grouping of various skills found to be useful for Security Operations analyst to have mastered.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Security Operations Analyst I: Should meet all the core requirements and at least three (3) of the hands-on proficiencies.
· Security Operations Analyst II: Should meet all the core requirements and at least four (4) of the hands-on proficiencies.
· Security Operations Analyst III: Should meet all the core requirements and at least five (5) of the hands-on proficiencies.


	Skills - Core Requirements

	· BS in Computer Science, Cyber Security, or equivalent experience.

	· Strong verbal/written communication and interpersonal skills are required to document and communicate findings, escalate critical incidents, and interact with stakeholders.

	· Strong research and analytical background and an analytical approach, especially with respect to event classification, event correlation, and root cause analysis.

	· Willingness to serve as a member of an Incident Response Team (“IRT”), work shifts and respond to emergency calls during non-business hours, as needed.

	· Self-disciplined to complete shift work and transfer with little supervision.

	· Must be able to react quickly, decisively, and deliberately in high stress situations.

	· Must have prior security operations and user based SIEM experience.



	Skills - Hands-on Proficiencies

	· Experience / User based Certification with Critical Security Reference Architecture Point Solutions.

	· Experience performing security reviews/vulnerability risk assessments of network environments using both manual procedures and automated analysis tools.

	· Possesses an understanding of the TCP/IP protocol suite, security architecture, and remote access security techniques/products.

	· Experience with enterprise anti-virus solutions, virus outbreak management, and the ability to differentiate virus activity from directed attack patterns.

	· Strong understanding of incident response / handling methodologies and technologies. 

	· Strong scripting skills a plus (e.g., Python, shell scripting), web coding/PHP with database backend.

	· Experience in the administration of Windows NT systems and/or UNIX systems.

	· Experience in the administration of Organizational Applications and Databases.

	· Experience in reviewing and analyzing TCP Dump files.




	
IR-02.a.1
	
Assign Incident Response Training: [CIO or CISO Role] shall provide training within [time period - 24 hours] of assuming an incident response role or responsibility or acquiring system access.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least 24 hours”.}

	IR-02.a.2
	Implement System Changes: [CIO or CISO Role] shall update training when required by system changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-02.a.3
	Define Assignment Frequency: [CIO or CISO Role] shall provide training [frequency – at least annually] thereafter.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	IR-02.b
	Update Incident Response Training: [CIO or CISO Role] shall review and update incident response training content [frequency – at least annually] and following [Defined Events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


INCIDENT RESPONSE TESTING (IR-03)
Policy References: 
CSF 2.0: ID.IM-02
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-10, RS.CO-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations test incident response capabilities to determine their effectiveness and identify potential weaknesses or deficiencies. Incident response testing includes the use of checklists, walk-throughs or tabletop exercises, and simulations (parallel or full interrupt).
	IR-03
	Test Incident Response Capability: [System Administrator Role] shall test the effectiveness of the incident response capability for the system [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
Sample Standard - Incident Response Testing:
Incident Response capabilities shall be tested for the organization’s Systems once per calendar year. Incident Response Testing or Tabletop Exercises are discussion-based events where personnel with roles and responsibilities in the Incident Response Plan meet in a classroom setting or in breakout groups to discuss their roles during an incident and their responses to a particular emergency. Tabletop exercises are conducted in an informal environment, with a facilitator guiding participants through a discussion designed to meet pre-defined objectives. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
The following elements shall be used to determine the incident response capability’s effectiveness while documenting the results. 
· Coordinate with Responsible Contacts: Coordinate incident response testing with organization contacts responsible for related plans such as Business Continuity Plans, Contingency Plans, Disaster Recovery Plans, Continuity of Operations Plans, Crisis Communications Plans, Critical Infrastructure Plans, and Occupant Emergency Plans.
· Review and Update Incident Response Plan: Ensure the incident response plan aligns with the latest threats and best practices, making necessary updates.
· Test Communication Channels: Verify that communication channels between incident response teams, stakeholders, and external partners are functioning correctly.
· Simulate Incident Scenarios: Conduct simulated exercises to test the effectiveness of incident response procedures, decision-making processes, and coordination among teams.
· Evaluate Detection and Analysis Capabilities: Test the ability to identify indicators of compromise (IOCs), analyze threats, and gather relevant evidence.
· Test Containment and Eradication Measures: Evaluate the effectiveness of containment strategies and techniques for eradicating threats, such as malware removal and vulnerability mitigation.
· Validate Disaster Recovery Procedures: Ensure that Disaster Recovery Policies, Standards, and Controls are effective in restoring Systems to an operational state and confirming normal functionality.
· Review Incident Documentation and Reporting: Evaluate the quality and completeness of incident documentation, reporting, and lessons learned processes.
· Review Roles and Responsibilities: Verify that incident response roles and responsibilities are clearly defined and understood by all team members.
· Test Third-Party Coordination: Evaluate the coordination and information-sharing processes with external parties, such as law enforcement or cybersecurity firms.
· Lessons Learned: Document the lessons learned from the test, highlighting areas that performed well and areas that need improvement. This should cover technical aspects, communication, decision-making processes, and overall coordination.

	IR-03(02)
	Coordinate Incident Response Testing: [Incident Response Coordinator] shall coordinate incident response testing with organizational elements responsible for related plans.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INCIDENT HANDLING (IR-04)
Policy References: 
CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-02, DE.AE-03, DE.AE-06, DE.AE-08, RS.MA-02, RS.MA-03, RS.MA-04, RS.MA-05, RS.AN-03, RS.AN-06, RS.AN-07, RS.AN-08, RS.CO-02, RS.CO-03, RS.MI-01, RS.MI-02, RC.RP-01, RC.RP-02, RC.RP-06, RC.CO-03, RC.CO-04
CSF 1.1: ID.SC-5, DE.AE-2, DE.AE-3, DE.AE-4, DE.AE-5, RS.RP-1, RS.CO-3, RS.CO-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.MI-1, RS.MI-2, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2, RC.CO-1, RC.CO-2, RC.CO-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations recognize that incident response capabilities are dependent on the capabilities of organizational systems and the mission and business processes being supported by those systems. Organizations consider incident response as part of the definition, design, and development of mission and business processes and systems. Incident-related information can be obtained from a variety of sources including: audit monitoring, physical access monitoring, network monitoring, user or administrator reports, and reported supply chain events. An effective incident handling capability includes coordination among many organizational entities (e.g., mission or business owners, system owners, authorizing officials, human resources offices, physical security offices, personnel security offices, legal departments, risk executive, operations personnel, procurement offices).  
	IR-04.a
	Implement Incident Handling Capability: [CIO or CISO Role] shall implement an incident handling capability for incidents that is consistent with the incident response plan and includes preparation, detection and analysis, containment, eradication, and recovery.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-04.b
	Coordinate Incident Handling with Contingency Planning: [CIO or CISO Role] shall coordinate incident handling activities with contingency planning activities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-04.c
	Incorporate Incident Handling Lessons: [CIO or CISO Role] shall incorporate lessons learned from ongoing incident handling activities into incident response procedures, training, and testing, and implement the resulting changes accordingly.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-04.d
	Standardize Incident Handling Activities: [CIO or CISO Role] shall ensure the rigor, intensity, scope, and results of incident handling activities are comparable and predictable across the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Techniques, Tactics, and Processes (TTPs): The Organization shall define common and repeatable Techniques, Tactics, and Processes (Standards and Controls) around [Continuous Monitoring (PM-31)] to ensure repeatable incident handling. These TTPs shall be documented in the IRT Knowledgebase.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Organizational SLA: The IRC and Organizational stakeholders shall establish Service Level Agreements (SLA) for Priority Determination Levels and Response Times.
· Shift Roles and Responsibilities: IRT Shift Roles and Responsibilities shall be clearly defined and documented to ensure that each analyst / engineer is clear on expectations of their function. 
· Shift Turnover: A TTP shall be developed and deployed describing how the outgoing shift of personnel will turn over pertinent details to the incoming shift. This process should include any relevant shift personnel deficiencies (e.g. sick, training, vacation), recent notable events and incidents that occurred on the previous shift that were resolved, and any currently open events/incidents/research being conducted that extends into the next shift.  The shift turnover process should also describe how this information will be transmitted, when, where, and where the turnover log is to be archived.
· Threat Intelligence: Threat Intelligence (TI) is an important part of helping to identify threats to the organizations data and IT assets. How TI is brought in, leveraged, maintained, analyzed, and disseminated is a complex function. TTPs shall be developed to describe how threat intelligence sharing should occur. The processes need to include provisions for the following:
· Export - For sharing with other teams both internal and external to the larger organization.
· Import - Automated input of threat data feeds into SIEM watch lists (i.e. CIF feed imports) to ensure threat data are as current as possible.
· Sources for TI data need to be documented and formalized to better understand cost, fidelity, and team understanding of what types of information come from where. TI data source setups/subscriptions should also be standardized across analysts for as much consistency of coverage as possible. The documents on TI sources should include:
· Event Monitoring: The IRT shall establish TTPs to monitor the Security Incident and Event Management (SIEM) System for suspicious events / alerts produced by the SRA and Systems deployed throughout the organization. 
· Audit Logging Failure: The IRT shall establish TTPs to identify when Systems fail to generate appropriate audit logs or when a logging process fails.
· Incident Handling and Escalation: As defined in the Incident Response Plan, the IRT is responsible for execution of Incident Response Phases and Communications when an Incident is Identified as part of [Continuous Monitoring (PM-31)] efforts.
· Malware Analysis: Malware Analysis TTPs shall be developed to describe how to investigate the behavior of malware where the information would be used for threat intel or the betterment of incident response. These TTPs need to contain safe methods of handling and analysis of the malware sample as to not impact the organization or the analyst's workstation or lab. 
· Host Based Analysis: Host based analysis TTPs shall describe how to gather useful intel from a host that is suspected to be compromised by attacker. These procedures should include how to review live memory and the file system for potential threat artifacts that could be used to further identify a threat (i.e. organizational Indicator of Compromise sweeps) and/or better the incident response function.
· Network Based Analysis: Network based analysis TTPs shall describe the process of looking at network-based artifacts like network traffic full packet captures or network packet capture streams. Analysis of these types of data can help SecOps analysts gain understanding of a potential attack.

	IR-04(01)
	Automate Incident Handling Process: [CIO or CISO Role] shall support the incident handling process using [automated mechanisms].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INCIDENT MONITORING (IR-05)
Policy References: 
CSF 2.0: DE.AE-03, RS.MA-02, RS.MA-03, RS.MA-04
CSF 1.1: DE.AE-3, DE.AE-5, RS.AN-1, RS.AN-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Documenting incidents includes maintaining records about each incident, the status of the incident, and other pertinent information necessary for forensics as well as evaluating incident details, trends, and handling. Incident information can be obtained from a variety of sources, including network monitoring, incident reports, incident response teams, user complaints, supply chain partners, audit monitoring, physical access monitoring, and user and administrator reports. IR-4 provides information on the types of incidents that are appropriate for monitoring.
	IR-05
	Document Incident Management: [CIO or CISO Role] shall track and document incidents.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INCIDENT REPORTING (IR-06)
Policy References: 
CSF 2.0: RS.MA-01, RS.MA-02, RS.MA-03, RS.MA-04, RS.AN-06, RS.AN-07, RS.CO-02, RS.CO-03, RC.CO-03
CSF 1.1: RS.CO-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The types of incidents reported, the content and timeliness of the reports, and the designated reporting authorities reflect applicable laws, executive orders, directives, regulations, policies, standards, and guidelines. Incident information can inform risk assessments, control effectiveness assessments, security requirements for acquisitions, and selection criteria for technology products.
	IR-06.a
	Mandate Incident Reporting Timeline: [CIO or CISO Role] shall require personnel to report suspected incidents to the organizational incident response capability within [time period – one hour].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “one hour”.}

	IR-06.b
	Report Incident Information: [CIO or CISO Role] shall report incident information to [authorities].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-06(01)
	Automate Incident Reporting Mechanisms: [CIO or CISO Role] shall report incidents using automated mechanisms.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-06(03)
	Share Incident Information with Supply Chain Partners: [CIO or CISO Role] shall provide incident information to the provider of the product or service and other organizations involved in the supply chain or supply chain governance for systems or system components related to the incident.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INCIDENT RESPONSE ASSISTANCE (IR-07)
Policy References: 
CSF 2.0: RS.MA-01, RS.MA-04, RS.CO-02, RS.CO-03
CSF 1.1: PR.IP-9
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Incident response support resources provided by organizations include help desks, assistance groups, automated ticketing systems to open and track incident response tickets, and access to forensics services or consumer redress services, when required.
	IR-07
	Offer Incident Response Support: [CIO or CISO Role] shall provide an incident response support resource, integral to the organizational incident response capability, that offers advice and assistance to users of the system for the handling and reporting of incidents.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-07(01)
	Automate Incident Response Information Availability: [CIO or CISO Role] shall increase the availability of incident response information and support using [automated mechanisms].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INCIDENT RESPONSE PLAN (IR-08)
Policy References: 
CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: It is important that organizations develop and implement a coordinated approach to incident response. Organizational mission and business functions determine the structure of incident response capabilities. As part of the incident response capabilities, organizations consider the coordination and sharing of information with external organizations, including external service providers and other organizations involved in the supply chain. For incidents involving personally identifiable information (i.e., breaches), include a process to determine whether notice to oversight organizations or affected individuals is appropriate and provide that notice accordingly.
	IR-08.a
	Incident Response Plan Development: [CIO or CISO Role] shall develop an incident response plan.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Incident Response and Handling Plan
This Incident Response and Handling Standard establishes the Phases for preparing, detecting, containing, eradicating, and recovering from security incidents impacting the organization. This plan was developed in accordance with the guidelines set forth in the NIST Special Publication 800-61 and supports industry best practices. It outlines a risk-based approach to prioritizing incidents based on their potential impact and provides a well-defined framework for coordinated response actions across technical teams, business units, and executive management. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.} 
[image: ]
Phase 1: Preparation 
Incident response methodologies typically emphasize preparation, not only establishing an incident response capability so that the organization is ready to respond to incidents, but also preventing incidents by ensuring that systems, networks, and applications are sufficiently secure and continuously monitored.
1. Incident Response Capability (IRC): The organization shall establish an Incident Response Capability made up of Incident Response Team members that may be formalized into a Security Operation Center.
2. Security Reference Architecture: The organization shall establish a Security Reference Architecture (SRA) based on a Defense in Depth strategy for protection of Organizational assets, systems, and data. 
3. Continuous Monitoring: The IRC shall be responsible for [Continuous Monitoring (PM-31)]of the Security Reference Architecture and Systems for ongoing identification of Security Incidents.
4. Incident Response Plan - Initial: The Incident Response Team shall begin defining and documenting the Organization’s Incident Handling Standards and Controls by establishing the Incident Response Plan. 
· Define and Record IRT Roles and Responsibilities for Incident Handling and [Continuous Monitoring (PM-31)] of the Security Reference Architecture.
· Define and Record Incident Handling Phases and Steps.
· Define and Record a Communication Plan for key stakeholders both within and external to the organization. The Communication Plan shall include the following elements:
· Stakeholders shall include: IRT Members, System Owners, System Administrators, Leadership / Management, Legal Team, Public Relations Team, Law Enforcement, Media, Impacted Clients / Third Parties, Impacted Users, Data Sharing Agreements, Etc.
· All contact information for stakeholders shall be stored in the organization’s Employee Directory, System of Record (Inventory), or System Security Plan.
· Establish a cadence (checkpoints or triggers) during the incident handling phases where communications to stakeholders will take place.
· Define a System of Record (Ticketing System) where all incident handling steps, incident updates, and communications are performed to ensure proper incident tracking, metrics, and communications. 
Phase 2: Identification
For many organizations, the most challenging part of the incident response process is accurately detecting or identifying and assessing possible incidents by determining whether an incident has occurred and, if so, the type, extent, and magnitude of the problem. Incident Identification occurs internally in all areas and at all levels of the organization, as well as externally, through reports from end users. All High-Risk incidents should immediately be reported to the IT Security Team once detected.
1. Initial Incident Identification: All Employees, Contractors, and Users shall report potential Security Incidents to the IRT as quickly as possible.
· Types of Security Incidents: A Security Incident is any attempted or actual unauthorized access, use, disclosure, modification, or destruction of Organizational Networks, Systems, or Data. Examples of Security Incidents include (but not limited to):
· Computer System Breach.
· Unauthorized access to networks, systems, software, or data.
· Unauthorized changes to networks, systems, software, or data.
· Loss or Theft of systems, devices, or data.
· Denial of service or interference with the intended use of Organizational Systems.
· Compromised user accounts.
· Reporting Methods: All Employees, Contractors, and Users shall report potential Security Incidents to the IRT as quickly as possible using one of the approved methods:
· User Reports – Phone: (123) 456-7890
· User Reports – Email: security@organization.com
· User Reports – Web: https://www.organization.com/security 
· [Continuous Monitoring (PM-31)]: Potential Incident Identified by the IRT or System Owner/Administrator.
2. Initial Incident Investigation: IRT member or security analyst opens an Incident Ticket in the System of Record when an Identification Report or Alert is received. The IRT member investigates and confirms the incident and initiates proper communications as necessary. If the reported and investigated incident is NOT an actual Confirmed Incident, the ticket may be closed without further updates.
3. Initial Incident Determination: IRT member or security analyst makes initial incident determination. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
4. Initial Severity Determination: IRT member or security analyst makes initial incident severity determination. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
5. Incident Response Plan – Update: The Incident Response Team shall update and document the Organization’s Incident Handling Standards and Controls in the Incident Response Plan as needed.
Phase 3: Containment
Containment is important before an incident overwhelms resources or increases damage. Most incidents require containment, so that is an important early consideration while handling each incident. Containment provides time for developing a tailored remediation strategy. An essential part of containment is decision-making (e.g., shut down a system, disconnect it from a network, disable certain functions). Such decisions are much easier to make if there are predetermined strategies and procedures for containing the incident.
· Containment Plan: IRT member or security analyst to identify and document possible containment measures / strategies. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Containment Authority: Per the IR Plan, Management to provide authorization to implement containment measures. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Containment Implementation: IRT member or security analyst to implement containment measures. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Containment Evaluation: IRT member or security analyst to evaluate the effectiveness of containment measures. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Incident Response Plan – Update: The Incident Response Team shall update and document the Organization’s Incident Handling Standards and Controls in the Incident Response Plan as needed.
Phase 4: Eradication
After an incident has been contained, eradication may be necessary to eliminate components of the incident, such as deleting malware and disabling breached user accounts, as well as identifying and mitigating all vulnerabilities that were exploited. During eradication, it is important to identify all affected hosts within the organization so that they can be remediated.
The goal of the Eradication phase is to clean up a system and remove any artifacts (e.g., rootkits) left from the attacker. During the Eradication phase, the incident team must also determine and document the cause and symptoms of the incident: isolating the attack based on information gathered during the detection phase, and determining how the attack was executed.
· Root Cause Analysis: IRT member or security analyst to identify the root cause of the incident. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Eradication Plan: IRT member or security analyst to identify and document permanent measures to eradicate the threat from being exploited in future. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Eradication Authority: Per the IR Plan, Management to provide authorization to implement eradication measures. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Eradication Implementation: IRT member or security analyst to implement eradication measures. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Eradication Evaluation: IRT member or security analyst to evaluate the effectiveness of eradication measures. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
· Incident Response Plan – Update: The Incident Response Team shall update and document the Organization’s Incident Handling Standards and Controls in the Incident Response Plan as needed.
Phase 5: Recovery
In recovery, the Incident Response Team works with System Owners / Administrators to restore systems to normal operation, confirm that the systems are functioning normally, and (if applicable) remediate vulnerabilities to prevent similar incidents. Recovery may involve such actions as restoring systems from clean backups, rebuilding systems from scratch, replacing compromised files with clean versions, installing patches, changing passwords, and tightening network perimeter security (e.g., firewall rulesets, boundary router access control lists). Higher levels of system logging or network monitoring are often part of the recovery process.
1. Disaster Recovery Plan: The Incident Response Team, along with relevant stakeholders, shall develop and maintain a standard Disaster Recovery (DR) Plan for the organization to include Critical and Mission Critical Systems. IRT member or Security Analyst to identify and document plan to ensure that all systems have fully recovered from incident. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
2. Recovery Authority: Per the IR and DR Plans, Management to provide authorization to implement recovery plan. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
3. Recovery Implementation: IRT member or Security Analyst to implement recovery plan. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
4. Recovery Evaluation: IRT member or Security Analyst to evaluate the results of recovery plan. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
5. Incident Response Plan – Update: The Incident Response Team shall update and document the Organization’s Incident Handling Standards and Controls in the Incident Response Plan as needed.
Phase 6: Lessons Learned 
One of the most important parts of incident response is also the most often omitted: learning and improving. Each incident response team should evolve to reflect new threats, improved technology, and lessons learned. Holding a “lessons learned” meeting with all involved parties after a major incident, and optionally periodically after lesser incidents as resources permit, can be extremely helpful in improving security measures and the incident handling process itself.
1. Security Policy Evaluation: Incident Response Team to identify and document additional security policies that should be in place to prevent the incident in the future. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
2. Security Standards and Controls Evaluation: Incident Response Team to identify and document additional security controls that should be in place to prevent the incident in the future. The IRT member updates the Incident Ticket and initiates proper communications as necessary.
3. Incident Response Plan – Update: The Incident Response Team shall update and document the Organization’s Incident Handling Standards and Controls in the Incident Response Plan as needed.
Annual Review and Testing: The organization shall follow the Incident Response Testing Standard at least annually to ensure that Incident Response Policies, Standards, and Controls are updated on a regular basis.

	IR-08.a.1
	Provide Implementation Roadmap: The incident response plan shall provide the organization with a roadmap for implementing its incident response capability.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.2
	Structure Incident Response Capability: The incident response plan shall describe the structure and organization of the incident response capability.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.3
	Incorporate Incident Response into Organizational Structure: The incident response plan shall provide a high-level approach for how the incident response capability fits into the overall organization.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.4
	Address Organization-Specific Requirements: The incident response plan shall meet the unique requirements of the organization, which relate to mission, size, structure, and functions.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.5
	Define Reportable Incidents: The incident response plan shall define reportable incidents.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.6
	Measure Incident Response Capability: The incident response plan shall provide metrics for measuring the incident response capability within the organization.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.7
	Define Incident Response Capability Resources: The incident response plan shall define the resources and management support needed to effectively maintain and mature an incident response capability.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.8
	Share Incident Information: The incident response plan shall address the sharing of incident information.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	IR-08.a.9
	Review and Approve Assignments: The incident response plan shall be reviewed and approved by [personnel or roles] [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	IR-08.a.10
	Designate Incident Response Responsibility: The incident response plan shall explicitly designate responsibility for incident response to [entities, personnel, or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Incident Response Capability:
The organization shall establish an Incident Response Capability (IRC) made up of Incident Response Team members that may be formalized into a Security Operation Center.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Incident Response Team (IRT): An Incident Response Team is a selected group of IT professionals whose primary roles and responsibilities are directly related to System Ownership and System Administration duties. Their secondary role and responsibilities are as part of the Incident Response Team. 
· Security Operation Center (SOC): A Security Operations Center (SOC) has dedicated IT and Security professionals whose primary roles and responsibilities are directly related to [Continuous Monitoring (PM-31)] of the organization, detecting, analyzing, and responding to security events of interest and incidents.

	IR-08.b
	Distribute Incident Response Plan: [CIO or CISO Role] shall distribute copies of the incident response plan to [incident response personnel (identified by name and/or by role) and organizational elements].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-08.c
	Update Incident Response Plan: [CIO or CISO Role] shall update the incident response plan to address system and organizational changes or problems encountered during plan implementation, execution, or testing.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-08.d
	Communicate Incident Response Plan Changes: [CIO or CISO Role] shall communicate incident response plan changes to [incident response personnel (identified by name and/or by role) and organizational elements].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-08.e
	Protect Incident Response Plan: [CIO or CISO Role] shall protect the incident response plan from unauthorized disclosure and modification.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION SPILLAGE RESPONSE (IR-09)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Information spillage refers to instances where information is placed on systems that are not authorized to process such information. Information spills occur when information that is thought to be a certain classification or impact level is transmitted to a system and subsequently is determined to be of a higher classification or impact level. At that point, corrective action is required.
	IR-09
	Managing Information Spills: [CIO or CISO Role] shall respond to information spills.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-09.a
	Assign Responsibility for Information Spills Response: [CIO or CISO Role] shall respond to information spills by assigning [personnel or roles] with responsibility for responding to information spills.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-09.b
	Identify Contaminated System Information: [CIO or CISO Role] shall respond to information spills by identifying the specific information involved in the system contamination.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-09.c
	Alert Personnel of Information Spill: [CIO or CISO Role] shall respond to information spills by alerting [personnel or roles] of the information spill using a method of communication not associated with the spill.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-09.d
	Isolate Contaminated System: [CIO or CISO Role] shall respond to information spills by isolating the contaminated system or system component.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-09.e
	Eradicate Information from Contaminated System: [CIO or CISO Role] shall respond to information spills by eradicating the information from the contaminated system or component.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-09.f
	Identify Potentially Contaminated Systems: [CIO or CISO Role] shall respond to information spills by identifying other systems or system components that may have been subsequently contaminated.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	IR-09.g
	Perform Additional Actions: [CIO or CISO Role] shall respond to information spills by performing the following additional actions: [list actions]. Include training for personnel involved in spill.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The [Agency] [CIO or CISO Role] may approve in advance and in writing any exceptions to this Incident Response Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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