POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for media protection and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Media Protection Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Media Protection Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Media Protection Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (MP-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Media protection policy and procedures address the controls in the MP family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy program managers collaborate on the development of media protection policy and procedures.
	MP-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Media Protection Policy to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	MP-01.a.1
	Establish Media Protection Policy: [CIO or CISO Role] shall establish [organization-level; mission/business process-level; system-level] media protection policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-01.a.1.a
	Clarify Organizational Coordination and Compliance: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-01.a.1.b
	Ensure Compliance with Relevant Laws and Standards: [CIO or CISO Role] shall be consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-01.a.2
	Implement Media Protection Policy Procedures: [CIO or CISO Role] shall establish procedures to facilitate the implementation of the media protection policy and the associated media protection controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-01.b
	Assign Media Protection Manager: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the media protection policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-01.c
	Update Media Protection: [CIO or CISO Role] shall review and update the current media protection.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-01.c.1
	Frequency-Based Event Policy Assignment: [CIO or CISO Role] shall review and update media protection policies [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, the adoption of new technologies, or organizational restructuring.}

	MP-01.c.2
	Set Procedure Frequency and Events: [CIO or CISO Role] shall review and update media protection procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, the adoption of new technologies, or organizational restructuring.}


MEDIA ACCESS (MP-02)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System media includes digital and non-digital media. Digital media includes flash drives, diskettes, magnetic tapes, external or removable hard disk drives (e.g., solid state, magnetic), compact discs, and digital versatile discs. Non-digital media includes paper and microfilm.
	MP-02
	Restrict Media Access: [System Administrator Role] shall restrict access to [types of digital and/or non-digital media] to [personnel or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


MEDIA MARKING (MP-03)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Security marking refers to the application or use of human-readable security attributes. Digital media includes diskettes, magnetic tapes, external or removable hard disk drives (e.g., solid state, magnetic), flash drives, compact discs, and digital versatile discs. Non-digital media includes paper and microfilm.
	MP-03.a
	Mark System Media: [System Administrator Role] shall mark system media indicating the distribution limitations, handling caveats, and applicable security markings (if any) of the information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-03.b
	Exempt Certain Media within Controlled Areas: [CIO or CISO Role] shall exempt [types of system media] from marking if the media remain within [controlled areas].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


MEDIA STORAGE (MP-04)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System media includes digital and non-digital media. Digital media includes flash drives, diskettes, magnetic tapes, external or removable hard disk drives (e.g., solid state, magnetic), compact discs, and digital versatile discs. Non-digital media includes paper and microfilm. Physically controlling stored media includes conducting inventories, ensuring procedures are in place to allow individuals to check out and return media to the library, and maintaining accountability for stored media.
	MP-04.a
	Control and Store Digital/Non-Digital Media: [CIO or CISO Role] shall physically control and securely store [types of digital and/or non-digital media] within [controlled areas].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Data Storage: Confidential and Restricted Data shall not be stored locally on employees, contractors, or users’ workstations and must only be stored on designated secure network or cloud storage as defined in the Enterprise Reference Architecture.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Removable Media: The use of Removable Media (USB Drives, CD, DVD, Portable Drives, etc.) is strictly prohibited for all Organizational Data.
· Untrusted Media: The use of Untrusted Media or Media from Untrusted Sources is strictly prohibited on all Organizational Systems. Examples of Untrusted Media include (but not limited to): USB drive found in parking lot, email attachments from untrusted person, downloads from non-approved websites, etc.

	MP-04.b
	Protect and Sanitize System Media: [CIO or CISO Role] shall protect system media types defined in MP-4.a until the media are destroyed or sanitized using approved equipment, techniques, and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



MEDIA TRANSPORT (MP-05)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System media includes digital and non-digital media. Digital media includes flash drives, diskettes, magnetic tapes, external or removable hard disk drives (e.g., solid state and magnetic), compact discs, and digital versatile discs. Non-digital media includes microfilm and paper. Controlled areas are spaces for which organizations provide physical or procedural controls to meet requirements established for protecting information and systems.
	MP-05.a
	Control Media Transport: [CIO or CISO Role] shall protect and control [types of system media] during transport outside of controlled areas using [controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-05.b
	Maintain Accountability during Transport of System Media: [System Owner Role] shall maintain accountability for system media during transport outside of controlled areas.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-05.c
	Document Media Transport Activities: [System Owner Role] shall document activities associated with the transport of system media.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-05.d
	Restrict Media Transport Activities: [System Owner Role] shall restrict the activities associated with the transport of system media to authorized personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


MEDIA SANITIZATION (MP-06)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.DS-3, PR.IP-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Media sanitization applies to all digital and non-digital system media subject to disposal or reuse, whether or not the media is considered removable.
	MP-06.a
	Sanitize System Media Prior to Release or Reuse: [CIO or CISO Role] shall sanitize [system media] prior to disposal, release out of organizational control, or release for reuse using [sanitization techniques and procedures].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-06.b
	Implement Strong Sanitization Mechanisms: [System Owner Role] shall employ sanitization mechanisms with the strength and integrity commensurate with the security category or classification of the information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Approved Destruction Methods for Printed Media: All Internal, Confidential, and Restricted Printed Media (reports, correspondence, and other printed media) shall be destroyed using the following methods: 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Shredding: Documents must be shredded using IT-approved cross-cut shredders, 
· Shredding Bins: Disposal must be performed using locked bins located on-site using an IT-approved shredding service, or 
· Incineration: Materials are physically destroyed using an IT-approved incineration service. 
Approved Destruction Methods for Portable Media: All Portable Media (e.g., Solid State Drives (SSDs), digital video discs (DVDs), universal serial bus (USB) data storage devices) that contain Internal, Confidential, or Restricted data shall be destroyed using the following methods: 
· Physical Destruction: Complete destruction of media by means of shredding, crushing, or disassembling the asset and ensuring no data can be recovered. 
Approved Destruction Methods for Hard Disc Drives: All Hard Disc Drives (HDDs) and other magnetic media, including printer and copier hard drives that contain Internal, Confidential, or Restricted data shall be destroyed using the following methods: 
· Overwriting: Using a program to write binary data sector by sector onto the media, or 
· Physical Destruction: Crushing, disassembling, or degaussing the asset to ensure no data can be extracted or recreated. 
Approved Destruction Methods for Tape Drives: All Tape Cartridges that contain Internal, Confidential, or Restricted data shall be destroyed using the following methods:
· Degaussing: Using strong magnets or electric degaussing equipment to magnetically scramble the data on a tape cartridge into an unrecoverable state, or 
· Physical Destruction: Complete destruction of the tapes. 
Method for Disposing of Cloud Services Data: Third-party service provider systems (e.g., cloud services) must dispose of Confidential and Restricted in a manner compliant with Organization’s Policy and Standards. 
Proof of Destruction: System and Data Owners must obtain proof of destruction if using a third-party disposal contractor.


MEDIA USE (MP-07)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System media includes both digital and non-digital media. Digital media includes diskettes, magnetic tapes, flash drives, compact discs, digital versatile discs, and removable hard disk drives. Non-digital media includes paper and microfilm. Media use protections also apply to mobile devices with information storage capabilities.
	MP-07.a
	Restrict Use of System Media: [System Administrator Role] shall [Selection: Restrict; Prohibit] the use of [types of system media] on [systems or system components] using [controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-07.b
	Prohibit Use of Unowned Portable Storage Devices: [IT Security Manager] shall prohibit the use of portable storage devices in organizational systems when such devices have no identifiable owner.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}




MEDIA DOWNGRADING (MP-08)
Policy References: 
CSF 2.0: PR.DS-01
CSF 1.1: PR.DS-1, PR.PT-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Media downgrading applies to digital and non-digital media subject to release outside of the organization, whether the media is considered removable or not. When applied to system media, the downgrading process removes information from the media, typically by security category or classification level, such that the information cannot be retrieved or reconstructed. Downgrading of media includes redacting information to enable wider release and distribution. Downgrading ensures that empty space on the media is devoid of information.
	MP-08.a
	Establish System Media Downgrading Process: [CIO or CISO Role] shall establish [system media downgrading process] that includes employing downgrading mechanisms with strength and integrity commensurate with the security category or classification of the information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-08.b
	Verify System Media Downgrading Process: [System Owner Role] shall verify that the system media downgrading process is commensurate with the security category and/or classification level of the information to be removed and the access authorizations of the potential recipients of the downgraded information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-08.c
	Identify System Media for Downgrading: [CIO or CISO Role] shall identify [system media requiring downgrading].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	MP-08.d
	Downgrade System Media: [System Administrator Role] shall downgrade the identified system media using the established process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Media Protection Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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