POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate.  To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for physical and environmental protection and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Physical and Environmental Protection Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Physical and Environmental Protection Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Physical and Environmental Protection Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (PE-01)
Policy References: 
CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Physical and environmental protection policy and procedures address the controls in the PE family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of physical and environmental protection policy and procedures.
	PE-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Physical and Environmental Protection Policy to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	PE-01.a.1
	Formulate Physical and Environmental Protection Policy: [CIO or CISO Role] shall [organization-level; mission/business process-level; system-level] physical and environmental protection policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-01.a.1.a
	Outline Organizational Compliance Responsibilities: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-01.a.1.b
	Ensure Consistency with Legal and Regulatory Requirements: [CIO or CISO Role] shall be consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-01.a.2
	Implement Physical and Environmental Protection Procedures: [CIO or CISO Role] shall develop procedures to facilitate the implementation of the physical and environmental protection policy and the associated physical and environmental protection controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-01.b
	Assign Official for Physical and Environmental Protection Policies: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the physical and environmental protection policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-01.c
	Update Physical and Environmental Protection: [CIO or CISO Role] shall review and update the current physical and environmental protection.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-01.c.1
	Define Policy Frequency and Events: [CIO or CISO Role] shall review and update physical and environmental  policies [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	PE-01.c.2
	Define Frequency of Procedures Following Events: [CIO or CISO Role] shall review and update physical and environmental procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


PHYSICAL ACCESS AUTHORIZATIONS (PE-02)
Policy References: 
CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2, PR.AC-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Physical access authorizations apply to employees and visitors. Individuals with permanent physical access authorization credentials are not considered visitors. Authorization credentials include ID badges, identification cards, and smart cards. Organizations determine the strength of authorization credentials needed consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
	PE-02.a
	Authorize Facility Access: [CIO or CISO Role] shall develop, approve, and maintain a list of individuals with authorized access to the facility where the system resides.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-02.b
	Authorize Facility Access: [CIO or CISO Role] shall issue authorization credentials for facility access.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-02.c
	Review Authorized Facility Access List: [CIO or CISO Role] shall review the access list detailing authorized facility access by individuals [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	PE-02.d
	Remove Individuals from Access List: [CIO or CISO Role] shall remove individuals from the facility access list when access is no longer required.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PHYSICAL ACCESS CONTROL (PE-03)
Policy References: 
CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Physical access control applies to employees and visitors. Individuals with permanent physical access authorizations are not considered visitors. Physical access controls for publicly accessible areas may include physical access control logs/records, guards, or physical access devices and barriers to prevent movement from publicly accessible areas to non-public areas. Organizations determine the types of guards needed, including professional security staff, system users, or administrative staff.
	PE-03.a
	Enforce Physical Access Authorizations: [CIO or CISO Role] shall enforce physical access authorizations at [entry and exit points to the facility where the system resides] by.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-03.a.1
	Verify Individual Access Authorizations: [Physical Security Personnel]  shall verify individual access authorizations before granting access to the facility.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-03.a.2
	Manage Facility Access Control: [Physical Security Personnel] shall control ingress and egress to the facility using [physical access control systems, devices and/or guards].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-03.b
	Maintain Physical Access Audit Logs: [CIO or CISO Role] shall maintain physical access audit logs for [entry or exit points].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-03.c
	Implement Physical Access Controls: [CIO or CISO Role] shall control access to areas within the facility designated as publicly accessible by implementing the following controls: [list physical access controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Secure Work Area: All employees, contractors, and users shall maintain a clean and secure work area. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Users shall be mindful of their surroundings including the people in their immediate work area. Users shall use screen protectors to obfuscate the view of monitor feedback when working in untrusted work areas.
· Collaborative Computing Devices (microphones, cameras, remote meeting software, etc.) shall be monitored by user to ensure that information being shared is shared with the intended audience only. 
· Sensitive Information shall be secured using lockable drawers, filing cabinets, or storage containers when not being used.
· Workstation screens shall be locked when not being used or individual is away from desk.
· No passwords, passphrases, PINs, combinations, etc. shall be written down and stored in work area.
· Keys, badges, and other access control devices shall be secured using lockable drawers, filing cabinets, or storage containers when the not being used.
· Printouts with sensitive information shall be removed from printers immediately after printing. 
· Sensitive information is shredded when no longer needed using approved data disposal standards.
· Whiteboards, chalkboards, flip charts, etc. that contain sensitive information shall be erased or disposed of prior to ending a work session.

	PE-03.d
	Escort and Control Visitor Activity: [Physical Security Personnel] shall escort visitors and control visitor activity [circumstances requiring visitor escorts and control of visitor activity].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-03.e
	Secure Physical Access Devices: [CIO or CISO Role] shall secure keys, combinations, and other physical access devices.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-03.f
	Inventory Physical Access Devices: [System Owner Role] shall inventory physical access devices every [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	PE-03.g
	Update Combinations and Keys: [CIO or CISO Role] shall change combinations and keys [frequency – at least annually] and/or when keys are lost, combinations are compromised, or when individuals possessing the keys or combinations are transferred or terminated.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}


ACCESS CONTROL FOR TRANSMISSION (PE-04)
Policy References: 
CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Security controls applied to system distribution and transmission lines prevent accidental damage, disruption, and physical tampering. Such controls may also be necessary to prevent eavesdropping or modification of unencrypted transmissions. Security controls used to control physical access to system distribution and transmission lines include disconnected or locked spare jacks, locked wiring closets, protection of cabling by conduit or cable trays, and wiretapping sensors.
	PE-04
	Control Physical Access to System Distribution Lines: [CIO or CISO Role] shall control physical access to [system distribution and transmission lines] within organizational facilities using [list security controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ACCESS CONTROL FOR OUTPUT DEVICES (PE-05)
Policy References: 
CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Controlling physical access to output devices includes placing output devices in locked rooms or other secured areas with keypad or card reader access controls and allowing access to authorized individuals only, placing output devices in locations that can be monitored by personnel, installing monitor or screen filters, and using headphones. Examples of output devices include monitors, printers, scanners, audio devices, facsimile machines, and copiers.
	PE-05
	Prevent Unauthorized Access to Device Output: [CIO or CISO Role] shall control physical access to output from [output devices] to prevent unauthorized individuals from obtaining the output.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}








MONITORING PHYSICAL ACCESS (PE-06)
Policy References: 
CSF 2.0: PR.AA-06, DE.CM-02
CSF 1.1: PR.AC-2, DE.CM-2, DE.CM-7, RS.CO-4, RS.AN-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Physical access monitoring includes publicly accessible areas within organizational facilities. Examples of physical access monitoring include the employment of guards, video surveillance equipment (i.e., cameras), and sensor devices. Reviewing physical access logs can help identify suspicious activity, anomalous events, or potential threats. The reviews can be supported by audit logging controls, such as NIST SP 800-53 AU-2, if the access logs are part of an automated system. Organizational incident response capabilities include investigations of physical security incidents and responses to the incidents. Incidents include security violations or suspicious physical access activities. Suspicious physical access activities include accesses outside of normal work hours, repeated accesses to areas not normally accessed, accesses for unusual lengths of time, and out-of-sequence accesses.
	PE-06.a
	Monitor Facility Access: [CIO or CISO Role] shall monitor physical access to the facility where the system resides to detect and respond to physical security incidents.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-06.b
	Review and Monitor Physical Access Logs: [CIO or CISO Role] shall review physical access logs [frequency – at least daily] and upon occurrence of [events or potential indications of events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	PE-06.c
	Coordinate Investigation Results with Incident Response: [CIO or CISO Role] shall coordinate results of reviews and investigations with the organizational incident response capability.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-06(01)
	Monitor Facility Access: [CIO or CISO Role] shall monitor physical access to the facility where the system resides using physical intrusion alarms and surveillance equipment.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


VISITOR ACCESS RECORDS (PE-08)
Policy References: 
CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Visitor access records include the names and organizations of individuals visiting, visitor signatures, forms of identification, dates of access, entry and departure times, purpose of visits, and the names and organizations of individuals visited. Access record reviews determine if access authorizations are current and are still required to support organizational mission and business functions. Access records are not required for publicly accessible areas.
	PE-08.a
	Maintain Visitor Access Records: [CIO or CISO Role] shall maintain visitor access records to the facility where the system resides for [time period – at least one year].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least one year”.}

	PE-08.b
	Review Visitor Access Records Frequency: [CIO or CISO Role] shall review visitor access records [frequency – at least daily].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least daily”.}

	PE-08.c
	Report Visitor Access Anomalies: [CIO or CISO Role] shall report anomalies in visitor access records to [personnel - Security Manager].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


POWER EQUIPMENT AND CABLING (PE-09)
Policy References: 
CSF 2.0: PR.IR-02
CSF 1.1: ID.BE-4, PR.AC-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations determine the types of protection necessary for the power equipment and cabling employed at different locations that are both internal and external to organizational facilities and environments of operation. Types of power equipment and cabling include internal cabling and uninterruptable power sources in offices or data centers, generators and power cabling outside of buildings, and power sources for self-contained components such as satellites, vehicles, and other deployable systems.
	PE-09
	Protect System Power Equipment: [CIO or CISO Role] shall protect power equipment and power cabling for the system from damage and destruction.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


EMERGENCY SHUTOFF (PE-10)
Policy References: 
CSF 2.0: PR.IR-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Emergency power shutoff primarily applies to organizational facilities that contain concentrations of system resources, including data centers, mainframe computer rooms, server rooms, and areas with computer-controlled machinery.
	PE-10.a
	Power Shutdown in Emergencies: [CIO or CISO Role] shall provide the capability of shutting off power to [system or individual system components] in emergency situations.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Emergency Power Shutoff: The Organization shall place emergency shutoff switches or devices to facilitate safe and easy access for personnel. Further, the Organization must protect the emergency power shutoff capability from unauthorized activation.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	PE-10.b
	Position Emergency Shutoff Devices: [CIO or CISO Role] shall place emergency shutoff switches or devices in [location by system or system component] to facilitate access for authorized personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-10.c
	Safeguard Emergency Power Shutoff: [CIO or CISO Role] shall protect emergency power shutoff capability from unauthorized activation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


EMERGENCY POWER (PE-11)
Policy References: 
CSF 2.0: PR.IR-02
CSF 1.1: ID.BE-4, PR.DS-4, PR.PT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: An uninterruptible power supply (UPS) is an electrical system or mechanism that provides emergency power when there is a failure of the main power source. A UPS is typically used to protect computers, data centers, telecommunication equipment, or other electrical equipment where an unexpected power disruption could cause injuries, fatalities, serious mission or business disruption, or loss of data or information. A UPS differs from an emergency power system or backup generator in that the UPS provides near-instantaneous protection from unanticipated power interruptions from the main power source by providing energy stored in batteries, supercapacitors, or flywheels. The battery duration of a UPS is relatively short but provides sufficient time to start a standby power source, such as a backup generator, or properly shut down the system.
	PE-11
	Facilitate Uninterruptible Power Supply: [System Administrator Role] shall provide an uninterruptible power supply to facilitate [an orderly shutdown of the system; transition of the system to long-term alternate power] in the event of a primary power source loss.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
Sample Standard - Emergency Power Supply: The Organization shall provide a short-term uninterruptible power supply to facilitate an orderly shutdown of the information system and transition the system to long-term alternative power in the event of a primary power source loss or Emergency. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Emergency Power Control: The Organization shall provide the capability to shut off power to the facility, systems, or individual system components in emergency situations.




EMERGENCY LIGHTING (PE-12)
Policy References: 
CSF 2.0: PR.IR-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The provision of emergency lighting applies primarily to organizational facilities that contain concentrations of system resources, including data centers, server rooms, and mainframe computer rooms. Emergency lighting provisions for the system are described in the contingency plan for the organization. If emergency lighting for the system fails or cannot be provided, organizations consider alternate processing sites for power-related contingencies.
	PE-12
	Implement Automatic Emergency Lighting: [CIO or CISO Role] shall employ and maintain automatic emergency lighting for the system that activates in the event of a power outage or disruption and that covers emergency exits and evacuation routes within the facility.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


FIRE PROTECTION (PE-13)
Policy References: 
CSF 2.0: PR.IR-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The provision of fire detection and suppression systems applies primarily to organizational facilities that contain concentrations of system resources, including data centers, server rooms, and mainframe computer rooms. Fire detection and suppression systems that may require an independent energy source include sprinkler systems and smoke detectors. An independent energy source is an energy source, such as a microgrid, that is separate, or can be separated, from the energy sources providing power for the other parts of the facility.
	PE-13
	Install Independent Fire Systems: [CIO or CISO Role] shall employ and maintain fire detection and suppression systems that are supported by an independent energy source.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Fire Suppression and Detection: The Organization shall employ and maintain a fire suppression and detection devices for the facility, supported by an Emergency Power Supply. Per Local and State Fire Codes, Fire suppression and detection devices may include: Fire Sprinkler Systems, Handheld Fire Extinguishers, Fixed Fire Hoses, and Smoke Detectors.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	PE-13(01)
	Deploy Fire Detection Systems: [CIO or CISO Role] shall employ fire detection systems that activate automatically and notify [personnel or roles] and [emergency responders] in the event of a fire.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}




ENVIRONMENTAL CONTROLS (PE-14)
Policy References: 
CSF 2.0: PR.IR-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The provision of environmental controls applies primarily to organizational facilities that contain concentrations of system resources (e.g., data centers, mainframe computer rooms, and server rooms). Insufficient environmental controls, especially in very harsh environments, can have a significant adverse impact on the availability of systems and system components that are needed to support organizational mission and business functions.
	PE-14.a
	Maintain Environmental Control Levels: [CIO or CISO Role] shall maintain environmental control levels for [temperature; humidity; pressure; radiation], within the facility where the system resides at [specify  levels].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}

	PE-14.b
	Monitor Environmental Control Levels: [System Administrator Role] shall monitor environmental control levels [frequency – at least quarterly].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least quarterly”.}


WATER DAMAGE PROTECTION (PE-15)
Policy References: 
CSF 2.0: PR.IR-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The provision of water damage protection primarily applies to organizational facilities that contain concentrations of system resources, including data centers, server rooms, and mainframe computer rooms. Isolation valves can be employed in addition to or in lieu of master shutoff valves to shut off water supplies in specific areas of concern without affecting entire organizations.
	PE-15
	Provide Water Leakage Prevention Measures: [Key personnel] shall protect the system from damage resulting from water leakage by providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DELIVERY AND REMOVAL (PE-16)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.DS-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Enforcing authorizations for entry and exit of system components may require restricting access to delivery areas and isolating the areas from the system and media libraries.
	PE-16.a
	Control System Components Entry and Exit: [System Administrator Role] shall authorize and control [types of system components] entering and exiting the facility.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-16.b
	Record Maintenance of System Components: [System Administrator Role] shall maintain records of the system components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ALTERNATE WORK SITE (PE-17)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Alternate work sites include government facilities or the private residences of employees. While distinct from alternative processing sites, alternate work sites can provide readily available alternate locations during contingency operations. Organizations can define different sets of controls for specific alternate work sites or types of sites depending on the work-related activities conducted at the sites.
	PE-17.a
	Determine Alternate Work Sites: [CIO or CISO Role] should determine and document the [alternate work sites] allowed for use by employees.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-17.b
	Employ Controls at Alternate Work Sites: [CIO or CISO Role] should employ the following controls at alternate work sites: [list controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-17.c
	Assess Control Effectiveness at Alternate Sites: [System Owner Role] should assess the effectiveness of controls at alternate work sites.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-17.d
	Establish Communication for Security Incidents: [CIO or CISO Role] should provide a means for employees to communicate with information security and privacy personnel in case of incidents.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}









LOCATION OF SYSTEM COMPONENTS (PE-18)
Policy References: 
CSF 2.0: PR.AA-06, PR.IR-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Physical and environmental hazards include floods, fires, tornadoes, earthquakes, hurricanes, terrorism, vandalism, an electromagnetic pulse, electrical interference, and other forms of incoming electromagnetic radiation. Organizations consider the location of entry points where unauthorized individuals, while not being granted access, might nonetheless be near systems. Such proximity can increase the risk of unauthorized access to organizational communications using wireless packet sniffers or microphones, or unauthorized disclosure of information.
	PE-18
	Position System Components: [System Owner Role] shall position system components within the facility to minimize potential damage from [physical and environmental hazards] and to minimize the opportunity for unauthorized access.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION LEAKAGE (PE-19)
Policy References: 
CSF 2.0: PR.AA-06
CSF 1.1: PR.DS-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Information leakage is the intentional or unintentional release of data or information to an untrusted environment from electromagnetic signals emanations. The security categories or classifications of systems (with respect to confidentiality), organizational security policies, and risk tolerance guide the selection of controls employed to protect systems against information leakage due to electromagnetic signals emanations.
	PE-19
	Shield System from Electromagnetic Signals Leak: [CIO or CISO Role] shall protect the system from information leakage due to electromagnetic signals emanations.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ASSET MONITORING AND TRACKING (PE-20)
Policy References: 
CSF 2.0: PR.AA-06, DE.CM-02
CSF 1.1: PR.DS-3, DE.CM-2, DE.CM-7
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Asset location technologies can help ensure that critical assets—including vehicles, equipment, and system components—remain in authorized locations. Organizations consult with the Office of the General Counsel and senior agency official for privacy regarding the deployment and use of asset location technologies to address potential privacy concerns.
	PE-20
	Implement Asset Location Technologies: [System Administrator Role] shall employ [asset location technologies] to track and monitor the location and movement of [assets] within [controlled areas].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ELECTROMAGNETIC PULSE PROTECTION (PE-21)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: An electromagnetic pulse (EMP) is a short burst of electromagnetic energy that is spread over a range of frequencies. Such energy bursts may be natural or man-made. EMP interference may be disruptive or damaging to electronic equipment. Protective measures used to mitigate EMP risk include shielding, surge suppressors, ferro-resonant transformers, and earth grounding.
	PE-21
	Implement Protective Measures: [CIO or CISO Role] should employ [protective measures] against electromagnetic pulse damage for [systems and system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


COMPONENT MARKING (PE-22)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Hardware components that may require marking include input and output devices. Input devices include desktop and notebook computers, keyboards, tablets, and smart phones. Output devices include printers, monitors/video displays, facsimile machines, scanners, copiers, and audio devices.
	PE-22
	Mark Hardware Components: [System Administrator Role] should mark [system hardware components] indicating the impact level or classification level of the information permitted to be processed, stored, or transmitted by the hardware component.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


FACILITY LOCATION (PE-23)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Physical and environmental hazards include floods, fires, tornadoes, earthquakes, hurricanes, terrorism, vandalism, an electromagnetic pulse, electrical interference, and other forms of incoming electromagnetic radiation. 
	PE-23.a
	Plan Facility Location Considering Hazards: [Facilities Manager] should plan the location or site of the facility where the system resides considering physical and environmental hazards.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PE-23.b
	Consider Hazards in Risk Management Strategy: [CIO or CISO Role] shall consider the physical and environmental hazards for existing facilities, in the organizational risk management strategy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Physical and Environmental Protection Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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