POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for planning and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Planning Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Planning Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Planning Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (PL-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Planning policy and procedures for the controls in the PL family implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on their development.
	PL-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Planning Policy to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	PL-01.a.1
	Plan Policy Levels: [CIO or CISO Role] shall define [organization-level; mission/business process-level; system-level] for planning policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-01.a.1.a
	Establish Compliance Management Roles & Responsibilities: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-01.a.1.b
	Ensure Consistency with Applicable Regulations: [CIO or CISO Role] shall be consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-01.a.2
	Implement Planning Policy and Controls: [CIO or CISO Role] shall implement procedures to facilitate planning policy and the associated planning controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-01.b
	Designate Official for Policy Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the planning policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-01.c
	Update Planning Process: [CIO or CISO Role] shall review and update the current planning.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-01.c.1
	Define Policy Frequency and Event Follow-up: [CIO or CISO Role] shall review and update planning policies [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	PL-01.c.2
	Define Procedures Frequency and Events: [CIO or CISO Role] shall review and update planning procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


SYSTEM SECURITY AND PRIVACY PLANS (PL-02)
Policy References: 
CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System security and privacy plans are scoped to the system and system components within the defined authorization boundary and contain an overview of the security and privacy requirements for the system and the controls selected to satisfy the requirements. The plans describe the intended application of each selected control in the context of the system with a sufficient level of detail to correctly implement the control and to subsequently assess the effectiveness of the control.
	PL-02.a
	Develop System Security and Privacy Plans: [System Owner Role] shall develop security and privacy plans for the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard – System Security Plan
The purpose of the System Security Plan is to provide an overview of the security requirements of the system and describe the standards and controls currently in place, or pending implementation, intended to meet those requirements. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
In support of the Risk Management Framework (RMF) and SDLC phases, all systems shall document the following elements at minimum in the System Security Plan.
RMF / SDLC Phase 1 - Initiation 
· System Identification: Define and record the System’s name and purpose.
· System Classification: Define and record the System’s Data Classification.
· System Stakeholders: Identify and record key security roles (stakeholders) and their responsibilities.
· Applicable System Security Controls: Identify, Evaluate, and Document the Organizational security Policies, Standards, and Controls for the system including the information to be processed, transmitted, or stored.
· Applicable Regulatory Requirements: Identify, Evaluate, and Document applicable regulatory requirements or laws that govern the use of the system.
RMF / SDLC Phase 2 - Acquisition / Development 
· Applicable System Security Controls: Update documentation to reflect the security Policies, Standards and Controls for the system including the information to be processed, transmitted, or stored.
· Update documentation to reflect the Security Architecture and Continuous Monitoring Standards as established in the RMF. 
· Update documentation to reflect the Security Test Plan, Results, and Mitigation Items / Plans as established in the RMF.
· Update documentation to reflect the Risk Assessment Plan, Results, and Mitigation Items / Plans as established in the RMF.
RMF / SDLC Phase 3 - Implementation / Assessment
· Applicable System Security Controls: Update documentation to reflect the security Policies, Standards and Controls for the system including the information to be processed, transmitted, or stored.
· Update documentation to reflect the Security Architecture and Continuous Monitoring Standards as established in the RMF. 
· Update documentation to reflect the Security Test Plan, Results, and Mitigation Items / Plans as established in the RMF.
· Update documentation to reflect the Risk Assessment Plan, Results, and Mitigation Items / Plans as established in the RMF.
· Update document to reflect Statement of Residual Risk for all Security Testing and Risk Assessment findings that cannot be completely mitigated.
RMF / SDLC Phase 4 - Operations / Maintenance
· System Changes: The organization shall update and refine the System Security Plan as changes to the system occur.
RMF / SDLC Phase 5 – Sunset / Disposal
· Transition Planning and System Disposal: The organization shall update and refine the System Security Plan to include a Disposal Plan for properly discarding or archiving system information, hardware, software and data per the Data Disposal Policy.

	PL-02.a.1
	Ensure Architecture Consistency: Planning policies shall be consistent with the organization’s enterprise architecture.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PL-02.a.2
	Define System Components: Planning policies shall explicitly define the constituent system components.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PL-02.a.3
	Describe System's Operational Context: Planning policies shall describe the operational context of the system in terms of mission and business processes.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PL-02.a.4
	Identify System Role Individuals: Planning policies shall identify the individuals that fulfill system roles and responsibilities.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PL-02.a.5
	Identify System Information Types: [System Owner Role] shall identify the information types processed, stored, and transmitted by the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.6
	System Security Categorization Rationale: [System Owner Role] shall provide the security categorization of the system, including supporting rationale.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.7
	Identify System Threats: [CIO or CISO Role] shall describe any specific threats to the system that are of concern to the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.8
	Privacy Risk Assessment Results Presentation: [CIO or CISO Role] shall provide the results of a privacy risk assessment for systems processing personally identifiable information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.9
	Describe Operational Environment and System Dependencies: [System Administrator Role] shall describe the operational environment for the system and any dependencies on or connections to other systems or system components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.10
	Overview of System Security and Privacy Requirements: [System Owner Role] shall provide an overview of the security and privacy requirements for the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.11
	Identify Relevant Control Baselines: [System Owner Role] shall identify any relevant control baselines or overlays, if applicable.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.12
	Control Description for Security and Privacy Requirements: Planning policies shall describe the controls in place or planned for meeting the security and privacy requirements, including a rationale for any tailoring decisions.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PL-02.a.13
	Determine Risk for Security and Privacy Decisions: Planning policies shall include risk determinations for security and privacy architecture and design decisions.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PL-02.a.14
	Coordinate Security and Privacy-Related Activities: Planning policies shall include security and privacy-related activities affecting the system that require planning and coordination with [individuals or groups].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.a.15
	Approve Plan Implementation: Planning policies shall be reviewed and approved by the authorizing official or designated representative prior to plan implementation.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PL-02.b
	Distribute Plan Updates: [CIO or CISO Role] shall distribute copies of the plans and communicate subsequent changes to the plans to [personnel or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-02.c
	Plan Review Frequency: [CIO or CISO Role] shall review the plans [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	PL-02.d
	Update and Address Changes in Plans: [System Administrator Role] shall update the plans to address changes to the system and environment of operation or problems identified during plan implementation or control assessments.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


RULES OF BEHAVIOR (PL-04)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Rules of behavior represent a type of access agreement for organizational users. Other types of access agreements include nondisclosure agreements, conflict-of-interest agreements, and acceptable use agreements (see PS-06). Organizations consider rules of behavior based on individual user roles and responsibilities and differentiate between rules that apply to privileged users and rules that apply to general users.
	PL-04.a
	Establish System Usage Rules: [System Administrator Role] should establish and provide to individuals requiring access to the system, the rules that describe their responsibilities and expected behavior for information and system usage, security, and privacy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

Sample Standard – Acceptable Use
Employees, contractors, and users (Users) must accept and acknowledge:
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
System Ownership: Networks, computing devices, servers, hardware, services, software, applications, programs, databases, operating systems, websites and data (Systems) are the property of the Organization. The organization has final discretion over all aspects of organizational owned Systems.
Authorized Use Only: Access to Organizational Systems is provided to authorized Users only that possess a legitimate business need. Use of Systems without proper authorization is explicitly prohibited. Unauthorized or improper use of Systems may result in administrative or disciplinary action, civil or criminal penalties, and/or other sanctions as allowed by law. 
Legal Compliance (State and Federal Laws): The Organization complies with state and federal law regarding legally protected privacy and confidential information but makes no representation that use of Systems will be private or confidential.
Limited Personal Use: The Organization permits occasional, incidental, and necessary personal use of Systems subject to the following conditions:
· The use is consistent with this policy.
· The use is limited in amount and duration.
· The use does not impede the ability of the individual or other users to fulfill the organization’s responsibilities and duties, including, but not limited to, extensive bandwidth, resource, or storage utilization.
· All users shall exercise good judgment regarding occasional and incidental personal use. The Organization reserves the right to revoke or limit this privilege at any time.
Consent to Monitoring: Any use of Organizational Systems may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized Organizational and Law Enforcement personnel, as well as authorized individuals of other organizations. 
User Responsibilities: All employees, contractors, and users (Users) are expected to conduct themselves in a responsible, professional, and secure manner while using organizational owned Systems. Users should take reasonable care while adhering to the following minimum security best practices:
Access Controls: Users are responsible for familiarizing and maintaining compliance with the Organization’s Access Control Policies. 
· User Accountability: Users are responsible for protecting against unauthorized activities performed under their user accounts. User credentials (account IDs and passwords) must be treated as confidential information and shall not be disclosed or shared.
· User Accounts: Users must possess a Need to Know and receive an authorized account prior to use of any Organizational System. If access is no longer required, user shall request the account be disabled or deactivated. Accounts may automatically be disabled after significant user inactivity.
· Passwords: Users must create and use secure passwords as defined in the Password Standard or enforced by the System when accessing Organizational Systems.
· Remote Access: Users must use the approved Remote Access Solution to remotely access Organizational Systems. Remote access using any non-approved method is explicitly prohibited. 
· Mobile Devices: Users of Mobile Devices to access Organizational Systems must use the approved Mobile Device Management (MDM) Solution. Use of Mobile Devices outside of the MDM solution is explicitly prohibited.
· Unapproved / Personal Devices: Users must NOT connect any unapproved or personal devices (laptops, phones, tablets, etc.) to access organizational Systems without approval.
Configuration Management: Users are responsible for familiarizing and maintaining compliance with the Organization’s Configuration Management Policies. 
· Change Control: Users must NOT make any changes to Systems outside of the formal Change Control Process.
· Approved Software: Users must NOT install, download, or run any software that has not been approved following appropriate security, legal, and/or IT review in accordance with organizational policies.
Data Classification and Handling: Users are responsible for familiarizing and maintaining compliance with the Organization’s Data Classification and Handling Policies.
· Data Classification: Users must verify and adhere to Organizational Data Handling Standards regarding Data Classifications for Sensitivity, Criticality, and Compliance. It is the user’s responsibility to securely handle and use sensitive information and systems.
· Data Sharing: Users must NOT share Organizational Data with outside entities without the use of a Data Sharing Agreement. 
· Personal Accounts / Devices: Users must NOT use personal accounts (gmail, msn, aol, etc.) and devices for processing or handling of Organizational data.
· Removable Media: Users must NOT use of Removable Media (USB Drives, CD, DVD, Portable Drives, etc) for processing or handling of Organizational data.
· Secure Work Area: Users must maintain a clean and secure work area. 
· Sensitive Information must be secured using lockable drawers, filing cabinets, or storage containers when not being used.
· Workstation screens must be locked when not being used or individual is away from desk.
· Passwords, passphrases, PINs, combinations, etc. must NOT be written down and stored in work area.
· Keys, badges, and other access control devices must be secured using lockable drawers, filing cabinets, or storage containers when not being used.
· Printouts with sensitive information must be removed from printers immediately after printing. 
· Sensitive information must be shredded when no longer needed using approved data disposal standards.
· Whiteboards, chalkboards, flip charts, etc. that contain sensitive information must be erased or disposed of prior to ending a work session.
· Untrusted Media: Users must NOT use Untrusted Media or Media from Untrusted Sources on all Organizational Systems. Examples of Untrusted Media include (but not limited to): USB drive found in parking lot, email attachments from untrusted person, downloads from non-approved websites, etc.
Incident Reporting: Users shall report potential Security Incidents to the Incident Response Team (IRT) as quickly as possible. The following are approved methods for reporting Security Incidents to the IRT:
· User Reports – Phone: (123) 456-7890
· User Reports – Email: security@organization.com
· User Reports – Web: https://www.organization.com/security
· Types of Security Incidents: A Security Incident is any attempted or actual unauthorized access, use, disclosure, modification, or destruction of Organizational Networks, Systems, or Data. Examples of Security Incidents include (but not limited to):
· Computer System Breach.
· Unauthorized access to networks, systems, software, or data.
· Unauthorized changes to networks, systems, software, or data.
· Loss or Theft of systems, devices, or data.
· Denial of service or interference with the intended use of Organizational Systems.
· Compromised user accounts.
Physical and Environmental Security: Users are responsible for familiarizing and maintaining compliance with the Organization’s Physical and Environmental Security Policies.
· Facility Access: Users must NOT access facilities without proper authorization.
· Device Security: Users must take reasonable care to secure Organizational Devices and Data in their possession. 
· Users must NOT remove Organizational Devices or Data from facilities without prior authorization.
· The Organization may routinely assign or provide access to equipment in connection with official duties. These devices are the property of the Organization and must be immediately returned upon request or at the time an employee is separated from the Organization. 
· Users may be held financially responsible for the value of equipment assigned to their care if it is not returned to the Organization. 
· In the event of equipment being lost, stolen, or destroyed, users are required to provide a written report of the circumstances surrounding the incident. 
· Users may be subject to disciplinary action, which may include repayment of the replacement value of the equipment. 
· The Organization reserves the right to withhold issuance or re-issuance of devices and equipment to users who repeatedly lose or damage equipment. 
· Secure Areas: Users must NOT access secure areas within facilities without proper authorization.
· Emergencies: Users must follow all instructions provided by Organizational and Emergency personnel during emergency situations that may occur at Organizational facilities.

Security Awareness Training: Users are responsible for familiarizing and maintaining compliance with the Organization’s Security Awareness Training Policies.
· Complete Training: Users must complete assigned Security Awareness Training during orientation and/or as assigned by their supervisor throughout the year.
· Communications / Awareness: Users must regularly check Organizational communication platforms (email, messaging, etc.) for important company announcements related to Security Incidents.
System Security: Users are responsible for familiarizing and maintaining compliance with the Organization’s System Security Policies.
Unacceptable Use: The following examples of Unacceptable Use is not intended to be exhaustive but is an attempt to provide a framework of activities that constitute unacceptable use. Users should consult their direct supervisor for questions about an activity that is not listed.
· Account Sharing: Users must NOT share account details or provide unauthorized third parties, including family and friends, access to the organization’s systems, data, resources, or facilities.
· Communications: Users must NOT distribute, transmit, post, or store any electronic communications, material, or correspondence that is threatening, obscene, harassing, pornographic, offensive, defamatory, discriminatory, inflammatory, illegal, or intentionally false or inaccurate.
· Illegal / Unlawful Purposes: Users must NOT use Organizational networks, systems, or data for illegal or unlawful purposes. The organization will report and cooperate with law enforcement personnel regarding illegal activities discovered on organizational assets.
· Malicious Use / Circumvent Controls: Users must NOT maliciously use or attempt to tamper, disengage, or circumvent Organizational security policies, standards, or controls including (but not limited to) the following:	
· Denial of Service: Users must NOT use software or techniques that would cause a denial of service to other users of Organizational networks, systems, or data. 
· Interception of Data: Users must NOT use software or techniques that would allow the interception of Organizational data.
· Malicious Programs: Users must NOT introduce malicious programs, viruses, trojans, etc. into Organizational networks, systems, or data.
· Port Scanning: Users must NOT use software or techniques to scan for available networks or system services (ports).
· Misuse of Systems/Data: Users must NOT view, copy, alter, or destroy data, software, documentation, or data communications belonging to the Organization or another individual without authorization.
· Personal / Commercial Use - Limited: Users must NOT use Organizational Systems for any personal or commercial reasons without authorization. 
· Personal Devices: Users must NOT connect personal devices to the organization’s network or systems without authorization.
· Personal Email Use: Users shall NOT connect to consumer email systems (e.g., Gmail, Hotmail, Yahoo, Etc.) using Organizational Workstations / Devices without prior management approval. 
· Social Media: Users must NOT attempt to represent the organization or use organizational email addresses in matters unrelated to official authorized job duties or responsibilities on Social Media sites or applications. When accessing social media sites during personal time using personal resources, users are expected to conduct themselves in a responsible, professional, and secure manner. This includes exercising caution when making references to the Organization.
· Solicitation: Users must NOT use Organizational systems to circulate unauthorized solicitations or advertisements for non-organizational purposes, including religious, political, or not-for-profit entities.

	PL-04.b
	Acknowledge Rules of Behavior Before Access Authorization: [System Administrator Role] should receive a documented acknowledgment from such individuals, indicating that they have read, understand, and agree to abide by the rules of behavior, before authorizing access to information and the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-04.c
	Update Behavior Rules Regularly: [CIO or CISO Role] should review and update the rules of behavior [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	PL-04.d
	Re-acknowledge Updated Rules of Behavior: [CIO or CISO Role] shall require individuals who have acknowledged a previous version of the rules of behavior to read and re-acknowledge [frequency – at least annually] and when the rules are revised or updated.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	PL-04(01)
	Implement Rules of Behavior: [CIO or CISO Role] shall implement restrictions within the rules of behavior.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-04(01)(a)
	Social Media Usage: [Users] shall not use social media, social networking sites, and external sites/applications.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-04(01)(b)
	Posting Organizational Information: [Users] shall not post organizational information on public websites.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-04(1)(c)
	Use Identifiers for External Accounts Creation: [System Administrator Role] shall not use  organization-provided identifiers (e.g., email addresses) and authentication secrets (e.g., passwords) for creating accounts on external sites/applications, except as authorized on a published allow list maintained by [CIO or CISO Role].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONCEPT OF OPERATIONS (CONOPS) (PL-07)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: The CONOPS is a living document that requires updating throughout the system development life cycle. For example, during system design reviews, the concept of operations is checked to ensure that it remains consistent with the design for controls, the system architecture, and the operational procedures. The CONOPS may be included in the security or privacy plans for the system or in other system development life cycle documents. 
	PL-07.a
	Develop System's Security and Privacy Operations Concept: [CIO or CISO Role] should develop a CONOPS for the system describing how the organization intends to operate the system from the perspective of information security and privacy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-07.b
	Update CONOPS Regularly: [CIO or CISO Role] should review and update the CONOPS [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}


SECURITY AND PRIVACY ARCHITECTURES (PL-08)
Policy References: 
CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The security and privacy architectures at the system level are consistent with the organization-wide security and privacy architectures described in PM-7, which are integral to and developed as part of the enterprise architecture. The architectures include an architectural description, the allocation of security and privacy functionality (including controls), security- and privacy-related information for external interfaces, information being exchanged across the interfaces, and the protection mechanisms associated with each interface.
	PL-08.a
	Develop System Security and Privacy Architectures: [System Owner Role] shall develop security and privacy architectures for the system that are compatible and leverage the [Enterprise Architecture (PM-07)].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-08.a.1
	Protect Information Approach Requirement: [CIO or CISO Role] shall describe the requirements and approach to be taken for protecting the confidentiality, integrity, and availability of organizational information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-08.a.2
	Minimize Privacy Risk in Processing Personal Information: [System Administrator Role] shall describe the requirements and approach to be taken for processing personally identifiable information to minimize privacy risk to individuals.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-08.a.3
	Integrate Architectures into Enterprise Structure: [System Administrator Role] shall describe how the architectures are integrated into and support the enterprise architecture.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-08.a.4
	Describe External Systems Dependencies: [System Administrator Role] shall describe any assumptions about, and dependencies on, external systems and services.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PL-08.b
	Update Enterprise Architecture Regularly: [System Administrator Role] shall review and update the architectures [frequency – at least annually] to reflect changes in the enterprise architecture.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are reviewed and updated. The established best practice is “at least annually”.}

	PL-08.c
	Incorporate Architectural Changes in Security and Privacy Plans: [CIO or CISO Role] shall reflect planned architecture changes in security and privacy plans, Concept of Operations (CONOPS), criticality analysis, organizational procedures, and procurements and acquisitions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CENTRAL MANAGEMENT (PL-09)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Central management refers to organization-wide management and implementation of selected controls and processes. This includes planning, implementing, assessing, authorizing, and monitoring the organization-defined, centrally managed controls and processes.
	PL-09
	Manage Assigned Controls and Processes: [CIO or CISO Role] should centrally manage [controls and related processes].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


BASELINE SELECTION (PL-10)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Control baselines are predefined sets of controls specifically assembled to address the protection needs of a group, organization, or community of interest. Controls are chosen for baselines to either satisfy mandates imposed by laws, executive orders, directives, regulations, policies, standards, and guidelines or address threats common to all users of the baseline under the assumptions specific to the baseline. Baselines represent a starting point for the protection of private information, and information systems with subsequent tailoring actions to manage risk in accordance with mission, business, or other constraints.
	PL-10
	Choose System Control Baseline: [System Administrator Role] should select a control baseline for the system as defined in [Baseline Configuration (CM-02) Policy].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}





BASELINE TAILORING (PL-11)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: The concept of tailoring allows organizations to specialize or customize a set of baseline controls by applying a defined set of tailoring actions. Tailoring actions facilitate such specialization and customization by allowing organizations to develop security and privacy plans that reflect their specific mission and business functions, the environments where their systems operate, the threats and vulnerabilities that can affect their systems, and any other conditions or situations that can impact their mission or business success.
	PL-11
	Apply Tailoring Actions to Control Baseline: [System Owner Role] should tailor the selected control baseline by applying specified tailoring actions to the [Baseline Confirguration (CM-02) Policy].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Planning Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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