POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network.   Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate.  To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard.  This information security policy satisfies NIST 800-53 standards for program management and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Program Management Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Program Management Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Program Management Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
INFORMATION SECURITY PROGRAM PLAN (PM-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: An information security program plan is a formal document that provides an overview of the security requirements for an organization-wide information security program and describes the program management controls and common controls in place or planned for meeting those requirements.
	PM-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Program Management Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	PM-01.a.1
	Overview of Security Program Requirements and Controls: [CIO or CISO Role] shall provides an overview of the requirements for the security program and a description of the security program management controls and common controls in place or planned for meeting those requirements.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-01.a.2
	Assign Roles and Responsibilities: [CIO or CISO Role] shall include the identification and assignment of roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-01.a.3
	Coordinate Information Security Entities: [CIO or CISO Role] shall ensure the coordination among organizational entities responsible for information security.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-01.a.4
	Approve Risk by Senior Official: Program Management Policy shall be approved by a senior official with responsibility and accountability for the risk being incurred to organizational operations (including mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-01.b
	Update Security Program Plan: [CIO or CISO Role] shall review and update the organization-wide information security program plan [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	PM-01.c
	Protect Information Security Program Plan: [CIO or CISO Role] shall protect the information security program plan from unauthorized disclosure and modification.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION SECURITY PROGRAM LEADERSHIP ROLE (PM-02)
Policy References: 
CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: ID.AM-6, ID.GV-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The senior agency information security officer is an organizational official. For federal agencies (as defined by applicable laws, executive orders, regulations, directives, policies, and standards), this official is the senior agency information security officer. Organizations may also refer to this official as the senior information security officer or chief information security officer.
	PM-02
	Assign Senior Information Security Officer: [CIO or CISO Role] shall appoint a senior agency information security officer with the mission and resources to coordinate, develop, implement, and maintain an organization-wide information security program.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION SECURITY AND PRIVACY RESOURCES (PM-03)
Policy References: 
CSF 2.0: GV.RM-03, GV.RR-03, PR.IR-04
CSF 1.1: ID.GV-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations consider establishing champions for information security and privacy and, as part of including the necessary resources, assign specialized expertise and resources as needed. Organizations may designate and empower an Investment Review Board or similar group to manage and provide oversight for the information security and privacy aspects of the capital planning and investment control process.
	PM-03.a
	Include Resources in Capital Planning and Investment Requests: Program management policies shall include the resources needed to implement the information security and privacy programs in capital planning and investment requests and document all exceptions to this requirement.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-03.b
	Prepare Investment Request Documentation: [CIO or CISO Role] shall prepare documentation required for addressing information security and privacy programs in capital planning and investment requests in accordance with applicable laws, executive orders, directives, policies, regulations, standards.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-03.c
	Allocate Security and Privacy Resources: [CIO or CISO Role] shall make available for expenditure, the planned information security and privacy resources.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PLAN OF ACTION AND MILESTONES PROCESS (PM-04)
Policy References: 
CSF 2.0: GV.OV-03, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6, RS.AN-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The plan of action and milestones is a key organizational document and is subject to reporting requirements established by the Office of Management and Budget. Organizations develop plans of action and milestones with an organization-wide perspective, prioritizing risk response actions and ensuring consistency with the goals and objectives of the organization. Plan of action and milestones updates are based on findings from control assessments and continuous monitoring activities.
	PM-04.a
	Ensure Action Plans and Milestones Implementation: [CIO or CISO Role] shall implement a process to ensure that plans of action and milestones for the information security, privacy, and supply chain risk management programs and associated organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Risk Mitigation:
Plans of action and milestones (POAMs) are important documents in organizational security programs. Organizations use POAMs to describe how unsatisfied security requirements will be met and how planned mitigations will be implemented.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
The organization shall ensure that the following elements are considered as part of all POAM activities.
· Risk Mitigation Planning: For all risks identified, the Organization shall establish a Plan of Action and Milestones (POAM) to formally document the risk and detail the steps that will be taken to mitigate the risk. 
· Immediate Risk Mitigation: If an identified risk can be mitigated immediately, appropriate steps shall be taken without delay to address the risk before creating a Plan of Action and Milestones (POAM). 
· Plan Updates: The Organization shall update its Plan of Action and Milestones (POAM) regularly, based on outputs from security assessments, audits, reviews, and continuous monitoring activities. 
· Inclusion of Risk-based Decisions: The Organization shall consider the system security plans and Plan of Action and Milestones (POAM) when deciding whether to process, store, or transmit Confidential or Restricted data.

	PM-04.a.1
	Develop a POAM Process.: [CIO or CISO Role] shall be developed and maintained.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-04.a.2
	Document Remedial Security Actions: [CIO or CISO Role] shall document the remedial information security, privacy, and supply chain risk management actions to adequately respond to risk to organizational operations and assets, individuals, other organizations, and the Nation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-04.a.3
	Report Compliance: [CIO or CISO Role] shall report POAMs in accordance with established reporting requirements.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-04.b
	Review Consistency of POAMs: [CIO or CISO Role] shall review POAMs for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM INVENTORY (PM-05)
Policy References: 
CSF 2.0: ID.AM-01, ID.AM-02
CSF 1.1: ID.AM-1, ID.AM-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The Office of Management and Budget (OMB) Circular A-130 provides guidance on developing systems inventories and associated reporting requirements. System inventory refers to an organization-wide inventory of systems, not system components as described in CM-8.
	PM-05
	Update System Inventory: [System Administrator Role] shall develop and update [frequency – at least annually] an inventory of organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
Sample Standard – System Inventory
Effective system and data protection begins with a comprehensive understanding of the organization's assets to include systems and data. The organization shall maintain an up-to-date System of Record (Inventory) that accurately reflects the Sensitivity, Criticality, Compliance, Protections, and Disposal of all data. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
Frequency of Inventory: System and Data Owners shall conduct an inventory of systems and data on an annual basis or when major changes to systems occur. CM-08.b and CM-08(01)
System / Data Owner Assignment: A System and/or Data Owner shall be associated with all systems and data tracked within the System of Record. The System Owner may also be designated as the Data Owner.
Inventory Elements: System and Data Owners shall update the Inventory records for systems and data assigned to them. Inventory Reporting ensures that all data is accounted for and managed in line with the organization's data policies, standards, and controls. As new systems and data are created, and existing systems and data are modified or deleted, the inventory shall be updated. The following fields are mandatory for all systems processing Confidential or Restricted Data.
· ID: Unique identifier for the dataset.  
· Description: A detailed description of what the data element represents and includes.
· Data Owner: The individual or department responsible for the data's accuracy, privacy, and security.
· Data Name: A descriptive name of the data element or field.
· Data Classification - Sensitivity: Indicates the sensitivity level of the data (e.g., public, internal, confidential, restricted).
· Data Classification - Criticality: Indicates the criticality level of the data (e.g., non-critical, critical, mission-critical).
· Data Classification - Compliance: Indicates the relevant compliance requirements the data is beholden to (e.g., GLBA, HIPAA, FERPA, PCI/DSS).
· Data Retention Period: How long the data is to be kept before it is deleted or archived.
· Data Type: The nature or type of data (e.g., personal, financial, operational).
· Data Format: The format or structure of the data (e.g., text, numeric, date, binary). For example, XLS, XSLX, CSV, JPEG, SQL DB, ODS, JSON, GEOJSON, etc… 
· Source System(s): The system(s) where the data originates or is captured.
· Server Contact Info: Primary contact(s) and backup contact
· Server Location: Building, room number, rack, etc…
· Server Hostname / IP Address: Server Hostnames and IP Addresses
· Hardware and OS Info: Document the server’s manufacturer and operating system, including version.
· Server Purpose: Main functions and applications, if applicable
· SDLC Phase: The current SDLC Phase of System
· Creation Date: The date the data was created.
· Location: Where the data is stored (e.g., specific databases, cloud storage).
· Purpose of Use: The reason(s) why the data is collected and how it is intended to be used.
· Data Sharing: Any internal or external entities with which the data is shared.
· Change History: A log of changes made to the data element, including updates to its structure, usage, or governance policies.
· System Components (CM-08): Associated system components.


MEASURES OF PERFORMANCE (PM-06)
Policy References: 
CSF 2.0: GV.OV-03
CSF 1.1: PR.IP-7
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Measures of performance are outcome-based metrics used by an organization to measure the effectiveness or efficiency of the information security and privacy programs and the controls employed in support of the program. To facilitate security and privacy risk management, organizations consider aligning measures of performance with the organizational risk tolerance as defined in the risk management strategy.
	PM-06
	Monitor Security Measures Performance: [CIO or CISO Role] shall develop, monitor, and report on the results of information security and privacy measures of performance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ENTERPRISE ARCHITECTURE (PM-07)
Policy References: 
CSF 2.0: ID.AM-03
CSF 1.1: ID.GV-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations have many options for responding to risk including mitigating risk by implementing new controls or strengthening existing controls, accepting risk with appropriate justification or rationale, sharing or transferring risk, or avoiding risk. The risk tolerance of the organization influences risk response decisions and actions. Risk response addresses the need to determine an appropriate response to risk before generating a plan of action and milestones entry.
	PM-07
	Maintain Enterprise Architecture With Security Considerations: [System Administrator Role] shall develop and maintain an enterprise architecture with consideration for information security, privacy, and the resulting risk to organizational operations and assets, individuals, other organizations, and the Nation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Security Reference Architecture - Defense in Depth:
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
A Defense in Depth strategy employs multiple layers of defense to protect an organization's assets and information systems. This approach is based on the principle that no single security measure is sufficient to defend against all potential threats. Instead, a series of defensive mechanisms are layered throughout an organization's infrastructure to create a robust security posture that can prevent, detect, and respond to various types of threats. 
[image: A diagram of security systems]

The following layers are essential to adopting a Defense in Depth (DiD) strategy: 
Perimeter Security: Perimeter security serves as the initial barrier that protects the organization's network boundaries from external threats by using devices like firewalls and intrusion detection systems to monitor and control access.
· Data Loss Prevention (DLP): A system that has the ability to identify, monitor and protect data in use, in transit, and at rest using deep packet inspection, contextual security analysis, all within a centralized management framework to prevent unauthorized data transmission. 
· Demilitarized Zone (DMZ): An interface on a router or firewall that applies security policies to traffic moving between the internet into a protected network zone that is separate from internal networks.
· Firewall – Gateway: A gateway that limits access from Internet to Organizational Networks in accordance with local security policy.
· Honeypot: A system designed to lure potential hackers, akin to how honey attracts bears.
· Intrusion Detection / Prevention System (IDS/IPS) – Gateway: A system that monitors for unusual network activity OUTSIDE of gateway firewall.
· Intelligence Feeds: Data streams providing real-time or near real-time information about potential cyber threats, vulnerabilities, and other related data from multiple sources to help organizations understand and counteract cyber threats.
· NetFlow: A network protocol that collects IP traffic information as records and measures network traffic flow for the purpose of network monitoring, planning, traffic analysis, and IP accounting.
Network Security: Network security involves implementing protective measures and technologies to secure the infrastructure and data from unauthorized access, attacks, and misuse.
· Firewall – Internal: A network device that limits access between Organizational Networks in accordance with local security policy.
· Intrusion Detection / Prevention System (IDS/IPS) – Internal: A system that monitors for unusual network activity INSIDE of gateway firewall.
· Mail Gateway: A System that processes and filters incoming and outgoing email to protect the organization from threats like spam, phishing, and malware.
· Multi Factor Authentication: A method to verify the identity of a user, process, or device, such as a password or token.
· Network Access Controls: A firewall feature that permits access based on user credentials and health checks results of the remote client device. 
· Proxy: A System that processes specific types of network traffic by breaking the connection between client and server, thereby increasing security by making it harder for attackers to obtain details of the internal network. 
· Remote Access: A system used to control access to an organizational network by a user (or another system) communicating through an external, non-organization-controlled network (e.g., the Internet).
· Routers / Switch Logs: A log of activities generated by Network Routers and Switches.
· Virtual Private Network: A secured system connection using tunneling, security measures, and endpoint address conversion to mimic a private line.
· Wireless Security: A System used to provide protection measures in a wireless network to prevent unauthorized access, misuse, malfunction, modification, or denial of network-accessible resources. 
Endpoint Security: Endpoint security focuses on protecting individual devices (such as workstations, mobile devices) that connect to the network, ensuring they are not exploited by malicious actors or software.
· Anti-Virus: Software that detects, prevents, and manages malware threats in a computer or network.
· Configuration / Patch Management: The process of maintaining, updating and correcting flaws in a system or network's software through methodically managing changes to prevent security loopholes and improve system performance.
· Firewall – Host: Software controlling network access between a host and networks based on local security policy.
· Intrusion Detection / Prevention System (IDS/IPS) – Host: Software that monitors for unusual network activity being sent or received by a host.
· MDR / XDR: Managed Detection and Response / Extended Detection and Response are cybersecurity services that combine technology and skills to detect, analyze, and respond to security incidents while XDR improves on this by integrating multiple security tools for increased visibility and response capabilities.
· Operating System Logs: A log of activities generated by Operating Systems. 
Application Security: Application security encompasses the methods and tools used to protect applications from threats by identifying, fixing, and preventing security vulnerabilities throughout the application lifecycle.
· Application Logs: A log of activities generated by Applications.
· Code Testing: The process of evaluating the code or software to identify any errors, defects, or vulnerabilities in it before it is deployed or implemented.
· SQL Inspection: A System that examines inbound and outbound Database network traffic to identify and block SQL threats.
· Web Application Firewall: A WAF or web application firewall helps protect web applications by filtering and monitoring HTTP traffic between a web application and the Internet.
· Web Inspection: A System that examines inbound and outbound web traffic to identify and block threats.
Data Security: Data security refers to the protection of data from unauthorized access, corruption, or theft throughout its lifecycle, using controls like encryption, access management, and compliance with regulations.
· Data Encryption: A security method where information is encoded and can only be accessed or decrypted by a user with the correct encryption key.
· Identity and Access Management: Identity management essentially involves setting up and managing user roles and access privileges in a network system.
Command and Control: Command and control refers to Systems that enable Incident Response Teams to detect and respond to Security Incidents or Events of Interest.  
· SIEM / Log Management: Security Information and Event Management (SIEM) / Log Management is a technology that collects, correlates, and analyzes log and event data from various systems, providing real-time threat detection, event correlation, and incident response capabilities.
· Security Orchestration, Automation, and Response (SOAR): A System that automates the most mundane and time-consuming tasks in a Security Operations Center (SOC).
Ticketing, Workflow, Incident Tracking: A system or process used to capture, manage, and resolve incidents, requests, and other issues in an organized and structured way, used for managing workflow in cybersecurity environments.
Sample Standard - Security Reference Architecture – Elements:
The SRA shall include the following elements at minimum: 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
SRA Controls: All Systems Owners and Administrators shall include the SRA and the following Control Elements into the design of their Systems. Implementation of these standards and controls shall be documented in the System Security Plan.
	SRA - Control Elements (SAMPLE)

	Defense in Depth
	Function / Description
	Product
	Vendor

	Perimeter Security -
Gateway Firewall
	A gateway that limits access from Internet to Organizational networks in accordance with local security policy.
	NG Firewall
	Palo Alto

	Network Security - VPN
	A secured system connection using tunneling, security measures, and endpoint address conversion to mimic a private line.
	AnyConnect VPN
	Cisco

	Network Security – IDS/IPS
	A system that monitors for unusual network activity OUTSIDE of gateway firewall.
	Cisco Secure IPS (NGIPS)
	Cisco

	Endpoint Security - XDR
	Managed Detection and Response / Extended Detection and Response are cybersecurity services that combine technology and skills to detect, analyze, and respond to security incidents while XDR improves on this by integrating multiple security tools for increased visibility and response capabilities.
	Falcon Insight XDR
	CrowdStrike

	Endpoint Security -Microsoft OS Logs
	Windows default audit policy settings, baseline recommended audit policy settings, and the more aggressive recommendations from Microsoft, for workstation and server products.
	Audit Policy
	Microsoft

	Application Security - WAF
	A security solution that monitors, filters, and blocks malicious HTTP/HTTPS traffic to and from web applications to prevent various application-level attacks.
	Cloudflare WAF
	Cloudflare

	Data Security – IAM
	Identity management essentially involves setting up and managing user roles and access privileges in a network system.
	IAM
	Okta

	Command and Control – SIEM
	Security Information and Event Management (SIEM) / Log Management is a technology that collects, correlates, and analyzes log and event data from various systems, providing real-time threat detection, event correlation, and incident response capabilities.
	SIEM
	Splunk

	Command and Control – SOAR
	A System that automates the most mundane and time-consuming tasks in a Security Operations Center (SOC).
	Cortex XSOAR
	Palo Alto





CRITICAL INFRASTRUCTURE PLAN (PM-08)
Policy References: 
CSF 2.0: GV.OC-04, RC.RP-04
CSF 1.1: ID.BE-2, ID.BE-4, ID.RM-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Protection strategies are based on the prioritization of critical assets and resources. The requirement and guidance for defining critical infrastructure and key resources and for preparing an associated critical infrastructure protection plan are found in applicable laws, executive orders, directives, policies, regulations, standards, and guidelines.
	PM-08
	Address Issues in Infrastructure Protection Plan: [CIO or CISO Role] shall address information security and privacy issues in the development, documentation, and updating of a critical infrastructure and key resources protection plan.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


RISK MANAGEMENT STRATEGY (PM-09)
Policy References: 
CSF 2.0: GV.OC-02, GV.RM-01, GV.RM-02, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, ID.RA-04, ID.RA-06, PR.IR-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.GV-4, ID.RA-4, ID.RA-6, ID.RM-1, ID.RM-2, ID.RM-3, ID.SC-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: An organization-wide risk management strategy includes an expression of the security and privacy risk tolerance for the organization, security and privacy risk mitigation strategies, acceptable risk assessment methodologies, a process for evaluating security and privacy risk across the organization with respect to the organization’s risk tolerance, and approaches for monitoring risk over time.
	PM-09.a
	Risk Management Strategy: [CIO or CISO Role] shall develop a comprehensive risk management strategy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Risk Management Framework:
Risk management is a holistic activity that affects every aspect of the organization including the mission, business planning activities, the enterprise IT architecture, identification of new systems, system acquisition, system implementation, system operations, and system disposal. 
This Risk Management Framework (RMF) is structured to provide an overlay to common Information Technology System Development Lifecycles (SDLC) phases. This ensures that Risk Management is engrained into the full lifecycle of a system and not added on as an afterthought. In support of this goal: 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
All new Systems and Systems requiring significant modification or upgrade shall implement the following Risk Management Framework (RMF) functions as part of the five common SDLC Phases prior to the System being used in production. This Standard is derived from the NIST SP 800-37 Risk Management Framework for Information Systems and Organizations and ITL Bulletin for Security Considerations in the System Development Life Cycle. 

[image: A diagram of a system development lifecycle]
Figure - RMF functions as part of the SDLC

Phase 1 - Initiation: During the initiation or identification phase of an SDLC, the organization shall establish the need for a system and document its purpose. Security planning shall begin in the initiation phase with the identification of key security policies, standards, and controls to be carried out in the development of the system. The information to be processed, transmitted, or stored is evaluated for security requirements, and all stakeholders should have a common understanding of the security considerations. 
1. Identification: The Organization shall establish and approve the need for new systems or systems requiring significant modification or upgrade.
2. System Security Plan - Initial: System Owners shall begin defining and documenting the System’s Security Standards and Controls by establishing the initial System Security Plan.
· Define and record the System’s Data Classification in the Organization’s System of Record (Inventory).
· Identify and record key security roles (stakeholders) and their responsibilities.
· Identify, Evaluate, and Document the Organizational security Policies, Standards, and Controls for the system including the information to be processed, transmitted, or stored.
· Identify, Evaluate, and Document applicable regulatory requirements or laws that govern the use of the system.
3. Approval to Acquire: Upon completion of the RMF based tasks in this phase, the System Security Plan shall be presented for Review and Approval as part of the Change Control Process.
· The System shall not advance to the Acquisition / Development Phase until approval is granted and recorded in System of Record (Inventory).

Phase 2 - Acquisition / Development: During the acquisition and development phase, the system is designed, purchased, programmed, developed, or otherwise constructed. Key activities in this phase are to establish a system security hardening baseline; establish the security architecture and monitoring strategy; perform functional and security testing; perform an initial risk assessment to determine risks to operations, assets, and individuals; and update the System Security Plan for approval to next phase of SDLC. 
1. Security Architecture, Security Baseline, and Continuous Monitoring: All systems shall adopt and adhere to the Organization’s Security Reference Architecture, System Security Baseline, and Continuous Monitoring Policies and Standards.
2. Security Testing - Initial: All systems shall undergo Security Testing to ensure that all critical features and security controls work as intended as defined in the System Security Plan. 
· For Systems with a Data Classification of Mission Critical, the System is required to maintain a development environment that is separate from the production environment dedicated to development and testing purposes.
3. Risk Assessment - Initial: All systems shall undergo an Initial Risk Assessment.
4. System Security Plan - Update: The organization shall update and refine the System Security Plan to include:
· Update documentation to reflect the System’s Data Classification in the Organization’s System of Record (Inventory).
· Update documentation to reflect the security Policies, Standards and Controls for the system including the information to be processed, transmitted, or stored.
· Update documentation to reflect the Security Architecture, Security Baseline, and Continuous Monitoring Standards as established in Step 1. 
· Update documentation to reflect the Security Test Plan, Results, and Mitigation Items / Plans as established in Step 2.
· Update documentation to reflect the Risk Assessment Plan, Results, and Mitigation Items / Plans as established in Step 3.
5. Approval to Implement: Upon completion of the tasks in this phase, the System Security Plan shall be presented for Review and Approval as part of the Change Control Process.
· The System shall not advance to the Implementation / Assessment Phase until approval is granted and recorded in System of Record (Inventory).

Phase 3 - Implementation / Assessment: In the implementation / assessment phase, the Organization configures and enables system security controls, tests the functionality of these controls, installs or implements the system, and obtains a formal authorization to operate the system. System Security Plan reviews and system tests should be performed before placing the system into operation to ensure that it meets all required security specifications.
1. Security Controls and Continuous Monitoring: All defined Security Controls shall be implemented as documented in the approved System Security Plan. All Security Controls shall be Continuously Monitored to ensure the system is performing as designed with the ability to detect Security Incidents. 
2. Security Testing - Full: All systems shall undergo Security Testing to ensure that all critical features and security controls work as intended.
· The System shall not be granted Approval to Operate until all Security Testing Findings are documented and mitigated to a satisfactory level.
3. Risk Assessment - Full: All systems shall undergo a Full Risk Assessment. 
· The System shall not be granted Approval to Operate until all Risk Assessment Findings are documented and mitigated to a satisfactory level.
4. System Security Plan - Update: The organization shall update and refine the System Security Plan to include:
· Update documentation to reflect the System’s Data Classification in the Organization’s System of Record (Inventory).
· Update documentation to reflect the security Policies, Standards and Controls for the system including the information to be processed, transmitted, or stored.
· Update documentation to reflect the Security Architecture and Continuous Monitoring Standards as established in Step 1. 
· Update documentation to reflect the Security Test Plan, Results, and Mitigation Items / Plans as established in Step 2.
· Update documentation to reflect the Risk Assessment Plan, Results, and Mitigation Items / Plans as established in Step 3.
· Update document to reflect Statement of Residual Risk for all Security Testing and Risk Assessment findings that cannot be completely mitigated.
5. Approval to Operate: Upon completion of the tasks in this phase, the System Security Plan shall be presented for Review and Approval as part of the Change Control Process. 
· The System shall not advance to the Operations / Maintenance Phase until approval is granted and recorded in System of Record (Inventory).

Phase 4 - Operations / Maintenance: In the Operations / Maintenance Phase, systems and products are in place and operating, enhancements and/or modifications to the system are developed and tested, and hardware and software components are added or replaced. The organization should continuously monitor performance of the system to ensure that it is consistent with pre-established user and security requirements, and that needed system modifications are incorporated.
1. System Security Plan - Update: The organization shall update and refine the System Security Plan as changes to the system occur.
2. Configuration Management: All systems shall follow all Configuration Management Policy throughout the Operations / Maintenance Phase of the system’s life. 
3. Continuous Monitoring: All Security Controls shall be Continuously Monitored to ensure the system is performing as designed with the ability to detect Security Incidents.
4. Annual Assessments and Testing: All systems shall undergo all annual assessments and testing.

Phase 5 – Disposal / Sunset: In the Disposal / Sunset Phase, plans are developed for discarding system information, hardware, and software and making the transition to a new system. The information, hardware, and software may be moved to another system, archived, discarded, or destroyed.
1. System Security Plan: The organization shall update and refine the System Security Plan to include:
· Transition Planning and System Disposal: Develop and execute a Disposal Plan for properly discarding or archiving system information, hardware, software and data per the Data Disposal Policy.
2. Certification of Disposal: Upon completion of the tasks in this phase, the System Security Plan shall be presented for Review and Approval as part of the Change Control Process. The System shall not advance to the Operations / Maintenance Phase until approval is granted and recorded in System of Record (Inventory).


	PM-09.a.1
	Assess Security Risk: [CIO or CISO Role] shall manage security risk to organizational operations and assets, individuals, other organizations, and the Nation associated with the operation and use of organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-09.a.2
	Mitigate Privacy Risk: [System Administrator Role] shall manage privacy risk to individuals resulting from the authorized processing of personally identifiable information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-09.b
	Consistent Risk Management Implementation: [CIO or CISO Role] shall implement the risk management strategy consistently across the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-09.c
	Update Risk Management Strategy: [CIO or CISO Role] shall review and update the risk management strategy [frequency – at least annually] or as required, to address organizational changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


AUTHORIZATION PROCESS (PM-10)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: ID.GV-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Authorization processes for organizational systems and environments of operation require the implementation of an organization-wide risk management process and associated security and privacy standards and guidelines. Specific roles for risk management processes include a risk executive (function) and designated authorizing officials for each organizational system and common control provider.
	PM-10.a
	Manage System Security and Authorization Processes: [CIO or CISO Role] shall manage the security and privacy state of organizational systems and the environments in which those systems operate through authorization processes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-10.b
	Assign Risk Management Roles: [CIO or CISO Role] shall designate individuals to fulfill specific roles and responsibilities within the organizational risk management process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-10.c
	Integrate Authorization into Risk Management Program: [CIO or CISO Role] shall integrate the authorization processes into an organization-wide risk management program.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


MISSION AND BUSINESS PROCESS DEFINITION (PM-11)
Policy References: 
CSF 2.0: GV.OC-01, GV.OC-04, GV.OC-05, ID.RA-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.BE-3, ID.GV-4, ID.RA-4, ID.RM-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Protection needs are technology-independent capabilities that are required to counter threats to organizations, individuals, systems, and the Nation through the compromise of information (i.e., loss of confidentiality, integrity, availability, or privacy). Information protection and personally identifiable information processing needs are derived from the mission and business needs defined by organizational stakeholders, the mission and business processes designed to meet those needs, and the organizational risk management strategy. Information protection and personally identifiable information processing needs determine the required controls for the organization and the systems.
	PM-11.a
	Define Mission and Business Processes: [CIO or CISO Role] shall define organizational mission and business processes with consideration for information security and privacy and the resulting risk to organizational operations, organizational assets, individuals, other organizations, and the Nation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-11.b
	Identify Protection Needs for Mission and Business Processes: [System Administrator Role] shall determine information protection and personally identifiable information processing needs arising from the defined mission and business processes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-11.c
	Revise Mission and Business Processes: [CIO or CISO Role] shall review and revise the mission and business processes [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


INSIDER THREAT PROGRAM (PM-12)
Policy References: 
CSF 2.0: ID.RA-03
CSF 1.1: ID.RA-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations that handle classified information are required, under Federal Executive Order 13587  and the National Insider Threat Policy (NITP), to establish insider threat programs. The same standards and guidelines that apply to insider threat programs in classified environments can also be employed effectively to improve the security of controlled unclassified and other information in non-national security systems. Insider threat programs include controls to detect and prevent malicious insider activity through the centralized integration and analysis of both technical and nontechnical information to identify potential insider threat concerns.
	PM-12
	Establish Insider Threat Program: [CIO or CISO Role] shall implement an insider threat program that includes a cross-discipline insider threat incident handling team.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SECURITY AND PRIVACY WORKFORCE (PM-13)
Policy References: 
CSF 2.0: GV.RR-02, GV.RR-04
CSF 1.1: PR.AT-1, PR.AT-2, PR.AT-4, PR.AT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Security and privacy workforce development and improvement programs include: defining the knowledge, skills, and abilities needed to perform security and privacy duties and tasks; developing role-based training programs for individuals assigned security and privacy roles and responsibilities; and providing standards and guidelines for measuring and building individual qualifications for incumbents and applicants for security- and privacy-related positions.
	PM-13
	Develop Workforce Improvement Program: [CISO and Human Resources Manager] shall establish a security and privacy workforce development and improvement program.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


TESTING, TRAINING, AND MONITORING (PM-14)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.AT-1, PR.IP-10, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: A process for organization-wide security and privacy testing, training, and monitoring helps ensure that organizations provide oversight for testing, training, and monitoring activities and that those activities are coordinated. With the growing importance of continuous monitoring programs, the implementation of information security and privacy across the three levels of the risk management hierarchy and the widespread use of common controls, organizations coordinate and consolidate the testing and monitoring activities that are routinely conducted as part of ongoing assessments supporting a variety of controls.
	PM-14.a
	Ensure Security Testing and Training Process: [CIO or CISO Role] shall implement a process for ensuring that organizational plans for conducting security and privacy testing, training, and monitoring activities associated with organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-14.a.1
	Develop and Maintain Procedures: Program management policies shall be developed and maintained.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-14.a.2
	Persist Execution: Program management policies shall continue to be executed.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-14.b
	Review Consistency of Risk Management Plans: [CIO or CISO Role] shall review testing, training, and monitoring plans for consistency with the organizational risk management strategy and organization-wide priorities for risk response actions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SECURITY AND PRIVACY GROUPS AND ASSOCIATIONS (PM-15)
Policy References: 
CSF 2.0: ID.RA-02, DE.AE-06
CSF 1.1: ID.RA-1, ID.RA-2, RS.CO-5, RS.AN-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Ongoing contact with security and privacy groups and associations is important in an environment of rapidly changing technologies and threats. Groups and associations include special interest groups, professional associations, forums, news groups, user groups, and peer groups of security and privacy professionals in similar organizations. Organizations select security and privacy groups and associations based on mission and business functions. Organizations share threat, vulnerability, and incident information as well as contextual insights, compliance techniques, and privacy problems consistent with applicable laws, executive orders, directives, policies, regulations, standards, and guidelines.
	PM-15
	Engage With Security and Privacy Communities: [CIO or CISO Role] shall establish and institutionalize contact with selected groups and associations within the security and privacy communities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-15.a
	Facilitate Education and Training: [CIO or CISO Role] shall facilitate ongoing security and privacy education and training for organizational personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-15.b
	Maintain Current Security Practices: [CIO or CISO Role] shall stay current with recommended security and privacy practices, techniques, and technologies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-15.c
	Share Security and Privacy Information: [CIO or CISO Role] shall share current security and privacy information, including threats, vulnerabilities, and incidents.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


THREAT AWARENESS PROGRAM (PM-16)
Policy References: 
CSF 2.0: ID.RA-02, ID.RA-03, ID.RA-05, DE.AE-03, DE.AE-06, DE.AE-07
CSF 1.1: ID.RA-2, ID.RA-3, ID.RA-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Because of the constantly changing and increasing sophistication of adversaries, especially the advanced persistent threat (APT), it may be more likely that adversaries can successfully breach or compromise organizational systems. One of the best techniques to address this concern is for organizations to share threat information, including threat events (i.e., tactics, techniques, and procedures) that organizations have experienced, mitigations that organizations have found are effective against certain types of threats, and threat intelligence (i.e., indications and warnings about threats).
	PM-16
	Establish Cross-Organization Threat Awareness Program: [CIO or CISO Role] shall implement a threat awareness program that includes a cross-organization information-sharing capability for threat intelligence.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PROTECTING CONTROLLED UNCLASSIFIED INFORMATION ON EXTERNAL SYSTEMS (PM-17)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Controlled unclassified information (CUI) is defined by the National Archives and Records Administration along with the safeguarding and dissemination requirements for such information.  Definitions and standards for CUI are codified in 32 CFR 2002 and, specifically for systems external to the federal organization, in 32 CFR 2002.14h. The policy prescribes the specific use and conditions to be implemented in accordance with organizational procedures, including via its contracting processes.
	PM-17.a
	Implement Protection Requirements for Unclassified Information: [CIO or CISO Role] should establish policy and procedures to ensure that requirements for the protection of CUI  that is processed, stored or transmitted on external systems, are implemented in accordance with applicable laws, executive orders, directives, policies, regulations, and standards.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-17.b
	Update Policy and Procedures Regularly: [CIO or CISO Role] shall review and update the policy and procedures [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


PRIVACY PROGRAM PLAN (PM-18)
Policy References: 
CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: A privacy program plan is a formal document that provides an overview of an organization’s privacy program, including a description of the structure of the privacy program, the resources dedicated to the privacy program, the role of the senior agency official for privacy and other privacy officials and staff, the strategic goals and objectives of the privacy program, and the program management controls and common controls in place or planned for meeting applicable privacy requirements and managing privacy risks.
	PM-18.a
	Develop Organizational Privacy Program Plan: [CIO or CISO Role] shall develop and disseminate an organization-wide privacy program plan that provides an overview of the agency’s privacy program.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-18.a.1
	Describe Privacy Program Structure and Resources: Privacy program plan shall include a description of the structure of the privacy program and the resources dedicated to the privacy program.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-18.a.2
	Summarize Privacy Program Requirements and Controls: A privacy program plan shall include an overview of the requirements for the privacy program and a description of the privacy program management controls and common controls in place or planned for meeting those requirements.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-18.a.3
	Define Privacy Officials' Roles and Responsibilities: Privacy program plan shall include the role of the senior agency official for privacy and the identification and assignment of roles of other privacy officials and staff and their responsibilities.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-18.a.4
	Describe Management Commitment and Objectives: Privacy program plan shall describe management commitment, compliance, and the strategic goals and objectives of the privacy program.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-18.a.5
	Coordinate Privacy Aspects Among Entities: Privacy program plan shall reflect coordination among organizational entities responsible for the different aspects of privacy.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-18.a.6
	Senior Official Approval for Privacy Risk: Privacy program plan shall be approved by [senior official] with responsibility and accountability for the privacy risk being incurred to organizational operations (including mission, functions, image, and reputation), organizational assets, individuals, other organizations, and the Nation.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	PM-18.b
	Update and Address Changes in Plan: [CIO or CISO Role] shall update the plan [frequency – at least annually] to address changes in federal privacy laws and policy and organizational changes and problems identified during plan implementation or privacy control assessments.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


PRIVACY PROGRAM LEADERSHIP ROLE (PM-19)
Policy References: 
CSF 2.0: GV.RR-01, GV.RR-02, GV.OV-02, GV.SC-09
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The privacy officer is an organizational official. For federal agencies—as defined by applicable laws, executive orders, directives, regulations, policies, standards, and guidelines—this official is designated as the senior agency official for privacy. Organizations may also refer to this official as the chief privacy officer. The senior agency official for privacy also has roles on the data management board (see PM-23) and the data integrity board (see PM-24).
	PM-19
	Assign Senior Official for Privacy Coordination: [CIO or CISO Role] shall appoint a senior agency official for privacy with the authority, mission, accountability, and resources to coordinate, develop, and implement, applicable privacy requirements and manage privacy risks through the organization-wide privacy program.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}







DISSEMINATION OF PRIVACY PROGRAM INFORMATION (PM-20)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Federal agencies include public privacy impact assessments, system of records notices, computer matching notices and agreements,  Federal Privacy Act (PRIVACT) exemption and implementation rules, privacy reports, privacy policies, instructions for individuals making an access or amendment request, email addresses for questions/complaints, blogs, and periodic publications.
	PM-20
	Establish Central Privacy Program Webpage: [System Owner] shall maintain a central resource webpage on the organization’s principal public website that serves as a central source of information about the organization’s privacy program.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-20.a
	Public Access to Privacy Activities Communication: [CIO or CISO Role] ensures that the public has access to information about organizational privacy activities and can communicate with its senior agency official for privacy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-20.b
	Make Privacy Practices Publicly Available: [CIO or CISO Role] ensures that organizational privacy practices and reports are publicly available.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-20.c
	Establish Public Contact for Privacy Queries: [CIO or CISO Role] employs publicly facing email addresses and/or phone lines to enable the public to provide feedback and/or direct questions to privacy offices regarding privacy practices.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ACCOUNTING OF DISCLOSURES (PM-21)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: The purpose of accounting of disclosures is to allow individuals to learn to whom their personally identifiable information has been disclosed, to provide a basis for subsequently advising recipients of any corrected or disputed personally identifiable information, and to provide an audit trail for subsequent reviews of organizational compliance with conditions for disclosures.
	PM-21.a
	Maintain Disclosure Accounting of Personal Information: [System Administrator Role] shall  develop and maintain an accurate accounting of disclosures of personally identifiable information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-21.a.1
	Track Disclosure Information: [System Administrator Role] develops and maintains an accurate accounting of date, nature, and purpose of each disclosure.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-21.a.2
	Disclose Contact Information: [Individual or organization] shall develop and maintain an accurate accounting of the name and address, or other contact information of the individual or organization to which the disclosure was made.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-21.b
	Maintain Disclosure Accounting Records: [CIO or CISO Role] shall retain the accounting of disclosures for the length of the time the personally identifiable information is maintained or five years after the disclosure is made, whichever is longer.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-21.c
	Provide Disclosure Accounting on Request: [CIO or CISO Role] shall make the accounting of disclosures available to the individual to whom the personally identifiable information relates upon request.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PERSONALLY IDENTIFIABLE INFORMATION QUALITY MANAGEMENT (PM-22)
Policy References: 
CSF 2.0: ID.AM-08
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Personally identifiable information quality management includes steps that organizations take to confirm the accuracy and relevance of personally identifiable information throughout the information life cycle. The information life cycle includes the creation, collection, use, processing, storage, maintenance, dissemination, disclosure, and disposition of personally identifiable information. Organizational policies and procedures for personally identifiable information quality management are important because inaccurate or outdated personally identifiable information maintained by organizations may cause problems for individuals.
	PM-22
	Policy and Procedure Development: [CIO or CISO Role] shall develop and document organization-wide policies and procedures for quality management. 
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-22.a
	Review Personal Information Accuracy: [System Administrator Role] shall review for the accuracy, relevance, timeliness, and completeness of personally identifiable information across the information life cycle.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-22.b
	Update Personal Information: [System Administrator Role] shall correct or delete inaccurate or outdated personally identifiable information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-22.c
	Notify Corrections or Deletions of Personal Information: [CIO or CISO Role]  disseminates notice of corrected or deleted personally identifiable information to individuals or other appropriate entities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-22.d
	Appeal Adverse Decisions: [CIO or CISO Role] appeals adverse decisions on correction or deletion requests.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DATA GOVERNANCE BODY (PM-23)
Policy References: 
CSF 2.0: GV.RR-01, GV.RR-02, ID.AM-08
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: A Data Governance Body can help ensure that the organization has coherent policies and the ability to balance the utility of data with security and privacy requirements. The Data Governance Body establishes policies, procedures, and standards that facilitate data governance so that data, including personally identifiable information, is effectively managed and maintained in accordance with applicable laws, executive orders, directives, regulations, policies, standards, and guidance.
	PM-23
	Form Data Governance Body: [CIO or CISO Role] shall establish a Data Governance Body consisting of [roles] with [responsibilities].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DATA INTEGRITY BOARD (PM-24)
Policy References: 
CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: A Data Integrity Board is the board of senior officials designated by the head of a federal agency and is responsible for, among other things, reviewing the agency’s proposals to conduct or participate in a matching program and conducting an annual review of all matching programs in which the agency has participated.
	PM-24
	Create Data Integrity Board: [CIO or CISO Role] shall establish a Data Integrity Board.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-24.a
	Proposals Review for Matching Program Participation: [CIO or CISO Role] shall review proposals to conduct or participate in a matching program.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-24.b
	Annual Review of Matching Programs: [System Owner Role] shall conduct an annual review of all matching programs in which the agency has participated.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


MINIMIZATION OF PERSONALLY IDENTIFIABLE INFORMATION USED IN TESTING, TRAINING, AND RESEARCH (PM-25)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: The use of personally identifiable information in testing, research, and training increases the risk of unauthorized disclosure or misuse of such information. Organizations consult with the senior agency official for privacy and/or legal counsel to ensure that the use of personally identifiable information in testing, training, and research is compatible with the original purpose for which it was collected.
	PM-25.a
	Implement Policies on Use of PII: [System Administrator Role] develops, documents, and implements policies and procedures that address the use of personally identifiable information for internal testing, training, and research.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-25.b
	Minimize Use of Personal Information: [System Administrator Role] limits or minimizes the amount of personally identifiable information used for internal testing, training, and research purposes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-25.c
	Authorize Use of Personal Information: [System Administrator Role] authorizes the use of personally identifiable information when such information is required for internal testing, training, and research.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-25.d
	Update Policies Regularly: [CIO or CISO Role] reviews and updates policies and procedures [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


COMPLAINT MANAGEMENT (PM-26)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Complaints, concerns, and questions from individuals can serve as valuable sources of input to organizations and ultimately improve operational models, uses of technology, data collection practices, and controls. Mechanisms that can be used by the public include telephone hotline, email, or web-based forms. The information necessary for successfully filing complaints includes contact information for the senior agency official for privacy or other official designated to receive complaints.
	PM-26
	Manage Security and Privacy Complaints: [CIO or CISO Role] implements a process for receiving and responding to complaints, concerns, or questions from individuals about the organizational security and privacy practices.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-26.a
	Implement User-friendly Public Access Mechanisms: [CIO or CISO Role] implements mechanisms that are easy to use and readily accessible by the public.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-26.b
	Provide Necessary Information for Filing Complaints: [System Owner Role] provides all information necessary for successfully filing complaints.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-26.c
	Implement Complaint Tracking Mechanisms: [System Owner Role] shall implement tracking mechanisms to ensure all complaints received are reviewed and addressed within [time period - 24 hours].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least 24 hours”.}

	PM-26.d
	Acknowledge Receipt of Complaints or Concerns: [System Owner Role] shall acknowledge receipt of complaints, concerns, or questions from individuals within [time period - 24 hours].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least 24 hours”.}

	PM-26.e
	Address Individual Queries and Complaints: [System Owner Role] respond to complaints, concerns, or questions from individuals within [time period - 24 hours].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least 24 hours”.}


PRIVACY REPORTING (PM-27)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Through internal and external reporting, organizations promote accountability and transparency in organizational privacy operations. Reporting can also help organizations to determine progress in meeting privacy compliance requirements and privacy controls, compare performance across the federal government, discover vulnerabilities, identify gaps in policy and implementation, and identify models for success.
	PM-27.a
	Create Privacy Reports: [CIO or CISO Role] shall develop [privacy reports] and disseminate to [list of report recipients].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-27.a.1
	Demonstrate Accountability by Oversight Bodies: [CIO or CISO Role] shall assign [oversight bodies] to demonstrate accountability with statutory, regulatory, and policy privacy mandates.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-27.a.2
	Assign Privacy Program Monitoring Responsibility: [CIO or CISO Role] shall assign [officials] and other personnel with responsibility for monitoring privacy program compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-27.b
	Update Privacy Reports Regularly: [CIO or CISO Role] shall review and update privacy reports [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


RISK FRAMING (PM-28)
Policy References: 
CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04
CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Risk framing is most effective when conducted at the organization level and in consultation with stakeholders throughout the organization including mission, business, and system owners. The assumptions, constraints, risk tolerance, priorities, and trade-offs identified as part of the risk framing process inform the risk management strategy, which in turn informs the conduct of risk assessment, risk response, and risk monitoring activities.
	PM-28.a
	Document Risk Framing: [System Owner Role] shall identify and document project management risk framing.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-28.a.1
	Document Assumptions: [CIO or CISO Role] shall document assumptions affecting risk assessments, risk responses, and risk monitoring.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-28.a.2
	Document Risk Assessment Constraints: [CIO or CISO Role] shall document constraints affecting risk assessments, risk responses, and risk monitoring.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-28.a.3
	Document Risk Management Priorities and Trade-offs: [CIO or CISO Role] shall document priorities and trade-offs considered by the organization for managing risk.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-28.a.4
	Define Risk Tolerance: [CIO or CISO Role] shall define organizational risk tolerance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-28.b
	Distribute Risk Framing Results: [CIO or CISO Role] shall distribute the results of risk framing activities to [personnel].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-28.c
	Update Risk Framing Considerations: [CIO or CISO Role] shall review and update risk framing considerations [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


RISK MANAGEMENT PROGRAM LEADERSHIP ROLES (PM-29)
Policy References: 
CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: ID.AM-6, ID.GV-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The senior accountable official for risk management leads the risk executive (function) in organization-wide risk management activities.
	PM-29.a
	Assign Senior Official for Risk Management Alignment: [CIO or CISO Role] shall appoint a Senior Accountable Official for Risk Management to align organizational information security and privacy management processes with strategic, operational, and budgetary planning processes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-29.b
	Establish Organization-Wide Risk Management: [CIO or CISO Role] shall establish a Risk Executive (function) to view and analyze risk from an organization-wide perspective and ensure management of risk is consistent across the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SUPPLY CHAIN RISK MANAGEMENT STRATEGY (PM-30)
Policy References: 
CSF 2.0: GV.OC-02, GV.OC-05, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-01, GV.SC-03, GV.SC-09, ID.RA-06, DE.AE-04
CSF 1.1: ID.SC-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: An organization-wide supply chain risk management strategy includes an unambiguous expression of the supply chain risk appetite and tolerance for the organization, acceptable supply chain risk mitigation strategies or controls, a process for consistently evaluating and monitoring supply chain risk, approaches for implementing and communicating the supply chain risk management strategy, and the associated roles and responsibilities.
	PM-30.a
	Manage Supply Chain Risks: [CIO or CISO Role] shall develop an organization-wide strategy for managing supply chain risks associated with the development, acquisition, maintenance, and disposal of systems, system components, and system services.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-30.b
	Implement Supply Chain Risk Management Strategy: [System Owner Role] shall implement the supply chain risk management strategy consistently across the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-30.c
	Update Supply Chain Risk Management Strategy: [System Owner Role] shall review and update the supply chain risk management strategy on [frequency – at least annually] or as required, to address organizational changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	PM-30(01)
	Assess Critical Suppliers: [System Owner Role] shall identify, prioritize, and assess suppliers of critical or mission-essential technologies, products, and services.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONTINUOUS MONITORING STRATEGY (PM-31)
Policy References: 
CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Continuous monitoring at the organization level facilitates ongoing awareness of the security and privacy posture across the organization to support organizational risk management decisions. The terms “continuous” and “ongoing” imply that organizations assess and monitor their controls and risks at a frequency sufficient to support risk-based decisions. Different types of controls may require different monitoring frequencies. The results of continuous monitoring guide and inform risk response actions by organizations.
	PM-31
	Implement Continuous Monitoring Strategy and Programs: [CIO or CISO Role] shall develop an organization-wide continuous monitoring strategy and implement continuous monitoring programs that include.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard – Continuous Monitoring: The CIO or CISO Role] shall establish an [Incident Handling Capability (IR-04.a)], Incident Response Team (IRT), and/or Security Operation Center (SOC) that provides Continuous Monitoring of the [Enterprise Architecture (PM-7)], [Baseline Configurations (SA-02.b)], and [System Information Integrity (SI-04)] to Identify, Contain, Eradicate, and Recover from Security Incidents in a timely manner. All System Owners shall incorporate the Organization’s Continuous Monitoring Strategy into their [System Security Plans (PL-02)].
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}

	PM-31.a
	Establish Metrics Organization-Wide: [CIO or CISO Role] shall establish the following organization-wide metrics to be monitored: [list metrics].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-31.b
	Set Monitoring and Assessment Frequencies: [CIO or CISO Role] shall establish [frequencies] for monitoring and [frequencies] for assessment of control effectiveness.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-31.c
	Monitor Organizational Metrics: [CIO or CISO Role] shall have ongoing monitoring of organizationally-defined metrics in accordance with the continuous monitoring strategy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-31.d
	Analyze Control Assessment Information: [System Administrator Role] shall correlate and analyze information generated by control assessments and monitoring.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-31.e
	Address Control Assessment Results: [CIO or CISO Role] shall respond to actions to address results of the analysis of control assessment and monitoring information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	PM-31.f
	Report Security and Privacy Status: [System Administrator Role] shall report the security and privacy status of organizational systems to [CIO or CISO Role] [frequency – at least quarterly].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least quarterly”.}


PURPOSING (PM-32)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Systems are designed to support a specific mission or business function. However, over time, systems and system components may be used to support services and functions that are outside of the scope of the intended mission or business functions. This can result in exposing information resources to unintended environments and uses that can significantly increase threat exposure.
	PM-32
	Analyze Systems For Consistent Usage: [System Administrator Role] shall analyze [systems or systems components] supporting mission essential services or functions to ensure that the information resources are being used consistent with their intended purpose.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Program Management Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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