POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}




[Policy Title] – [Policy Number]






	Policy Title:
	Risk Assessment (RA) Policy

	Policy Number:
	OCS-RA-0000

	Effective Date:
	MM/DD/YYYY

	Issued By:
	-

	Distribution:
	-

	Approved By:
	Name, Title



AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for risk assessment and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Risk Assessment Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Risk Assessment Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Risk Assessment Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (RA-01)
Policy References: 
CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Risk assessment policy and procedures address the controls in the RA family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of risk assessment policy and procedures.
	RA-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Risk Assessment Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	RA-01.a.1
	Formulate Risk Assessment Policy: [CIO or CISO Role] shall formulate [organization-level, mission/business process-level, and/or system-level] risk assessment policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-01.a.1.a
	Establish Purpose, Scope, Roles, and Responsibilities: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-01.a.1.b
	Ensure Consistency with Applicable Regulations: [CIO or CISO Role] shall ensure risk assessment policy is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-01.a.2
	Implement Risk Assessment Policy and Controls: [CIO or CISO Role] shall establish procedures to facilitate the implementation of the risk assessment policy and the associated risk assessment controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-01.b
	Designate Official for Risk Assessment Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the risk assessment policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-01.c
	Update Risk Assessment: [CIO or CISO Role] shall review and update the current risk assessment.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-01.c.1
	Policy Assignment Frequency and Event Response: [CIO or CISO Role] shall review policy [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	RA-01.c.2
	Define Procedure Frequency and Events: [CIO or CISO Role] shall define and review procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


SECURITY CATEGORIZATION (RA-02)
Policy References: 
CSF 2.0: ID.AM-05, ID.RA-04, ID.RA-05
CSF 1.1: ID.AM-5, ID.GV-4, ID.RA-4, ID.RA-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Security categories describe the potential adverse impacts or negative consequences to organizational operations, organizational assets, and individuals if organizational information and systems are compromised through a loss of confidentiality, integrity, or availability. Security categorization is also a type of asset loss characterization in systems security engineering processes that is carried out throughout the system development life cycle.
	RA-02.a
	Categorize System Information: [CIO or CISO Role] shall categorize the system and information it processes, stores, and transmits.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Data Classifications - Sensitivity: The Sensitivity of the data refers to the level of risk and potential harm that results from the unauthorized access, disclosure, or misuse of the data. The following data classifications for Sensitivity shall be used by the organization.
{Instructions: Agency should review the sample standard and work with their general counsel and customize to meet their unique challenges, requirements, and constraints.}
L1 - Published: Records that are not protected from disclosure and not subject to redaction if disclosed.  L1 records are freely shared both internally and externally, and any public release can generally be authorized by employees at lowest level of the organization.
L2 - Internal: Records that are not legally protected from public disclosure but are subject to internal access restrictions to facilitate organizational management and/or objectives. Release of L2 records must generally be authorized by employees at the level of a manager or above but release typically would not require a legal review.
L3 - Sensitive: Records that contain a mix of legally protected and unprotected information.   Release of L3 records must generally be authorized by entity legal after redaction of legally protected information and verification of record law compliance.
L4 - Restricted: Records that are wholly legally protected or designated as confidential by an authorized functionary within the organization.  Release of L4 records is prohibited except pursuant to strict legal parameters and processes, and any release must generally be approved by entity legal and/or high-level personnel within the entity.
	Example Data Classifications - Sensitivity

	L1 - Published
	L2 - Internal
	L3 - Sensitive
	L4 - Restricted

	Student Directory 
	Alumni Contact Info
	Private Student Directory
	Social Security Number

	Advertising Literature
	Student Directory Info
	Student Demographic Data
	Driver’s License Number

	Website – Public Facing
	Invoices
	Student ID Numbers
	Passport Number

	Press Releases
	Personnel Assignments
	Student Birth Dates
	FAFSA Data

	Annual Financial Reports
	Office Memos
	Admission Status
	Credit / Debit Card Numbers

	Social Media Posts
	Purchase Requisitions
	Library Patron Records
	Bank Account Info

	Course Catalogs
	Telephone Directory
	Employee Numbers
	Student Loan App Data

	Public Domain Info
	Organization Charts
	Gift History
	Financial Account Data

	Published Research
	Licensed Software
	Prospective Donor Info
	Personnel Records

	Research Awards
	Building Plans
	Alumni Education Info
	Student ID Photos

	Research Proposals
	Contracts with Third Parties
	Student Conduct Data
	Student Disability

	
	Donor Records
	Organizational Strategy
	Scholarships for High School

	
	
	Plans for Mergers (M&A)
	Intellectual Property

	
	
	Personnel Files and Info
	Legal Order Info

	
	
	Customer and Client Info
	Special Client Info

	
	
	Financial Results (After)
	Financial Result (Prior)

	
	
	Passwords and Credentials
	Bank Account Numbers

	
	
	Trade Secrets
	Bank Credentials / Passwords

	
	
	Intellectual Property
	Employee Background Check

	
	
	Audit Results
	Attorney / Client Comms.

	
	
	Service or Other Agreements
	

	
	
	Other Techniques
	




	
RA-02.b
	Document Security Categorization Results: [System Owner Role] shall document the security categorization results, including supporting rationale, in the security plan for the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-02.c
	Approve Security Categorization Decision: [System Owner Role] shall verify that the authorizing official or authorizing official designated representative reviews and approves the security categorization decision.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


RISK ASSESSMENT (RA-03)
Policy References: 
CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Risk assessments consider threats, vulnerabilities, likelihood, and impact to organizational operations and assets, individuals, other organizations, and the Nation. Risk assessments also consider risk from external parties, including contractors who operate systems on behalf of the organization, individuals who access organizational systems, service providers, and outsourcing entities.
	RA-03.a
	Perform Risk Assessment: [CIO or CISO Role] shall conduct a risk assessment. 
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Risk Assessments:
A Risk Assessment evaluates the presence and magnitude of risk to the Organization. It is based on known or theoretical vulnerabilities and threats, the likelihood of the threats being realized, and the potential impact on the Organization.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Types of Assessments / Audits: The Organization shall conduct a comprehensive risk assessment or audit of all systems processing, storing, or transmitting Confidential or Restricted data, including any supply chain risk, to determine the risk of unauthorized disclosure. The following Risk Assessments and Audits have been identified by the organization. 
· NIST SP 800-171: The organization shall conduct a NIST based assessment annually. This assessment may be completed by organizational staff or by a third-party service provider.
· PCI DSS: The organization shall conduct a PCI DSS based assessment annually for systems that process PCI data. This assessment may be completed by organizational staff or by a third-party service provider.
· GLBA: The organization shall conduct a GLBA based assessment annually for systems that process GLBA data. This assessment may be completed by organizational staff or by a third-party service provider.
· Scope of Risk Assessment: The Risk Assessment shall cover internal operations and external entities such as contractors, service providers, and outsourcing entities. It shall consider all phases of the System Development Life Cycle (SDLC) and include Supply Chain Risk regarding suppliers or contractors and the systems or system components they provide. 
· Frequency of Risk Assessments: Risk assessments shall be updated during the acquisition and implementation of a new System or when significant changes to the System occur to reflect changes in threats, vulnerabilities, or system resources, and to ensure ongoing adequacy of protective measures. 
· Annual Risk Assessments: The organization shall update risk assessments on an annual basis, incorporating any changes in systems, operational processes, or threats identified. 
· Life-cycle Risk Assessment: Risk assessments shall be conducted as part of the System Development Life Cycle (SDLC), ensuring consistent security vigilance from system conceptualization to decommission. 
· Supply Chain Risk Analysis: The organization is required to incorporate an evaluation of supply chain-related risks in its risk assessment process, analyzing risks associated with the system, system components, or system services provided by suppliers or contractors. 

	RA-03.a.1
	Threat and Vulnerability Identification: [System Administrator Role] shall identify threats to and vulnerabilities in the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-03.a.2
	Assess System Vulnerabilities: [System Administrator Role] shall determine the likelihood and magnitude of harm from unauthorized access, use, disclosure, disruption, modification, or destruction of the system, the information it processes, stores, or transmits, and any related information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-03.a.3
	Assess Impact of Processing Personal Information: [System Administrator Role] shall determine the likelihood and impact of adverse effects on individuals arising from the processing of personally identifiable information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-03.b
	Integrate Risk Assessment and Management Decisions: [CIO or CISO Role] shall integrate risk assessment results and risk management decisions from the organization and mission or business process perspectives with system-level risk assessments.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-03.c
	Document Risk Assessment Results: [CIO or CISO Role] shall document risk assessment results in  [Identify – risk assessment GRC platform or report repository].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-03.d
	Review Risk Assessment Results: [CIO or CISO Role] shall review risk assessment results upon completion of assessment and [frequency – at least annually].

	RA-03.e
	Disseminate Risk Assessment Results: [Defined personnel or roles] shall disseminate risk assessment results to [personnel or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-03.f
	Update Risk Assessment Frequency: [System Administrator Role] shall update the risk assessment [frequency – at least annually] or when there are significant changes to the system, its environment of operation, or other conditions that may impact the security or privacy state of the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	RA-03(01)(a)
	Assess Supply Chain Risks: [System Owner Role] shall assess supply chain risks associated with [systems, system components, and system services].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-03(01)(b)
	Update Supply Chain Risk Assessment: [System Owner Role] shall update the supply chain risk assessment [frequency – at least annually], when there are significant changes to the relevant supply chain, or when changes to the system, environments of operation, or other conditions may necessitate a change in the supply chain.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


VULNERABILITY MONITORING AND SCANNING (RA-05)
Policy References: 
CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Security categorization of information and systems guides the frequency and comprehensiveness of vulnerability monitoring (including scans). Organizations determine the required vulnerability monitoring for system components, ensuring that the potential sources of vulnerabilities—such as infrastructure components (e.g., switches, routers, guards, sensors), networked printers, scanners, and copiers—are not overlooked. The capability to readily update vulnerability monitoring tools as new vulnerabilities are discovered and announced and as new scanning methods are developed helps to ensure that new vulnerabilities are not missed by employed vulnerability monitoring tools. The vulnerability monitoring tool update process helps to ensure that potential vulnerabilities in the system are identified and addressed as quickly as possible.
	RA-05.a
	Scan System and Applications for Vulnerabilities: [System Administrator Role] shall monitor and scan for vulnerabilities in the system and hosted applications [frequency and/or randomly in accordance with organization-defined process] and when new vulnerabilities potentially affecting the system are identified and reported.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.b
	Employ Vulnerability Management Tools: [CIO or CISO Role] shall employ vulnerability monitoring tools and techniques that facilitate interoperability among tools and automate parts of the vulnerability management process where feasible.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.b.1
	List Flaws and Improper Configurations: [System Administrator Role] shall enumerate platforms, software flaws, and improper configurations.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.b.2
	Format Checklists and Test Procedures: [System Owner Role] shall format checklists and test procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.b.3
	Assess Vulnerability Impact: [System Administrator Role] shall measure vulnerability impact.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.c
	Analyze Vulnerability Reports: [System Administrator Role] shall analyze vulnerability scan reports and results from vulnerability monitoring.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.d
	Remediate Organizational Risk Vulnerabilities: [System Administrator Role] shall remediate legitimate vulnerabilities [response times] in accordance with an organizational assessment of risk.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.e
	Share Vulnerability Information: [Defined personnel or roles] shall share information obtained from the vulnerability monitoring process and control assessments with [personnel or roles] to help eliminate similar vulnerabilities in other systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05.f
	Employ Vulnerability Monitoring Tools: [CIO or CISO Role] shall employ vulnerability monitoring tools that include the capability to readily update the vulnerabilities to be scanned.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05(02)
	Update System Vulnerabilities Scanning Frequency: [System Administrator Role] shall update the system vulnerabilities to be scanned [frequency –prior to a new scan; when new vulnerabilities are identified and reported].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	RA-05(05)
	Authorize Privileged Access for Vulnerability Scanning: [System Administrator Role] shall implement privileged access authorization to [system components] for [vulnerability scanning activities].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-05(11)
	Create Vulnerability Reporting Channel: [CIO or CISO Role] shall establish a public reporting channel for receiving reports of vulnerabilities in organizational systems and system components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


RISK RESPONSE (RA-07)
Policy References: 
CSF 2.0: GV.OC-05, GV.RM-01, GV.RM-03, GV.OV-01, GV.OV-02, GV.OV-03, GV.SC-03, GV.SC-09, GV.SC-10, ID.RA-05, ID.RA-06, ID.IM-01, ID.IM-02, ID.IM-03, RS.AN-08
CSF 1.1: ID.RA-6, RS.AN-5, RS.MI-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations have many options for responding to risk including mitigating risk by implementing new controls or strengthening existing controls, accepting risk with appropriate justification or rationale, sharing or transferring risk, or avoiding risk. The risk tolerance of the organization influences risk response decisions and actions. Risk response addresses the need to determine an appropriate response to risk before generating a plan of action and milestones entry.
	RA-07
	Address Security and Privacy Audit Findings: [CIO or CISO Role] shall respond to findings from security and privacy assessments, monitoring, and audits in accordance with organizational risk tolerance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PRIVACY IMPACT ASSESSMENTS (RA-08)
Policy References: 
CSF 2.0: ID.RA-04
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: A privacy impact assessment is an analysis of how personally identifiable information is handled to ensure that handling conforms to applicable privacy requirements, determine the privacy risks associated with an information system or activity, and evaluate ways to mitigate privacy risks. A privacy impact assessment is both an analysis and a formal document that details the process and the outcome of the analysis.
Organizations conduct and develop a privacy impact assessment with sufficient clarity and specificity to demonstrate that the organization fully considered privacy and incorporated appropriate privacy protections from the earliest stages of the organization's activity and throughout the information life cycle. In order to conduct a meaningful privacy impact assessment, the organization's senior agency official for privacy works closely with program managers, system owners, information technology experts, security officials, counsel, and other relevant organization personnel. Moreover, a privacy impact assessment is not a time-restricted activity that is limited to a particular milestone or stage of the information system or personally identifiable information life cycles. Rather, the privacy analysis continues throughout the system and personally identifiable information life cycles. Accordingly, a privacy impact assessment is a living document that organizations update whenever changes to the information technology, changes to the organization's practices, or other factors alter the privacy risks associated with the use of such information technology.
To conduct the privacy impact assessment, organizations can use security and privacy risk assessments. Organizations may also use other related processes that may have different names, including privacy threshold analyses. A privacy impact assessment can also serve as notice to the public regarding the organization's practices with respect to privacy. Although conducting and publishing privacy impact assessments may be required by law, organizations may develop such policies in the absence of applicable laws. For federal agencies, privacy impact assessments may be required by EGOV ; agencies should consult with their senior agency official and legal counsel on this requirement and be aware of the statutory exceptions and Office of Management and Budget (OMB) guidance relating to the provision.

	RA-08
	Conduct Privacy Impact Assessments: [CIO or CISO Role] shall conduct privacy impact assessments for systems, programs, or other activities before.
  Developing or procuring information technology that processes personally identifiable information; and
  Initiating a new collection of personally identifiable information that:
1. Will be processed using information technology; and
2. Includes personally identifiable information permitting the physical or virtual (online) contacting of a specific individual, if identical questions have been posed to, or identical reporting requirements imposed on, ten or more individuals, other than agencies, instrumentalities, or employees of the federal government.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CRITICALITY ANALYSIS (RA-09)
Policy References: 
CSF 2.0: GV.OC-04, GV.SC-04, GV.SC-07, ID.AM-05, ID.RA-04
CSF 1.1: ID.AM-5, ID.BE-4, ID.BE-5, ID.RA-4, ID.RM-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Not all system components, functions, or services necessarily require significant protections. For example, criticality analysis is a key tenet of supply chain risk management and informs the prioritization of protection activities. The identification of critical system components and functions considers applicable laws, executive orders, regulations, directives, policies, standards, system functionality requirements, system and component interfaces, and system and component dependencies.
	RA-09
	Perform Criticality Analysis for System Components: [System Administrator Role] shall identify critical system components and functions by performing a criticality analysis for [systems, system components, or system services] at [decision points in the system development life cycle].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Criticality:  Criticality refers to the quality, state, or degree of  importance of a particular system and the data residing in the system for the success of [Agency’s] mission or business function. The following data criticality classifications shall be used by the organization.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
Non-Critical: Loss of integrity or availability would have little to no short-term impact on business continuity. 
Critical: Loss of integrity or availability would have a moderate short-term impact on business continuity. Key services or functions may be disrupted. 
Mission-Critical: Loss of integrity or availability would have a significant short-term and possible long-term impact on business continuity. Key services or functions may become severely delayed or impossible to deliver.
	Example Data Classifications - Criticality

	Non-Critical
	Critical
	Mission-Critical

	Marketing Materials
	Employee Personal Info
	Workday (ERP Data)

	Internal Newsletters
	Financial Report (Unpublish)
	Protected Info (Health)

	Training Materials
	Internal Documents
	Intellectual Property

	Press Releases
	Service or Other Agreements
	Banking Info

	Social Media Posts
	Audit Results
	Social Security Number

	Course Catalogs
	Service or Other Agreements
	Intellectual Property

	Published Research
	Student Birth Dates
	Credit / Debit Card Numbers

	Public Domain Info
	Plans for Mergers (M&A)
	Student Loan App Data

	Research Proposals
	Customer and Client Info
	Internal Portal

	Website – Public Facing
	Student ID Numbers
	Passwords and Credentials





THREAT HUNTING (RA-10)
Policy References: 
CSF 2.0: DE.AE-06, DE.AE-07
CSF 1.1: ID.RA-2, ID.RA-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Threat hunting is an active means of cyber defense in contrast to traditional protection measures, such as firewalls, intrusion detection and prevention systems, quarantining malicious code in sandboxes, and Security Information and Event Management technologies and systems. Cyber threat hunting involves proactively searching organizational systems, networks, and infrastructure for advanced threats. The objective is to track and disrupt cyber adversaries as early as possible in the attack sequence and to measurably improve the speed and accuracy of organizational responses.
	RA-10.a
	Maintain Cyber Threat Hunting Capability: [CIO or CISO Role] shall establish and maintain cyber threat hunting capabilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-10.a.1
	Scan Systems for Potential Breaches: [CIO or CISO Role] shall search for indicators of compromise in organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-10.a.2
	Disrupt Evasive Threats: [CIO or CISO Role] shall detect, track, and disrupt threats that evade existing controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	RA-10.b
	Implement Threat Hunting Capability: [CIO or CISO Role] shall employ the threat hunting capability [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.

EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Risk Assessment Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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