POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for system and services acquisition and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This System and Services Acquisition Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this System and Services Acquisition Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This System and Services Acquisition Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (SA-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System and services acquisition policy and procedures address the controls in the SA family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of system and services acquisition policy and procedures.
	SA-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate System and Services Acquisition Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibilty to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	SA-01.a.1
	Establish System Acquisition Policy: [CIO or CISO Role] shall establish [organization-level; mission/business process-level; system-level] system and services acquisition policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-01.a.1.a
	Specify Organizational Responsibilities: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-01.a.1.b
	Ensure Consistency with Applicable Regulations: [CIO or CISO Role]shall be consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-01.a.2
	Implement System and Services Acquisition Procedures: [CIO or CISO Role] shall establish procedures to facilitate the implementation of the system and services acquisition policy and the associated system and services acquisition controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-01.b
	Designate Official for System and Services Acquisition Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the system and services acquisition policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-01.c
	Update System Acquisition Procedures: [CIO or CISO Role] shall review and update the current system and services acquisition.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-01.c.1
	Policy Frequency and Event Management: [CIO or CISO Role] shall review and update system and services acquisition policies [frequency – at least annually] and following [Defined Events].
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SA-01.c.2
	Define Frequency and Events for Procedures: [CIO or CISO Role] shall review and update system and services acquisition procedures [frequency – at least annually] and following [Defined Events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


ALLOCATION OF RESOURCES (SA-02)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: ID.GV-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Resource allocation for information security and privacy includes funding for system and services acquisition, sustainment, and supply chain-related risks throughout the system development life cycle.
	SA-02.a
	Determine Security Requirements in Business Planning: [CIO or CISO Role] shall determine the high-level information security and privacy requirements for the system or system service in mission and business process planning.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-02.b
	Allocate Resources for System Protection: [CIO or CISO Role] shall determine, document, and allocate the resources required to protect the system or system service as part of the organizational capital planning and investment control process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-02.c
	Establish Budget for Information Security and Privacy: [CIO or CISO Role] shall establish a discrete line item for information security and privacy in organizational programming and budgeting documentation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM DEVELOPMENT LIFE CYCLE (SA-03)
Policy References: 
CSF 2.0: ID.AM-08, PR.PS-06
CSF 1.1: PR.IP-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: A system development life cycle process provides the foundation for the successful development, implementation, and operation of organizational systems. The integration of security and privacy considerations early in the system development life cycle is a foundational principle of systems security engineering and privacy engineering. To apply the required controls within the system development life cycle requires a basic understanding of information security and privacy, threats, vulnerabilities, adverse impacts, and risk to critical mission and business functions.
	SA-03.a
	Acquire and Develop System with Security Considerations: [System Owner Role] shall acquire, develop, and manage the system using a [system development life cycle] process that incorporates information security and privacy considerations as defined in [System Security and Privacy Plans (PL-02)].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-03.b
	Define System Development Roles and Responsibilities: [System Owner Role] shall define and document information security and privacy roles and responsibilities throughout the system development life cycle.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-03.c
	Identify Security and Privacy Roles: [CIO or CISO Role]  shall identify individuals having information security and privacy roles and responsibilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-03.d
	Integrate Risk Management into System Development: [CIO or CISO Role] shall integrate the organizational information security and privacy risk management process into system development life cycle activities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ACQUISITION PROCESS (SA-04)
Policy References: 
CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Security and privacy functional requirements are typically derived from the high-level security and privacy requirements described in SA-2. The derived requirements include security and privacy capabilities, functions, and mechanisms. Strength requirements associated with such capabilities, functions, and mechanisms include degree of correctness, completeness, resistance to tampering or bypass, and resistance to direct attack. Assurance requirements include development processes, procedures, and methodologies as well as the evidence from development and assessment activities that provide grounds for confidence that the required functionality is implemented and possesses the required strength of mechanism.
	SA-04
	Include Acquisition Contract Requirements: System and services acquisition process shall include the following requirements, descriptions, and criteria, explicitly or by reference, using [standardized contract language; [contract language]] in the acquisition contract for the system, system component, or system service.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-04.a
	Implement Functional Requirements: System and services acquisition process shall include implementation of security and privacy functional requirements.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.b
	Implement Mechanism Requirements: System and services acquisition process shall include the strength of mechanism requirements.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.c
	Assure Security and Privacy Requirements: System and services acquisition process shall include security and privacy assurance requirements.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.d
	Implement Security and Privacy Controls: System and services acquisition process shall include controls needed to satisfy the security and privacy requirements.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.e
	Document Security and Privacy Requirements: System and services acquisition process shall include security and privacy documentation requirements.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.f
	Protect Security and Privacy Documentation: System and services acquisition process shall include requirements for protecting security and privacy documentation.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.g
	Describe System Environment: System and services acquisition process shall include a description of the system development environment and environment in which the system is intended to operate.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.h
	Assign Responsibility for Security and Supply Chain Risk Management: System and services acquisition process shall include the allocation of responsibility or identification of parties responsible for information security, privacy, and supply chain risk management.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04.i
	Establish Acceptance Criteria: System and services acquisition process shall include acceptance criteria.
{Instructions: Agencies should review the policy element above and customize to meet their unique challenges, requirements, and constraints as needed.}

	SA-04(01)
	Provide Control Description: [System Owner Role] shall require the developer of the system, system component, or system service to provide a description of the functional properties of the controls to be implemented.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-04(02)
	Provide Design and Implementation Information: [System Owner Role] shall require the developer of the system, system component, or system service to provide design and implementation information for the controls that includes [security-relevant external system interfaces; high-level design; low-level design; source code or hardware schematics; design and implementation information at [level of detail]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-04(09)
	Identify System Functions and Services: [System Owner Role] shall require the developer of the system, system component, or system service to identify the functions, ports, protocols, and services intended for organizational use.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-04(10)
	Use Approved IT Products for PIV Capability: [CIO or CISO Role] shall employ only information technology products on the FIPS 201-approved products list for Personal Identity Verification (PIV) capability implemented within organizational systems.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM DOCUMENTATION (SA-05)
Policy References: 
CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System documentation helps personnel understand the implementation and operation of controls. Organizations consider establishing specific measures to determine the quality and completeness of the content provided. System documentation may be used to support the management of supply chain risk, incident response, and other functions.
	SA-05.a
	Acquire Administrator Documentation: [System Administrator Role] shall obtain or develop administrator documentation for the system, system component, or system service.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.a.1
	Ensure Secure System Operation: [System Administrator Role] shall ensure secure configuration, installation, and operation of the system, component, or service.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.a.2
	Maintain Security and Privacy Functions: [System Administrator Role] shall effectively use and maintain security and privacy functions and mechanisms.

	SA-05.a.3
	Address Known Vulnerabilities: [System Administrator Role] shall address known vulnerabilities regarding configuration and use of administrative or privileged functions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.b
	Develop User Documentation: [System Owner Role] shall obtain or develop user documentation for the system, system component, or system service.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.b.1
	 Document Security and Privacy Functions: [System Owner Role] shall document  user-accessible security and privacy functions and mechanisms and how to effectively use those functions and mechanisms.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.b.2
	 Document Secure User Interaction: [System Administrator Role] shall document   methods for user interaction, which enables individuals to use the system, component, or service in a more secure manner and protect individual privacy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.b.3
	 Document System Security and Individual Privacy: [System Owner Role] shall document user responsibilities in maintaining the security of the system, component, or service and privacy of individuals.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.c
	Document Attempts and Response Actions: [System Administrator Role] shall document attempts to obtain system, system component, or system service documentation when such documentation is either unavailable or nonexistent and take [actions] in response.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-05.d
	Distribute Documentation to Defined Roles: [Defined personnel or roles] shall distribute documentation to [personnel or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SECURITY AND PRIVACY ENGINEERING PRINCIPLES (SA-08)
Policy References: 
CSF 2.0: ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-10, PR.PS-06, PR.IR-03
CSF 1.1: ID.BE-5, PR.IP-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Systems security and privacy engineering principles are closely related to and implemented throughout the system development life cycle. Organizations can apply systems security and privacy engineering principles to new systems under development or to systems undergoing upgrades. For existing systems, organizations apply systems security and privacy engineering principles to system upgrades and modifications to the extent feasible, given the current state of hardware, software, and firmware components within those systems.
	SA-08
	Implement Security and Privacy Engineering Principles: [CIO or CISO Role] shall apply the following systems security and privacy engineering principles in the specification, design, development, implementation, and modification of the system and system components: [systems security and privacy engineering principles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


EXTERNAL SYSTEM SERVICES (SA-09)
Policy References: 
CSF 2.0: GV.OC-05, GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-02, ID.AM-04, DE.CM-06
CSF 1.1: ID.AM-4, ID.SC-1, ID.SC-3, ID.SC-4, PR.AT-3, DE.CM-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: External system services are provided by an external provider, and the organization has no direct control over the implementation of the required controls or the assessment of control effectiveness. Organizations establish relationships with external service providers in a variety of ways, including through business partnerships, contracts, interagency agreements, lines of business arrangements, licensing agreements, joint ventures, and supply chain exchanges. The responsibility for managing risks from the use of external system services remains with authorizing officials.
	SA-09.a
	Enforce Compliance for External Service Providers: [CIO or CISO Role] shall require that providers of external system services comply with organizational security and privacy requirements and employ the following controls: [list controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-09.b
	Define Organizational Oversight and User Roles: [CIO or CISO Role] shall define and document organizational oversight and user roles and responsibilities with regard to external system services.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-09.c
	Monitor External Provider Compliance: [CIO or CISO Role] shall employ the following processes, methods, and techniques to monitor control compliance by external service providers on an ongoing basis: [processes, methods, and techniques].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-09(02)
	Identify Required External System Services: [System Owner Role] shall require providers of the following external system services to identify the functions, ports, protocols, and other services required for the use of such services [external system services].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}









DEVELOPER CONFIGURATION MANAGEMENT (SA-10)
Policy References: 
CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations consider the quality and completeness of configuration management activities conducted by developers as direct evidence of applying effective security controls. Controls include protecting the master copies of material used to generate security-relevant portions of the system hardware, software, and firmware from unauthorized modification or destruction. Maintaining the integrity of changes to the system, system component, or system service requires strict configuration control throughout the system development life cycle to track authorized changes and prevent unauthorized changes.
	SA-10
	Mandate System Development: [System Owner Role] shall require the developer of the system, system component, or system service to conduct and apply effective security controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-10.a
	Perform Configuration Management in System Lifecycle: [System Owner Role] shall require developer to perform configuration management during system, component, or service [design; development; implementation; operation; disposal].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-10.b
	Manage Integrity of Configuration Changes: [System Owner Role] shall require developer to document, manage, and control the integrity of changes to [configuration items under configuration management].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-10.c
	Implement Approved Changes: [System Administrator Role] shall require developer to implement only organization-approved changes to the system, component, or service.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-10.d
	Document System Changes and Impacts: [System Administrator Role] shall require developer to document approved changes to the system, component, or service and the potential security and privacy impacts of such changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-10.e
	Track and Report Security Flaws: [System Owner Role]  shall require developer to track security flaws and flaw resolution within the system, component, or service and report findings to [personnel].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-10(01)
	Enable Integrity Verification for Software and Firmware: [System Owner Role] shall require the developer of the system, system component, or system service to enable integrity verification of software and firmware components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-10(03)
	Enable Integrity Verification of Hardware: [System Owner Role] shall require the developer of the system, system component, or system service to enable integrity verification of hardware components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DEVELOPER TESTING AND EVALUATION (SA-11)
Policy References: 
CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Developmental testing and evaluation confirms that the required controls are implemented correctly, operating as intended, enforcing the desired security and privacy policies, and meeting established security and privacy requirements. Security properties of systems and the privacy of individuals may be affected by the interconnection of system components or changes to those components. The interconnections or changes—including upgrading or replacing applications, operating systems, and firmware—may adversely affect previously implemented controls.
	SA-11
	Enforce Development Lifecycle Compliance: [System Owner Role] shall require the developer of the system, system component, or system service, at all post-design stages of the system development life cycle, to test, evaluate and comfirm required controls are implemented to meet security and privacy requirements. 
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11.a
	Implement Security and Privacy Assessment Plan: [CIO or CISO Role] shall require the developer to develop and implement a plan for ongoing security and privacy assessments.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11.b
	Conduct Various Types of Testing/Evaluation: [System Owner Role]  shall require the developer to perform [unit; integration; system; regression] testing/evaluation [frequency – at least annually] at [depth and coverage].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SA-11.c
	Produce Assessment Plan Evidence and Results: [System Owner Role]  shall require the developer to produce evidence of the execution of the assessment plan and the results of the testing and evaluation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11.d
	Implement Flaw Remediation Process: [CIO or CISO Role] shall require the developer to implement a verifiable flaw remediation process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11.e
	Correct Testing Flaws: [System Owner Role] shall require the developer to correct flaws identified during testing and evaluation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11(02)
	Perform Vulnerability Analysis in Development: [System Owner Role] shall require the developer of the system, system component, or system service to perform threat modeling and vulnerability analyses during development and the subsequent testing and evaluation of the system, component, or service. 
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11(02)(a)
	Determine Contextual Information: [CIO or CISO Role] shall require the developer to use the following contextual information: [information concerning impact, environment of operations, known or assumed threats, and acceptable risk levels].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11(02)(b)
	Utilize Defined Tools and Methods: [CIO or CISO Role] shall require the developer to  employ the following tools and methods: [list tools and methods].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11(02)(c)
	Conduct Modeling and Analyses: [CIO or CISO Role] shall require the developer to conduct the modeling and analyses at the following level of rigor: [breadth and depth of modeling and analyses].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-11(02)(d)
	Establish Evidence Acceptance Criteria: [CIO or CISO Role] shall require the developer to  produce evidence that meets the following acceptance criteria: [acceptance criteria].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DEVELOPMENT PROCESS, STANDARDS, AND TOOLS (SA-15)
Policy References: 
CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Development tools include programming languages and computer-aided design systems. Reviews of development processes include the use of maturity models to determine the potential effectiveness of such processes. Maintaining the integrity of changes to tools and processes facilitates effective supply chain risk assessment and mitigation. Such integrity requires configuration control throughout the system development life cycle to track authorized changes and prevent unauthorized changes.
	SA-15.a
	Follow Documented Development Process: [System Owner Role] shall require the developer of the system, system component, or system service to follow a documented development process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15.a.1
	Address Security and Privacy Requirements: [CIO or CISO Role] shall require the developer to explicitly address security and privacy requirements.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15.a.2
	Identify Development Standards and Tools: [System Owner Role] shall require the developer to identify  the standards and tools used in the development process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15.a.3
	Document Development Process Tools: [System Owner Role] shall require the developer to document the specific tool options and tool configurations used in the development process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15.a.4
	Manage Development Process Changes: [System Owner Role] shall require the developer to document, manage, and ensure the integrity of changes to the process and/or tools used in development.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15.b
	Review Development Process and Tools: [CIO or CISO Role] shall review the development process, standards, tools, tool options, and tool configurations [frequency – at least annually] to determine if the process, standards, tools, tool options and tool configurations selected and employed can satisfy the following security and privacy requirements: [security and privacy requirements].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SA-15(03)
	Perform Criticality Analysis for System Development: [System Owner Role] shall require the developer of the system, system component, or system service to perform a criticality analysis.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15(03)(a)
	Define Decision Points in System Development Life Cycle: [CIO or CISO Role] shall require the developer to perfom a criticality analysis at the following decision points in the system development life cycle [decision points in the system development life cycle].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15(03)(b)
	Define Criticality Analysis Level: [CIO or CISO Role] shall require the developer to perform a criticality analysis at the following level of rigor [breadth and depth of criticality analysis].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15(07)
	Mandate System Developer Responsibilities: [System Owner Role] shall require the developer of the system, system component, or system service [frequency – at least annually] to analyze vulnerabilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SA-15(07)(a)
	Establish Development Quality Metrics: [CIO or CISO Role] shall require the developer to  perform an automated vulnerability analysis using [list tools].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15(07)(b)
	Meet Quality Metrics Evidence: [CIO or CISO Role] shall require the developer to determine the exploitation potential for discovered vulnerabilities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-15(08)
	Employ Threat Modeling in System Development: [System Owner Role] shall require the developer of the system, system component, or system service to use threat modeling and vulnerability analyses from similar systems, components, or services to inform the current development process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DEVELOPER SECURITY AND PRIVACY ARCHITECTURE AND DESIGN (SA-17)
Policy References: 
CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.AM-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Developer security and privacy architecture and design are directed at external developers, although they could also be applied to internal (in-house) development. In contrast, PL-8 is directed at internal developers to ensure that organizations develop a security and privacy architecture that is integrated with the enterprise architecture.
	SA-17
	Produce Design and Architecture Specifications: [System Owner Role] shall require the developer of the system, system component, or system service to produce a design specification and security and privacy architecture.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-17.a
	Ensure Consistency with Security and Privacy Architecture: [System Owner Role] shall require the developer to produce a design that is consistent with the organization’s security and privacy architecture that is an integral part the organization’s enterprise architecture.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-17.b
	Describe Security Functionality Allocation: [Security Architect] shall require the developer to produce a design that accurately and completely describe the required security and privacy functionality, and the allocation of controls among physical and logical components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-17.c
	Express Protection Capabilities and Unified Approach: [Security and Privacy Architect] shall require the developer to produce a design that expresses how individual security and privacy functions, mechanisms, and services work together to provide required security and privacy capabilities and a unified approach to protection.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-17(06)
	Structure System Components for Testing: [System Owner Role] shall require the developer of the system, system component, or system service to structure security-relevant hardware, software, and firmware to facilitate testing.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CUSTOMIZED DEVELOPMENT OF CRITICAL COMPONENTS (SA-20)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: ID.AM-5, ID.BE-4, ID.BE-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Organizations determine that certain system components likely cannot be trusted due to specific threats to and vulnerabilities in those components for which there are no viable security controls to adequately mitigate risk. Reimplementation or custom development of such components may satisfy requirements for higher assurance and is carried out by initiating changes to system components (including hardware, software, and firmware) such that the standard attacks by adversaries are less likely to succeed.
	SA-20
	Develop Critical System Components: [System Administrator Role] shall reimplement or custom develop the following critical system components: [list critical system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DEVELOPER SCREENING (SA-21)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.IP-11
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Developer screening is directed at external developers. Internal developer screening is addressed by PS-03. Because the system, system component, or system service may be used in critical activities essential to the national or economic security interests of the United States, organizations have a strong interest in ensuring that developers are trustworthy.
	SA-21
	Prescribe System Developer Duties: [System Owner Role] shall require that the developer of [system, system component, or system service] be screened.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-21.a
	Authorize Access Duties: [CIO or CISO Role] shall require that the developer has  appropriate access authorizations as determined by assigned [official government duties].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-21.b
	Apply Additional Personnel Screening Criteria: [CIO or CISO Role] shall require the developer to satisfy the following additional personnel screening criteria: [additional personnel screening criteria].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


UNSUPPORTED SYSTEM COMPONENTS (SA-22)
Policy References: 
CSF 2.0: ID.AM-08
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Support for system components includes software patches, firmware updates, replacement parts, and maintenance contracts. An example of unsupported components includes when vendors no longer provide critical software patches or product updates, which can result in an opportunity for adversaries to exploit weaknesses in the installed components.
	SA-22.a
	Replace Unsupported Components: [System Administrator Role] shall replace system components when support for the components is no longer available from the developer, vendor, or manufacturer.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SA-22.b
	Support Options for Unsupported Components: [CIO or CISO Role] shall provide the following options for alternative sources for continued support for unsupported components [in-house support; [support from external providers]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SPECIALIZATION (SA-23)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: It is often necessary for a system or system component that supports mission-essential services or functions to be enhanced to maximize the trustworthiness of the resource. Sometimes this enhancement is done at the design level. In other instances, it is done post-design, either through modifications of the system in question or by augmenting the system with additional components.
	SA-23
	Increase Trustworthiness in Mission Essential Systems: [System Owner Role] shall employ [design modification; augmentation; reconfiguration] on [systems or system components] supporting mission essential services or functions to increase the trustworthiness in those systems or components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, allocating necessary resources to support the Information Security Program, and ensuring policy adherence of developer.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. Developer: The Developer is accountable for implementing secure by design solutions and compliance with development security policies through the development lifecycle.  
d. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
e. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
f. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.

EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this System and Services Acquisition Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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