
POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for system and communications protection and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This System and Communications Protection Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this System and Communications Protection Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This System and Communications Protection Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (SC-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System and communications protection policy and procedures address the controls in the SC family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of system and communications protection policy and procedures.
	SC-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate System and Communications Protection Policy to [designated personnel].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	SC-01.a.1
	Establish System and Communications Protection Policy: [CIO or CISO Role] shall establish [organization-level; mission/business process-level; system-level] system and communications protection policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-01.a.1.a
	Define Organizational Responsibilities and Compliance: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance. 
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-01.a.1.b
	Ensure Consistency with Applicable Regulations: [CIO or CISO Role] shall ensure policy consistency  with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-01.a.2
	Implement System and Communications Protection Procedures: [CIO or CISO Role] shall develop, document, and disseminate procedures to facilitate the implementation of the system and communications protection policy and the associated system and communications protection controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-01.b
	Designate Official for System and Communications Protection: [CIO or CISO Role] shall manage the development, documentation, and dissemination of the system and communications protection policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-01.c
	Update System and Communications Protection: [CIO or CISO Role] shall review and update the current system and communications protection policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-01.c.1
	Establish Policy Review and Update Frequency and Events: [CIO or CISO Role] shall review and update system and communication protection policies [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	SC-01.c.2
	Schedule Procedure Follow-ups: [CIO or CISO Role] shall review and update system and communication protection procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


SEPARATION OF SYSTEM AND USER FUNCTIONALITY (SC-02)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: System management functionality includes functions that are necessary to administer databases, network components, workstations, or servers. These functions typically require privileged user access. The separation of user functions from system management functions is physical or logical.
	SC-02
	Separate User Functionality from Systems Management: [System Administrator Role] shall separate user functionality, including user interface services, from system management functionality.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}




SECURITY FUNCTION ISOLATION (SC-03)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Security functions are isolated from nonsecurity functions by means of an isolation boundary implemented within a system via partitions and domains. The isolation boundary controls access to and protects the integrity of the hardware, software, and firmware that perform system security functions.
	SC-03
	Isolate Security from Nonsecurity Functions: [System Administrator Role] shall isolate security functions from nonsecurity functions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-03(01)
	Implement Isolation through Hardware Separation: [System Administrator Role] shall employ hardware separation mechanisms to implement security function isolation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION IN SHARED SYSTEM RESOURCES (SC-04)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Preventing unauthorized or accidental information sharing ensures that data created by previous users or processes cannot be accessed by new users or processes after shared system resources have been released and reassigned.
	SC-04
	Restrict Information Transfer via Shared System Resources: [System Administrator Role] shall prevent unauthorized and unintended information transfer via shared system resources.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DENIAL-OF-SERVICE PROTECTION (SC-05)
Policy References: 
CSF 2.0: PR.IR-01, DE.CM-01
CSF 1.1: PR.DS-4, PR.PT-4, DE.CM-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Denial-of-service events may occur due to a variety of internal and external causes, such as an attack by an adversary or a lack of planning to support organizational needs with respect to capacity and bandwidth. Such attacks can occur across a wide range of network protocols (e.g., IPv4, IPv6).
	SC-05.a
	Mitigate Denial-of-Service Events: [CIO or CISO Role] shall [Selection: protect against or limit] the effects of the following types of denial-of-service events: [list types of denial-of-service events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-05.b
	Implement Denial-of-Service Controls: [CIO or CISO Role] shall employ the following controls to achieve the denial-of-service objective: [controls by type of denial-of-service event].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


RESOURCE AVAILABILITY (SC-06)
Policy References: 
CSF 2.0: PR.IR-03
CSF 1.1: ID.AM-5, PR.PT-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Priority protection prevents lower-priority processes from delaying or interfering with the system that services higher-priority processes. Quotas prevent users or processes from obtaining more than predetermined amounts of resources.
	SC-06
	Allocate Resources for Protection Availability: [CIO or CISO Role] shall protect the availability of resources by allocating [resources] by [priority; quota; [controls]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


BOUNDARY PROTECTION (SC-07)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Managed interfaces include gateways, routers, firewalls, guards, network-based malicious code analysis, virtualization systems, or encrypted tunnels implemented within a security architecture. Subnetworks that are physically or logically separated from internal networks are referred to as demilitarized zones or DMZs. Restricting or prohibiting interfaces within organizational systems includes restricting external web traffic to designated web servers within managed interfaces, prohibiting external traffic that appears to be spoofing internal addresses, and prohibiting internal traffic that appears to be spoofing external addresses.
	SC-07.a
	Monitor and Control System Communications: [System Administrator Role] shall monitor and control communications at the external managed interfaces to the system and at key internal managed interfaces within the system as defined in the [Enterprise Architecture (PM-07)].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07.b
	Implement Subnetworks for Public System Components: [Network Administrator Role] shall implement subnetworks for publicly accessible system components that are [Selection: physically or logically] separated from internal organizational networks.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07.c
	Manage External Connections Through Security Architecture: [Network Administrator Role] shall connect to external networks or systems only through managed interfaces consisting of boundary protection devices arranged in accordance with an organizational security and privacy architecture.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(03)
	Limit External Network Connections: [Network Administrator Role] shall limit the number of external network connections to the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(04)(a)
	Manage Telecommunication Services Interface: [Network Administrator Role] shall implement a managed interface for each external telecommunication service.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(04)(b)
	Establish Traffic Flow Policy: [Network Administrator Role] shall establish a traffic flow policy for each managed interface.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(04)(c)
	Protect Information Across Interfaces: [Network Administrator Role] shall protect the confidentiality and integrity of the information being transmitted across each interface.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(04)(d)
	Document Traffic Flow Policy Exceptions: [Network Administrator Role] shall document each exception to the traffic flow policy with a supporting mission or business need and duration of that need.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(04)(e)
	Review and Remove Traffic Flow Policy Exceptions: [CIO or CISO Role] shall review exceptions to the traffic flow policy [frequency – at least annually] and remove exceptions that are no longer supported by an explicit mission or business need.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SC-07(04)(f)
	Prevent Unauthorized Traffic Exchange: [Network Administrator Role] shall prevent unauthorized exchange of control plane traffic with external networks.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(04)(g)
	Publish Information for Unauthorized Traffic Detection: [Network Administrator Role] shall publish information to enable remote networks to detect unauthorized control plane traffic from internal networks.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(04)(h)
	Filter External Network Traffic: [Network Administrator Role] shall filter unauthorized control plane traffic from external networks.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(05)
	Denial and Exceptional Allowance of Network Traffic: [Network Administrator Role] shall deny network communications traffic by default and allow network communications traffic by exception [at managed interfaces; for [systems]
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(07)
	Provision Split Tunneling Safeguards: [System Administrator Role] shall prevent split tunneling for remote devices connecting to organizational systems unless the split tunnel is securely provisioned using [safeguards].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-07(08)
	Route Traffic via Authenticated Proxy Servers: [Network Administrator Role] shall route [internal communications traffic] to [external networks] through authenticated proxy servers at managed interfaces.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


TRANSMISSION CONFIDENTIALITY AND INTEGRITY (SC-08)
Policy References: 
CSF 2.0: PR.DS-02
CSF 1.1: PR.DS-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Protecting the confidentiality and integrity of transmitted information applies to internal and external networks as well as any system components that can transmit information, including servers, notebook computers, desktop computers, mobile devices, printers, copiers, scanners, facsimile machines, and radios. Unprotected communication paths are exposed to the possibility of interception and modification.
	SC-08
	Ensure Information Transmission Security: [CIO or CISO Role] shall protect the [confidentiality; integrity] of transmitted information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-08(01)
	Implement Cryptographic Mechanisms: [Network Administrator Role] shall implement cryptographic mechanisms to [prevent unauthorized disclosure of information and  detect changes to information] during transmission.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


NETWORK DISCONNECT (SC-10)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.AC-5, PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Network disconnect applies to internal and external networks. Terminating network connections associated with specific communications sessions includes de-allocating TCP/IP address or port pairs at the operating system level and de-allocating the networking assignments at the application level if multiple application sessions are using a single operating system-level network connection.
	SC-10
	Terminate Inactive Network Connections: [Network Administrator Role] shall terminate the network connection associated with a communications session at the end of the session or after [time period – 5 minutes] of inactivity.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “5 minutes”.}


TRUSTED PATH (SC-11)
Policy References: 
CSF 2.0: PR.DS-02, PR.DS-10
CSF 1.1: PR.DS-2, PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Trusted paths are mechanisms by which users can communicate (using input devices such as keyboards) directly with the security functions of systems with the requisite assurance to support security policies. Trusted path mechanisms can only be activated by users or the security functions of organizational systems. User responses that occur via trusted paths are protected from modification by and disclosure to untrusted applications. Organizations employ trusted paths for trustworthy, high-assurance connections between security functions of systems and users, including during system logons.
	SC-11.a
	Establish Isolated Trusted Communication Path: [Network Administrator Role] shall provide a [physically or logically] isolated trusted communications path for communications between the user and the trusted components of the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-11.b
	Invoke Trusted Communications Path: [Network Administrator Role] shall permit users to invoke the trusted communications path for communications between the user and the following security functions of the system, including at a minimum, authentication and re-authentication: [security functions].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT (SC-12)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-02
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Cryptographic key management and establishment can be performed using manual procedures or automated mechanisms with supporting manual procedures. Organizations define key management requirements in accordance with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines and specify appropriate options, parameters, and levels. Organizations manage trust stores to ensure that only approved trust anchors are part of such trust stores. This includes certificates with visibility external to organizational systems and certificates related to the internal operations of systems.
	SC-12
	Establish and Manage Cryptographic Keys: [System Administrator Role] shall establish and manage cryptographic keys when cryptography is employed within the system in accordance with the following key management requirements: [requirements for key generation, distribution, storage, access, and destruction].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CRYPTOGRAPHIC PROTECTION (SC-13)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Cryptography can be employed to support a variety of security solutions, including the protection of classified information and controlled unclassified information, the provision and implementation of digital signatures, and the enforcement of information separation when authorized individuals have the necessary clearances but lack the necessary formal access approvals.
	SC-13.a
	Determine Cryptographic Uses: [CIO or CISO Role] shall determine the [cryptographic uses].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard – Cryptographic Uses: All Systems shall include the use of Encryption while processing sensitive data as defined in Data Classification Policy. Implementation of Encryption shall be documented in the System Security Plan. 
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
Workstation Encryption: System Owners shall ensure workstations processing sensitive data are encrypted in accordance with the organization’s encryption policies, standards, and controls.
Secure Data Storage: The Organization shall provide a secure enterprise storage solution for storage of Sensitive data in accordance with the organization’s encryption policies, standards, and controls.
Cloud Data Encryption: System Owners shall ensure Cloud Storage attached to Systems processing sensitive data are encrypted in accordance with the organization’s encryption policies, standards, and controls. 
Server Encryption: System Owners shall ensure servers processing sensitive data are encrypted in accordance with the organization’s encryption policies, standards, and controls.
Traffic Encryption: System Owners shall ensure that all network traffic that contains sensitive data is encrypted in accordance with the organization’s encryption policies, standards, and controls.
Approved Encryption: System Administrators shall ensure that only approved Encryption Algorithms and Cipher Suites are used.
Legacy Encryption: Legacy encryption algorithms and cipher suites are vulnerable to attacks and may put data at risk. As such, legacy encryption algorithms and cipher suites shall NOT be used within the organization for Internal, Confidential, or Restricted Data without a formal Exception being granted. 
Annual Review: System Administrators shall review the Encryption Standards and Cipher Suites on an annual basis and when significant changes to the system occur to ensure the systems under their prevue have the latest and most secure standards / ciphers applied. 

	SC-13.b
	Implement Cryptography Types: [CIO or CISO Role] shall implement the following types of cryptography required for each specified cryptographic use: [types of cryptography for each specified cryptographic use].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
Sample Standard - Approved Encryption Algorithms and Ciphers: The following are approved encryption algorithms and cipher suites that may be used within the organization for sensitive data. System Owners and Administrators shall ensure that the algorithms and cipher suites have not been compromised prior to initial implementation.
	Approved Algorithms

	Advanced Encryption Standard (AES)

	Elliptic Curve Cryptography (ECC)

	Elliptic Curve Digital Signature Algorithm (ECDSA)

	Pretty Good Privacy (PGP)

	Rivest-Shamir-Adleman (RSA)

	Secure Hash Algorithms (SHA-2 and SHA-3)

	Transport Layer Security (TLS)

	Secure Sockets Layer (SSL)

	Approved Cipher Suites

	ECDHE-ECDSA-AES128-GCM-SHA256

	ECDHE-ECDSA-AES128-GCM-SHA256

	ECDHE-ECDSA-CHACHA20-POLY1305

	ECDHE-RSA-AES128-GCM-SHA256

	ECDHE-RSA-CHACHA20-POLY1305

	ECDHE-ECDSA-AES256-GCM-SHA384 
(Preferred Cipher & FIPS Compliant)

	ECDHE-RSA-AES256-GCM-SHA384 
(Preferred Cipher & FIPS Compliant)

	ECDHE-ECDSA-AES128-GCM-SHA256

	ECDHE-ECDSA-CHACHA20-POLY1305

	ECDHE-RSA-AES128-GCM-SHA256

	ECDHE-RSA-CHACHA20-POLY1305

	ECDHE-ECDSA-AES256-GCM-SHA384

	ECDHE-RSA-AES256-GCM-SHA384

	ECDHE-ECDSA-AES128-SHA256

	ECDHE-RSA-AES128-SHA256

	ECDHE-ECDSA-AES256-SHA384 
(Preferred Cipher & FIPS Compliant)

	ECDHE-RSA-AES256-SHA384 
(Preferred Cipher & FIPS Compliant)


[bookmark: _Standard:_System_Security_1]


COLLABORATIVE COMPUTING DEVICES AND APPLICATIONS (SC-15)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.AC-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Collaborative computing devices and applications include remote meeting devices and applications, networked white boards, cameras, and microphones. The explicit indication of use includes signals to users when collaborative computing devices and applications are activated.
	SC-15.a
	Prohibit Remote Activation of Computing Devices: [System Administrator Role] shall prohibit remote activation of collaborative computing devices and applications with the following exceptions: [exceptions where remote activation is to be allowed].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-15.b
	Indicate Device Use to Physically Present Users: [System Administrator Role] shall provide an explicit indication of use to users physically present at the devices.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


TRANSMISSION OF SECURITY AND PRIVACY ATTRIBUTES (SC-16)
Policy References: 
CSF 2.0: PR.DS-02
CSF 1.1: DE.AE-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Security and privacy attributes can be explicitly or implicitly associated with the information contained in organizational systems or system components. Attributes are abstractions that represent the basic properties or characteristics of an entity with respect to protecting information or the management of personally identifiable information.
	SC-16
	Associate Attributes with Information Exchange: [System Administrator Role] shall associate [security and privacy attributes] with information exchanged between systems and between system components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



PUBLIC KEY INFRASTRUCTURE CERTIFICATES (SC-17)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Public key infrastructure (PKI) certificates are certificates with visibility external to organizational systems and certificates related to the internal operations of systems, such as application-specific time services.
	SC-17.a
	Issue or Obtain Public Key Certificates: [System Administrator Role] should issue public key certificates under a [certificate policy] or obtain public key certificates from an approved service provider.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-17.b
	Trust Anchor Inclusion in Managed Stores: [CIO or CISO Role] should include only approved trust anchors in trust stores or certificate stores managed by the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


MOBILE CODE (SC-18)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: DE.CM-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Mobile code includes any program, application, or content that can be transmitted across a network (e.g., embedded in an email, document, or website) and executed on a remote system. Decisions regarding the use of mobile code within organizational systems are based on the potential for the code to cause damage to the systems if used maliciously.
	SC-18.a
	Determine Mobile Code Rules: [CIO or CISO Role] shall define acceptable and unacceptable mobile code and mobile code technologies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-18.b
	Control Mobile Code Use: [System Administrator Role] shall authorize, monitor, and control the use of mobile code within the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SECURE NAME/ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE) (SC-20)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.AC-5, PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Providing authoritative source information enables external clients, including remote Internet clients, to obtain origin authentication and integrity verification assurances for the host/service name to network address resolution information obtained through the service.
	SC-20.a
	Provide Authentication Artifacts with Name Resolution Data: [System Administrator Role] shall provide additional data origin authentication and integrity verification artifacts along with the authoritative name resolution data the system returns in response to external name/address resolution queries.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-20.b
	Indicate Security Status and Establish Trust: [System Administrator Role] shall provide the means to indicate the security status of child zones and (if the child supports secure resolution services) to enable verification of a chain of trust among parent and child domains, when operating as part of a distributed, hierarchical namespace.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SECURE NAME/ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING RESOLVER) (SC-21)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Each client of name resolution services either performs this validation on its own or has authenticated channels to trusted validation providers. Systems that provide name and address resolution services for local clients include recursive resolving or caching domain name system (DNS) servers.
	SC-21
	Perform Authentication and Verification of Resolution Responses: [System Administrator Role] shall request and perform data origin authentication and data integrity verification on the name/address resolution responses the system receives from authoritative sources.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ARCHITECTURE AND PROVISIONING FOR NAME/ADDRESS RESOLUTION SERVICE (SC-22)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Systems that provide name and address resolution services include domain name system (DNS) servers. To eliminate single points of failure in systems and enhance redundancy, organizations employ at least two authoritative domain name system servers—one configured as the primary server and the other configured as the secondary server.
	SC-22
	Implement Fault-Tolerance and Role Separation: [System Administrator Role] shall ensure the systems that collectively provide name/address resolution service for an organization are fault-tolerant and implement internal and external role separation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}





SESSION AUTHENTICITY (SC-23)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Protecting session authenticity addresses communications protection at the session level, not at the packet level. Such protection establishes grounds for confidence at both ends of communications sessions in the ongoing identities of other parties and the validity of transmitted information.
	SC-23
	Secure Communication Sessions: [Network Administrator Role] shall protect the authenticity of communications sessions.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


FAIL IN KNOWN STATE (SC-24)
Policy References: 
CSF 2.0: PR.IR-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Failure in a known state addresses security concerns in accordance with the mission and business needs of organizations. Failure in a known state prevents the loss of confidentiality, integrity, or availability of information in the event of failures of organizational systems or system components. Failure in a known safe state helps to prevent systems from failing to a state that may cause injury to individuals or destruction to property. Preserving system state information facilitates system restart and return to the operational mode with less disruption of mission and business processes.
	SC-24
	Preserve System State Information during Failures: [System Administrator Role] shall fail to a known system state for the following failures on the indicated components while preserving system state information in failure: [list of defined types of system failures on system components].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


THIN NODES (SC-25)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: The deployment of system components with minimal functionality reduces the need to secure every endpoint and may reduce the exposure of information, systems, and services to attacks.
	SC-25
	Minimize Functionality and Storage on System Components: [System Administrator Role] should employ minimal functionality and information storage on the following system components: [system components].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DECOYS (SC-26)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Decoys (i.e., honeypots, honeynets, or deception nets) are established to attract adversaries and deflect attacks away from the operational systems that support organizational mission and business functions. Use of decoys requires some supporting isolation measures to ensure that any deflected malicious code does not infect organizational systems.
	SC-26
	Integrate Attack-Detection Components in Systems: [System Administrator Role] should include components within organizational systems specifically designed to be the target of malicious attacks for detecting, deflecting, and analyzing such attacks.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PLATFORM-INDEPENDENT APPLICATIONS (SC-27)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Platforms are combinations of hardware, firmware, and software components used to execute software applications. Platforms include operating systems, the underlying computer architectures, or both. Platform-independent applications are applications with the capability to execute on multiple platforms.  Such applications promote portability and reconstitution on different platforms. Application portability and the ability to reconstitute on different platforms increase the availability of mission-essential functions within organizations in situations where systems with specific operating systems are under attack.
	SC-27
	Incorporate Platform-Independent Applications: [CIO or CISO Role] should include within organizational systems the following platform independent applications: [platform-independent applications].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PROTECTION OF INFORMATION AT REST (SC-28)
Policy References: 
CSF 2.0: PR.DS-01
CSF 1.1: PR.DS-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Information at rest refers to the state of information when it is not in process or in transit and is located on system components. Such components include internal or external hard disk drives, storage area network devices, or databases.
	SC-28
	Protect Confidentiality and Integrity of Information at Rest: [CIO or CISO Role] shall protect the [confidentiality; integrity] of the following information at rest: [information at rest].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-28(01)
	Implement Cryptographic Mechanisms: [System Administrator Role] shall implement cryptographic mechanisms to prevent unauthorized disclosure and modification of the following information at rest on [system components or media] [information].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


HETEROGENEITY (SC-29)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Increasing the diversity of information technologies within organizational systems reduces the impact of potential exploitations or compromises of specific technologies. Such diversity protects against common mode failures, including those failures induced by supply chain attacks.
	SC-29
	Implement Diverse Technologies in System Components: [CIO or CISO Role] should employ a diverse set of information technologies for the following system components in the implementation of the system: [system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CONCEALMENT AND MISDIRECTION (SC-30)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Concealment and misdirection techniques can significantly reduce the targeting capabilities of adversaries (i.e., window of opportunity and available attack surface) to initiate and complete attacks.  For example, virtualization techniques provide organizations with the ability to disguise systems, potentially reducing the likelihood of successful attacks without the cost of having multiple platforms. The increased use of concealment and misdirection techniques and methods-including randomness, uncertainty, and virtualization-may sufficiently confuse and mislead adversaries and subsequently increase the risk of discovery and/or exposing tradecraft. Concealment and misdirection techniques may provide additional time to perform core mission and business functions. The implementation of concealment and misdirection techniques may add to the complexity and management overhead required for the system. 
	SC-30
	Apply Concealment and Misdirection Techniques: [CIO or CISO Role] should employ the following concealment and misdirection techniques for [systems] at [time period] to confuse and mislead adversaries: [concealment and misdirection techniques].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


COVERT CHANNEL ANALYSIS (SC-31)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Covert channel analysis is a meaningful activity when there is the potential for unauthorized information flows across security domains, such as in the case of systems that contain export-controlled information and have connections to external networks (i.e., networks that are not controlled by organizations).
	SC-31.a
	Conduct Covert Channel Analysis: [System Adminstrator Role] shall perform a covert channel analysis to identify those aspects of communications within the system that are potential avenues for covert [storage; timing] channels.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-31.b
	Estimate Channel Bandwidth: [Network Administrator Role] shall estimate the maximum bandwidth of those channels.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM PARTITIONING (SC-32)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-10
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System partitioning is part of a defense-in-depth protection strategy. Organizations determine the degree of physical separation of system components. Physical separation options include physically distinct components in separate racks in the same room, critical components in separate rooms, and geographical separation of critical components. Security categorization can guide the selection of candidates for domain partitioning. Managed interfaces restrict or prohibit network access and information flow among partitioned system components.
	SC-32
	Partition System Components: [System Administrator Role] shall partition the system into [system components] residing in separate [physical or logical] domains or environments based on [circumstances for physical or logical separation of components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


NON-MODIFIABLE EXECUTABLE PROGRAMS (SC-34)
Policy References: 
CSF 2.0: PR.PS-05, DE.CM-09
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The operating environment for a system contains the code that hosts applications, including operating systems, executives, or virtual machine monitors (i.e., hypervisors). It can also include certain applications that run directly on hardware platforms. Hardware-enforced, read-only media include Compact Disc-Recordable (CD-R) and Digital Versatile Disc-Recordable (DVD-R) disk drives as well as one-time, programmable, read-only memory. The use of non-modifiable storage ensures the integrity of software from the point of creation of the read-only image.
	SC-34
	Execute System Components: For [Assignment: organization-defined system components], [System Administrator Role] shall load and execute:
a.	The operating environment from hardware-enforced, read-only media; and
b.	The following applications from hardware-enforced, read-only media: [Assignment: organization-defined applications]. 
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-34.a
	Implement Hardware-Enforced Read-Only Media: [System Administrator Role] shall implement hardware-enforced read-only media for the operating environment.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-34.b
	Define Application Restrictions: [CIO or CISO Role] shall define the following applications from hardware-enforced, read-only media: [applications].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


EXTERNAL MALICIOUS CODE IDENTIFICATION (SC-35)
Policy References: 
CSF 2.0: DE.CM-09
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: External malicious code identification differs from decoys in SC-26 in that the components actively probe networks, including the Internet, in search of malicious code contained on external websites. Like decoys, the use of external malicious code identification techniques requires some supporting isolation measures to ensure that any malicious code discovered during the search and subsequently executed does not infect organizational systems. Virtualization is a common technique for achieving such isolation.
	SC-35
	Implement Proactive Malware Detection System Components: [System Administrator Role] shall include system components that proactively seek to identify network-based malicious code or malicious websites.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DISTRIBUTED PROCESSING AND STORAGE (SC-36)
Policy References: 
CSF 2.0: PR.IR-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Distributing processing and storage across multiple physical locations or logical domains provides a degree of redundancy or overlap for organizations. The redundancy and overlap increase the work factor of adversaries to adversely impact organizational operations, assets, and individuals. The use of distributed processing and storage does not assume a single primary processing or storage location. Therefore, it allows for parallel processing and storage.
	SC-36
	Distribute Processing and Storage Components: [System Administrator Role] shall distribute the following processing and storage components across multiple physical locations or logical domains: [processing and storage components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


OUT-OF-BAND CHANNELS (SC-37)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Out-of-band channels include local, non-network accesses to systems; network paths physically separate from network paths used for operational traffic; or non-electronic paths, such as the U.S. Postal Service. The use of out-of-band channels is contrasted with the use of in-band channels (i.e., the same channels) that carry routine operational traffic.
	SC-37
	Utilize Out-of-Band Channels for Delivery or Transmission: [CIO or CISO Role] shall employ the following out-of-band channels for the physical delivery or electronic transmission of [information, system components, or devices] to [individuals or systems]: [out-of-band channels].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


OPERATIONS SECURITY (SC-38)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Operations security (OPSEC) is a systematic process by which potential adversaries can be denied information about the capabilities and intentions of organizations by identifying, controlling, and protecting generally unclassified information that specifically relates to the planning and execution of sensitive organizational activities.
	SC-38
	Implement Operations Security Controls: [System Owner and System Administrator] shall employ the following operations security controls to protect key organizational information throughout the system development life cycle: [operations security controls].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PROCESS ISOLATION (SC-39)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-10, PR.IR-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Systems can maintain separate execution domains for each executing process by assigning each process a separate address space. Each system process has a distinct address space so that communication between processes is performed in a manner controlled through the security functions, and one process cannot modify the executing code of another process.
	SC-39
	Separate Execution Domain Management: [System Administrator Role] shall maintain a separate execution domain for each executing system process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-39(01)
	Establish Hardware Separation Processes: [System Administrator Role] shall implement hardware separation mechanisms to facilitate process isolation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


WIRELESS LINK PROTECTION (SC-40)
Policy References: 
CSF 2.0: PR.DS-02, PR.DS-10
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Wireless link protection applies to internal and external wireless communication links that may be visible to individuals who are not authorized system users. Adversaries can exploit the signal parameters of wireless links if such links are not adequately protected.
	SC-40
	Defend Wireless Links from Signal Parameter Attacks: [Network Administrator Role] shall protect external and internal [wireless links] from the following signal parameter attacks: [types of signal parameter attacks or references to sources for such attacks].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PORT AND I/O DEVICE ACCESS (SC-41)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Connection ports include Universal Serial Bus (USB), Thunderbolt, and Firewire (IEEE 1394). Input/output (I/O) devices include compact disc and digital versatile disc drives. Disabling or removing such connection ports and I/O devices helps prevent the exfiltration of information from systems and the introduction of malicious code from those ports or devices.
	SC-41
	Disable or Remove System Components: [System Administrator Role] should physically or logically disable or remove [connection ports or input/output devices] on the following systems or system components: [list systems or system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}







SENSOR CAPABILITY AND DATA (SC-42)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Sensor capability and data applies to types of systems or system components characterized as mobile devices, such as cellular telephones, smart phones, and tablets. Mobile devices often include sensors that can collect and record data regarding the environment where the system is in use.
	SC-42.a
	Prohibit Use and Remote Activation of Sensory Devices: [CIO or CISO Role] should prohibit [the use of devices possessing [environmental sensing capabilities] in [facilities, areas, or systems] with the remote activation of environmental sensing capabilities on organizational systems or system components with the following exceptions: [list exceptions where remote activation of sensors is allowed]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-42.b
	Indicate Sensor Use to Specific User Class: [System Administrator Role] should provide an explicit indication of sensor use to [class of users].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


USAGE RESTRICTIONS (SC-43)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Usage restrictions apply to all system components including but not limited to mobile code, mobile devices, wireless access, and wired and wireless peripheral components (e.g., copiers, printers, scanners, optical devices, and other similar technologies). The usage restrictions and implementation guidelines are based on the potential for system components to cause damage to the system and help to ensure that only authorized system use occurs.
	SC-43.a
	Define Usage Restrictions for System Components: [CIO or CISO Role] shall establish usage restrictions and implementation guidelines for the following system components: [list system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-43.b
	Control System Component Usage: [System Administrator Role] shall authorize, monitor, and control the use of such components within the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}







DETONATION CHAMBERS (SC-44)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: DE.CM-4, DE.CM-5
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Detonation chambers, also known as dynamic execution environments, allow organizations to open email attachments, execute untrusted or suspicious applications, and execute Universal Resource Locator requests in the safety of an isolated environment or a virtualized sandbox. Protected and isolated execution environments provide a means of determining whether the associated attachments or applications contain malicious code.
	SC-44
	Implement Detonation Chamber Capability: [CIO or CISO Role] shall employ a detonation chamber capability within [system, system component, or location].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM TIME SYNCHRONIZATION (SC-45)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Time synchronization of system clocks is essential for the correct execution of many system services, including identification and authentication processes that involve certificates and time-of-day restrictions as part of access control. Denial of service or failure to deny expired credentials may result without properly synchronized clocks within and between systems and system components.
	SC-45
	Synchronize System Clocks: [System Administrator Role] should synchronize system clocks within and between systems and system components.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


CROSS DOMAIN POLICY ENFORCEMENT (SC-46)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: For logical policy enforcement mechanisms, organizations avoid creating a logical path between interfaces to prevent the ability to bypass the policy enforcement mechanism. For physical policy enforcement mechanisms, the robustness of physical isolation afforded by the physical implementation of policy enforcement to preclude the presence of logical covert channels penetrating the security domain may be needed.
	SC-46
	Implement Physical or Logical Policy Enforcement Mechanism: [Network Administrator Role] should implement a policy enforcement mechanism [physically or logically] between the physical and/or network interfaces for the connecting security domains.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}




ALTERNATE COMMUNICATIONS PATHS (SC-47)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: PR.PT-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: An incident, whether adversarial- or nonadversarial-based, can disrupt established communications paths used for system operations and organizational command and control. Alternate communications paths reduce the risk of all communications paths being affected by the same incident.
	SC-47
	Establish Alternate Communication Paths for System Operations: [System Owner Role] shall establish [alternate communications paths] for system operations organizational command and control.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SENSOR RELOCATION (SC-48)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Adversaries may take various paths and use different approaches as they move laterally through an organization (including its systems) to reach their target or as they attempt to exfiltrate information from the organization. The organization often only has a limited set of monitoring and detection capabilities, and they may be focused on the critical or likely infiltration or exfiltration paths. By using communications paths that the organization typically does not monitor, the adversary can increase its chances of achieving its desired goals. By relocating its sensors or monitoring capabilities to new locations, the organization can impede the adversary's ability to achieve its goals. The relocation of the sensors or monitoring capabilities might be done based on threat information that the organization has acquired or randomly to confuse the adversary and make its lateral transition through the system or organization more challenging.
	SC-48
	Relocate Sensors and Monitoring Capabilities: [CIO or CISO Role] should relocate [sensors and monitoring capabilities] to [locations] under the following conditions or circumstances: [conditions or circumstances].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


HARDWARE-ENFORCED SEPARATION AND POLICY ENFORCEMENT (SC-49)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: System owners may require additional strength of mechanism and robustness to ensure domain separation and policy enforcement for specific types of threats and environments of operation. Hardware-enforced separation and policy enforcement provide greater strength of mechanism than software-enforced separation and policy enforcement.
	SC-49
	Enforce Hardware Separation: [System Administrator Role] should implement hardware-enforced separation and policy enforcement mechanisms between [security domains].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}




SOFTWARE-ENFORCED SEPARATION AND POLICY ENFORCEMENT (SC-50)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: System owners may require additional strength of mechanism to ensure domain separation and policy enforcement for specific types of threats and environments of operation.
	SC-50
	Enforce Software-Separation Mechanisms: [System Administrator Role] should implement software-enforced separation and policy enforcement mechanisms between [security domains].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


HARDWARE-BASED PROTECTION (SC-51)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: No discussion.
	SC-51.a
	Implement Hardware-Based Write-Protect: [CIO or CISO Role] shall employ hardware-based, write-protect for [system firmware components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SC-51.b
	Manual Disablement and Re-enabling of Hardware Write-protect: [Defined authorized individuals] should implement specific procedures for [authorized individuals] to manually disable hardware write-protect for firmware modifications and re-enable the write-protect prior to returning to operational mode.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this System and Communications Protection Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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