POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for system and information integrity and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This System and Information Integrity Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this System and Information Integrity Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This System and Information Integrity Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (SI-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System and information integrity policy and procedures address the controls in the SI family that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of system and information integrity policy and procedures.
	SI-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate System and Information Integrity Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	SI-01.a.1
	Establish System Integrity Policy: [CIO or CISO Role] shall establish [organization-level; mission/business process-level; system-level] system and information integrity policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-01.a.1.a
	Define Organizational Roles and Responsibilities: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-01.a.1.b
	Ensure Consistency with Applicable Laws and Guidelines: [CIO or CISO Role] shall ensure system and information integrity policy is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-01.a.2
	Implement System and Information Integrity Procedures: [CIO or CISO Role] shall establish procedures to facilitate the implementation of the system and information integrity policy and the associated system and information integrity controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-01.b
	Designate Official for Integrity Policy Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the system and information integrity policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-01.c
	Update System and Information Integrity: [CIO or CISO Role] shall review and update the current system and information integrity policies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-01.c.1
	Set Policy Frequency and Event Schedule: [CIO or CISO Role] shall review and update system and information integrity policies [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	SI-01.c.2
	Implement Regular and Event-based Procedures: [CIO or CISO Role] shall review and update system and information integrity procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


FLAW REMEDIATION (SI-02)
Policy References: 
CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-02
CSF 1.1: ID.RA-1, PR.IP-12
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The need to remediate system flaws applies to all types of software and firmware. Organizations identify systems affected by software flaws, including potential vulnerabilities resulting from those flaws, and report this information to designated organizational personnel with information security and privacy responsibilities. Security-relevant updates include patches, service packs, and malicious code signatures. Organizations also address flaws discovered during assessments, continuous monitoring, incident response activities, and system error handling.
	SI-02.a
	Correct System Flaws: [System Administrator Role] shall identify, report, and correct system flaws.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-02.b
	Test Firmware Updates: [System Administrator Role] shall test software and firmware updates related to flaw remediation for effectiveness and potential side effects before installation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-02.c
	Install Security Software and Firmware Updates: [System Administrator Role] shall install security-relevant software and firmware updates within [time period – 30 days] of the release of the updates.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least 30 days”.}

	SI-02.d
	Implement Flaw Remediation: [System Administrator Role] shall incorporate flaw remediation into the organizational configuration management process.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-02(02)
	Automate Software and Firmware Updates Installation: [System Administrator Role] shall determine if system components have applicable security-relevant software and firmware updates installed using [automated mechanisms] [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


MALICIOUS CODE PROTECTION (SI-03)
Policy References: 
CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: DE.CM-4, DE.DP-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System entry and exit points include firewalls, remote access servers, workstations, electronic mail servers, web servers, proxy servers, notebook computers, and mobile devices. Malicious code includes viruses, worms, Trojan horses, and spyware. Malicious code can also be encoded in various formats contained within compressed or hidden files or hidden in files using techniques such as steganography. Malicious code can be inserted into systems in a variety of ways, including by electronic mail, the world-wide web, and portable storage devices. Malicious code insertions occur through the exploitation of system vulnerabilities. A variety of technologies and methods exist to limit or eliminate the effects of malicious code.
	SI-03.a
	Implement Malicious Code Protection Mechanisms: [System Administrator Role] shall implement both signature and non-signature based malicious code protection mechanisms at system entry and exit points to detect and eradicate malicious code.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-03.b
	Update Malicious Code Protection Mechanisms: [System Administrator Role] shall automatically update malicious code protection mechanisms as new releases are available in accordance with organizational configuration management policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-03.c
	Configure Malicious Code Protection Mechanisms: [System Administrator Role] shall configure malicious code protection mechanisms.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-03.c.1
	Conduct System Scans: [System Administrator Role] shall perform periodic scans of the system [frequency – at least annually] and real-time scans of files from external sources at [endpoint; network entry and exit points] as the files are downloaded, opened, or executed in accordance with organizational policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SI-03.c.2
	Respond to Malicious Code Detection: [System Administrator Role] shall block malicious code, quarantine malicious code, and take action, sending alerts to [personnel or roles] in response to malicious code detection.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-03.d
	Address False Positives in Malicious Code Detection: [CIO or CISO Role] shall address the receipt of false positives during malicious code detection and eradication and the resulting potential impact on the availability of the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SYSTEM MONITORING (SI-04)
Policy References: 
CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System monitoring includes external and internal monitoring. External monitoring includes the observation of events occurring at external interfaces to the system. Internal monitoring includes the observation of events occurring within the system. Organizations monitor systems by observing audit activities in real time or by observing other system aspects such as access patterns, characteristics of access, and other actions. The monitoring objectives guide and inform the determination of the events. System monitoring capabilities are achieved through a variety of tools and techniques, including intrusion detection and prevention systems, malicious code protection software, scanning tools, audit record monitoring software, and network monitoring software.
	SI-04.a
	System Monitoring: [CIO or CISO Role] shall monitor systems to detect changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.a.1
	Monitor Potential Attacks: [CIO or CISO Role] shall monitor attacks and indicators of potential attacks in accordance with the following monitoring objectives: [list monitoring objectives].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.a.2
	Block Unauthorized Connections: [Network Administrator Role] shall block unauthorized local, network, and remote connections.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.b
	Detect Unauthorized System Use: [CIO or CISO Role] shall identify unauthorized use of the system through the following techniques and methods: [list techniques and methods].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.c
	Implement Monitoring Measures: [CIO or CISO Role] shall invoke internal monitoring capabilities or deploy monitoring devices.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.c.1
	Collect Essential Information Systematically: [CIO or CISO Role] shall implement monitoring measures strategically within the system to collect organization-determined essential information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.c.2
	Track Specific Transactions: [CIO or CISO Role] shall implement monitoring mesures at  ad  hoc locations within the system to track specific types of transactions of interest to the organization.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.d
	Event and Anomaly Analysis: [CIO or CISO Role] shall analyze detected events and anomalies.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.e
	Adjust System Monitoring Level Following Risk Change: [CIO or CISO Role] shall adjust the level of system monitoring activity when there is a change in risk to organizational operations and assets, individuals, other organizations, or the Nation.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.f
	Obtain Legal Opinion for System Monitoring: [CIO or CISO Role] shall obtain legal opinion regarding system monitoring activities.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04.g
	Provide Monitoring Information to Designated Personnel: [CIO or CISO Role] shall provide system monitoring information to [personnel or roles] as needed [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SI-04(02)
	Implement Automated Event Analysis: [CIO or CISO Role] shall employ automated tools and mechanisms to support near real-time analysis of events.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04(04).a
	Set Criteria for Communication Traffic: [Network Administrator Role] shall determine criteria for unusual or unauthorized activities or conditions for inbound and outbound communications traffic.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04(04).b
	Monitor Communications Traffic: [CIO or CISO Role] shall monitor inbound and outbound communications traffic [frequency – at least daily] for [unusual or unauthorized activities or conditions].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-04(05)
	Alert Personnel for Indications of Compromise: [CIO or CISO Role] shall alert [personnel or roles] when the following system-generated indications of compromise or potential compromise occur [compromise indicators].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SECURITY ALERTS, ADVISORIES, AND DIRECTIVES (SI-05)
Policy References: 
CSF 2.0: ID.RA-01, ID.RA-02, ID.RA-03
CSF 1.1: ID.RA-1, ID.RA-2, ID.RA-3, RS.CO-5, RS.AN-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The Cybersecurity and Infrastructure Security Agency (CISA) generates security alerts and advisories to maintain situational awareness throughout the Federal Government. Security directives are issued by OMB or other designated organizations with the responsibility and authority to issue such directives. Compliance with security directives is essential due to the critical nature of many of these directives and the potential (immediate) adverse effects on organizational operations and assets, individuals, other organizations, and the Nation should the directives not be implemented in a timely manner.
	SI-05.a
	Receive External Security Updates: [CIO or CISO Role] shall receive system security alerts, advisories, and directives from [external organizations] on an ongoing basis.
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-05.b
	Produce Security Alerts & Directives: [CIO or CISO Role] shall generate internal security alerts, advisories, and directives as deemed necessary.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-05.c
	Disseminate Security Alerts and Advisories: [CIO or CISO Role] shall disseminate security alerts, advisories, and directives to [personnel or roles], [elements within the organization], [external organizations].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-05.d
	Implement Security Directives or Report Noncompliance: [CIO or CISO Role] shall implement security directives in accordance with established time frames, or notify the issuing organization of the degree of noncompliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SECURITY AND PRIVACY FUNCTION VERIFICATION (SI-06)
Policy References: 
CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Transitional states for systems include system startup, restart, shutdown, and abort. System notifications include hardware indicator lights, electronic alerts to system administrators, and messages to local computer consoles.
	SI-06.a
	Verify Security and Privacy Functions Operation: [System Administrator Role] shall verify the correct operation of [security and privacy functions].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-06.b
	Verify System Transitional States: [System Administrator Role] shall perform the verification of the functions specified in SI-6a [[system transitional states] upon command by user with appropriate privilege; [frequency – at least annually]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SI-06.c
	Alert Personnel to Test Failures: [Defined personnel or roles] shall alert [personnel or roles] to failed security and privacy verification tests.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-06.d
	Take Actions for Discovered Anomalies: [System Administrator Role] shall [shut the system down; restart the system; [alternative action(s)]] when anomalies are discovered.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY (SI-07)
Policy References: 
CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: PR.DS-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Unauthorized changes to software, firmware, and information can occur due to errors or malicious activity. Software includes operating systems (with key internal components, such as kernels or drivers), middleware, and applications. Firmware interfaces include Unified Extensible Firmware Interface (UEFI) and Basic Input/Output System (BIOS). Information includes personally identifiable information and metadata that contains security and privacy attributes associated with information. Integrity-checking mechanisms—including parity checks, cyclical redundancy checks, cryptographic hashes, and associated tools—can automatically monitor the integrity of systems and hosted applications.
	SI-07.a
	Use Integrity Verification Tools for Unauthorized Changes Detection: [System Administrator Role] shall employ integrity verification tools to detect unauthorized changes to the following software, firmware, and information: [list software, firmware, and information].
{Instructions: Agencies should review the referenced policies to ensure they comply with the policy statement.}
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-07.b
	Detect Unauthorized Changes: [CIO or CISO Role] shall take the following actions when unauthorized changes to the software, firmware, and information are detected: [actions].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-07(01)
	Perform Integrity Check on Defined Software, Firmware, and Information: [System Administrator Role] shall perform an integrity check of [software, firmware, and information] [at startup; at [transitional states or security-relevant events] [frequency – at least annually]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SI-07(07)
	Incorporate Unauthorized Change Detection into Incident Response Capability: [CIO or CISO Role] shall incorporate the detection of the following unauthorized changes into the organizational incident response capability [security-relevant changes to the system].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SPAM PROTECTION (SI-08)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: DE.CM-4
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: System entry and exit points include firewalls, remote-access servers, electronic mail servers, web servers, proxy servers, workstations, notebook computers, and mobile devices. Spam can be transported by different means, including email, email attachments, and web accesses.
	SI-08.a
	Implement Spam Protection Mechanisms: [System Administrator Role] shall employ spam protection mechanisms at system entry and exit points to detect and act on unsolicited messages.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-08(02)
	Update Spam Protection Mechanisms Regularly: [System Administrator Role] shall update spam protection mechanisms regularly.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-08.b
	Update Spam Protection Mechanisms: [System Administrator Role] shall update spam protection mechanisms when new releases are available in accordance with organizational configuration management policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION INPUT VALIDATION (SI-10)
Policy References: 
CSF 2.0: PR.DS-10
CSF 1.1: PR.DS-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Checking the valid syntax and semantics of system inputs—including character set, length, numerical range, and acceptable values—verifies that inputs match specified definitions for format and content.
	SI-10
	Validate Information Inputs: [System Administrator Role] shall check the validity of the following information inputs: [information inputs to the system].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ERROR HANDLING (SI-11)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Organizations consider the structure and content of error messages. The extent to which systems can handle error conditions is guided and informed by organizational policy and operational requirementsExploitable information includes stack traces and implementation details; erroneous logon attempts with passwords mistakenly entered as the username; mission or business information that can be derived from, if not stated explicitly by, the information recorded; and personally identifiable information, such as account numbers, social security numbers, and credit card numbers. Error messages may also provide a covert channel for transmitting information.
	SI-11.a
	Generate Corrective Action Error Messages: [System Owner Role] shall generate error messages that provide information necessary for corrective actions without revealing information that could be exploited.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-11.b
	Reveal Error Messages to Assigned Roles: Systems shall reveal error messages only to [personnel or roles].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION MANAGEMENT AND RETENTION (SI-12)
Policy References: 
CSF 2.0: ID.AM-07, ID.AM-08
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Information management and retention requirements cover the full life cycle of information, in some cases extending beyond system disposal. Information to be retained may also include policies, procedures, plans, reports, data output from control implementation, and other types of administrative information.
	SI-12
	System Information Management and Retention: [System Owner Role] shall manage and retain information within the system and information output from the system in accordance with applicable laws, executive orders, directives, regulations, policies, standards, guidelines and operational requirements.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PREDICTABLE FAILURE PREVENTION (SI-13)
Policy References: 
CSF 2.0: PR.IR-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: While MTTF is primarily a reliability issue, predictable failure prevention is intended to address potential failures of system components that provide security capabilities. Failure rates reflect installation-specific consideration rather than the industry-average. Organizations define the criteria for the substitution of system components based on the MTTF value with consideration for the potential harm from component failures.
	SI-13.a
	Define MTTF for System Components: [System Administrator Role] shall determine mean time to failure (MTTF) for the following system components in specific environments of operation: [system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-13.b
	Substitute and Exchange System Components: [CIO or CISO Role] shall provide substitute system components and a means to exchange active and standby components in accordance with the following criteria: [MTTF substitution criteria].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


NON-PERSISTENCE (SI-14)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Implementation of non-persistent components and services mitigates risk from advanced persistent threats (APTs) by reducing the targeting capability of adversaries (i.e., window of opportunity and available attack surface) to initiate and complete attacks.By implementing the concept of non-persistence for selected system components, organizations can provide a trusted, known state computing resource for a specific time period that does not give adversaries sufficient time to exploit vulnerabilities in organizational systems or operating environments.
	SI-14
	Implement and Terminate Non-Persistent System Components: [System Administrator Role] shall implement non-persistent [system components and services] that are initiated in a known state and terminated [upon end of session; periodically at [frequency – at least annually]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}



INFORMATION OUTPUT FILTERING (SI-15)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Certain types of attacks, including SQL injections, produce output results that are unexpected or inconsistent with the output results that would be expected from software programs or applications. Information output filtering focuses on detecting extraneous content, preventing such extraneous content from being displayed, and then alerting monitoring tools that anomalous behavior has been discovered.
	SI-15
	Validate Software Information Consistency: [System Owner Role] shall validate information output from the following software programs and/or applications to ensure that the information is consistent with the expected content: [software programs and/or applications].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


MEMORY PROTECTION (SI-16)
Policy References: 
CSF 2.0: PR.DS-10
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Some adversaries launch attacks with the intent of executing code in non-executable regions of memory or in memory locations that are prohibited. Controls employed to protect memory include data execution prevention and address space layout randomization. Data execution prevention controls can either be hardware-enforced or software-enforced with hardware enforcement providing the greater strength of mechanism.
	SI-16
	Implement Memory Protection Controls: [System Administrator Role] shall implement the following controls to protect the system memory from unauthorized code execution: [list controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


FAIL-SAFE PROCEDURES (SI-17)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Failure conditions include the loss of communications among critical system components or between system components and operational facilities. Fail-safe procedures include alerting operator personnel and providing specific instructions on subsequent steps to take.
	SI-17
	Implement Fail-Safe Procedures Upon Identified Failures: [CIO or CISO Role] shall  implement the indicated fail-safe procedures when the indicated failures occur: [list of failure conditions and associated fail-safe procedures].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



PERSONALLY IDENTIFIABLE INFORMATION QUALITY OPERATIONS (SI-18)
Policy References: 
CSF 2.0: ID.AM-08
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Personally identifiable information quality operations include the steps that organizations take to confirm the accuracy and relevance of personally identifiable information throughout the information life cycle. The information life cycle includes the creation, collection, use, processing, storage, maintenance, dissemination, disclosure, and disposal of personally identifiable information.
	SI-18.a
	Verify Accuracy of Personally Identifiable Information: [System Administrator Role] shall check the accuracy, relevance, timeliness, and completeness of personally identifiable information across the information life cycle [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SI-18.b
	Correct/Delete Inaccurate Personal Information: [System Administrator Role] shall correct or delete inaccurate or outdated personally identifiable information.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


DE-IDENTIFICATION (SI-19)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: De-identification is the general term for the process of removing the association between a set of identifying data and the data subject. Many datasets contain information about individuals that can be used to distinguish or trace an individual’s identity, such as name, social security number, date and place of birth, mother’s maiden name, or biometric records.
	SI-19.a
	Remove Personally Identifiable Information Elements: [System Administrator Role] shall  remove the following elements of personally identifiable information from datasets: [elements of personally identifiable information].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-19.b
	Evaluate De-identification Effectiveness: [System Administrator Role] shall evaluate [frequency – at least annually] for effectiveness of de-identification.


TrAINTING (SI-20)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Many cyber-attacks target organizational information, or information that the organization holds on behalf of other entities (e.g., personally identifiable information), and exfiltrate that data.
	SI-20
	Embed Capabilities in Systems for Data Exfiltration Detection: [System Administrator Role] should embed data or capabilities in the following systems or system components to determine if organizational data has been exfiltrated or improperly removed from the organization: [systems or system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION REFRESH (SI-21)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Retaining information for longer than it is needed makes it an increasingly valuable and enticing target for adversaries. Keeping information available for the minimum period of time needed to support organizational missions or business functions reduces the opportunity for adversaries to compromise, capture, and exfiltrate that information.
	SI-21
	Refresh and Delete Assigned Information: [System Administrator Role] should refresh [information] at [frequencies] or generate the information on demand and delete the information when no longer needed.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION DIVERSITY (SI-22)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Actions taken by a system service or a function are often driven by the information it receives. Corruption, fabrication, modification, or deletion of that information could impact the ability of the service function to properly carry out its intended actions.By having multiple sources of input, the service or function can continue operation if one source is corrupted or no longer available. 
	SI-22.a
	Identify Alternative Information Sources: [CIO or CISO Role] should identify the following alternative sources of information for [essential functions and services]: [alternative information sources].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-22.b
	Alternate Information Source Use for Essential Functions Execution: [CIO or CISO Role] should use an alternative information source for the execution of essential functions or services on [systems or system components] when the primary source of information is corrupted or unavailable.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INFORMATION FRAGMENTATION (SI-23)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: One objective of the advanced persistent threat is to exfiltrate valuable information. Once exfiltrated, there is generally no way for the organization to recover the lost information. Therefore, organizations may consider dividing the information into disparate elements and distributing those elements across multiple systems or system components and locations.
	SI-23
	Define Circumstances: [Defined Personel or Role] shall base information fragmentation on [list circumstances].

	SI-23.a
	Define Information Assignment: [Defined Personel or Role] shall fragment the following information: [information].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SI-23.b
	Distribute Fragmented Information: [Defined Personel or Role] shall distribute the fragmented information across the following systems or system components: [systems or system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this System and Information Integrity Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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