
[Policy Title] – [Policy Number]
POLICY TEMPLATE USAGE AND INSTRUCTIONS
Delete this section prior to publishing or adopting policies by Organization.
This template provides Agencies with NIST SP 800-53 compliant policies, standards, and controls as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations or omissions from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.
The following highlighted elements should be reviewed by the Agency and changed to meet organizational needs prior to publishing or adopting the policies:
· [Organizational Variable]: Organizational Variables are items that should be defined by the organization based on their culture, naming conventions, and unique requirements to their organization. Organization Variables should be defined and [highlighting] removed prior to publishing and adopting policies. 
· [Link to Authoritative Policy]: These links refer to other policies, standards, and controls that are authoritative over the policy element. This is done to prevent the duplication of policies, standards, and controls throughout the various Policy Documents. Links should be defined and [highlighting] removed prior to publishing and adopting policies.
· Sample Standard – XXX: The template provides Sample Standards throughout the policy document to demonstrate examples on how Agencies could define security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy. 
The following callouts are intended to provide instructions and guidance for how Agencies should modify, customize, and adopt the policies. The callouts should be removed from the Policy Document prior to publishing or adopting the policies.
· {Instructions: Provide additional instructions for implementing the policy section. Instructions should be removed prior to adoption of the Policy.}
· {DoIT / OCS Mandate: Provide specific mandates of required policy directives issued by DoIT and OCS. Mandates should be removed prior to adoption of the policy.}
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AUTHORITY
Pursuant to the Cybersecurity Act, Sections 9-27A-1 to 9-27A-5 NMSA 1978, the State Chief Information Security Officer (“CISO”) and the Office of Cybersecurity (“OCS”) are authorized to develop minimum cybersecurity controls for managing and protecting information technology assets, IT networks and network infrastructure for all entities that are connected to an agency-operated or -owned telecommunications network. Executive Order 2024-11 mandates that all executive agencies implement cybersecurity controls that meet or exceed National Institute of Standards Technology (“NIST”) 800-53 moderate. To this end, and pursuant to this authority, the CISO and OCS mandate that agencies adhere to information security policies that meet the 800-53 moderate standard. This information security policy satisfies NIST 800-53 standards for supply chain risk management and is adopted by [Agency] to satisfy implementation of a NIST 800-53b Moderate Control Baselines for Information Systems and Organizations.
PURPOSE
[Agency’s] information technology systems and assets, including operational data transmitted using, or stored within, those systems, (collectively “Digital Assets”) to be significant and valuable resources. This Supply Chain Risk Management Policy provides Policies, Standards, and Controls necessary to protect Digital Assets from threats or hazards, whether internal or external, deliberate or accidental. The objective of this Supply Chain Risk Management Policy is to limit the risks that might compromise Digital Assets or agency operations through the loss of information confidentiality, integrity, reliability, and/or availability.
SCOPE
This Supply Chain Risk Management Policy governs access to all Digital Assets controlled by [Agency].
DEFINITIONS
A full list of Definitions is maintained in [OCS-00-Definitions] Document.
POLICY
{Instructions: The following NIST SP 800-53 compliant policies, standards, and controls are provided as guidelines for Agencies to establish, customize, and adopt their own organizational policies. Significant deviations from the proposed policy language may result in NIST CSF 2.0 audit or assessment findings.}
POLICY AND PROCEDURES (SR-01)
Policy References: 
CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Supply chain risk management policy and procedures address the controls in the SR family as well as supply chain-related controls in other families that are implemented within systems and organizations. The risk management strategy is an important factor in establishing such policies and procedures. Policies and procedures contribute to security and privacy assurance. Therefore, it is important that security and privacy programs collaborate on the development of supply chain risk management policy and procedures.
	SR-01.a
	Adopt Policies: [CIO or CISO Role] shall develop, document, and disseminate Supply Chain Risk Management Policies to designated personnel.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Effective Policy Development: Ensure the following key elements are necessary for ensuring relevant, enforceable, and adaptable policies.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Policy: A statement that expresses management’s commitment to the protection, implementation, maintenance, and improvement of its information security systems.
· Standard: A set of security features or directives that a system or user must provide before it can be deemed to be in accordance with the policy.
· Control: Safeguards or countermeasures to avoid, counteract, or minimize security risks relating to organization data, systems, reputation, or property to be in accordance with the Standard.
· Exception: Situations or scenarios that may arise that cannot be effectively addressed within the constraints of policies, standards, or controls.

	SR-01.a.1
	Implement Supply Chain Risk Management Policy: [CIO or CISO Role] shall implement [organization-level; mission/business process-level; system-level] supply chain risk management policy.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-01.a.1.a
	Establish Organizational Guidelines: [CIO or CISO Role] shall address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-01.a.1.b
	Ensure Consistency with Applicable Laws and Guidelines: [CIO or CISO Role] shall ensure supply chain risk management policy is consistent with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-01.a.2
	Implement Supply Chain Risk Management Procedures: [CIO or CISO Role] shall develop procedures to facilitate the implementation of the supply chain risk management policy and the associated supply chain risk management controls.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-01.b
	Designate Official for Supply Chain Risk Management: [CIO or CISO Role] shall designate a [Defined Official] to manage the development, documentation, and dissemination of the supply chain risk management policy and procedures.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-01.c
	Update Supply Chain Risk Management: [System Owner Role] shall review and update the current supply chain risk management.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-01.c.1
	Policy Updates Frequency and Events Management: [CIO or CISO Role] shall review policy [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}

	SR-01.c.2
	Define Frequency and Events for Procedures: [Defined Personnel or Role] shall define and review procedures [frequency – at least annually] and following [Defined events].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
{Instructions: Agencies should identify specific “Defined Events” or triggers that require the policies to be reviewed and updated in addition to the regular review frequency. Examples include changes in laws or regulations, major security incidents, adoption of new technologies, or organizational restructuring.}


SUPPLY CHAIN RISK MANAGEMENT PLAN (SR-02)
Policy References: 
CSF 2.0: GV.RM-01, GV.RM-03, GV.RM-04, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-04, ID.IM-04
CSF 1.1: ID.BE-4, ID.SC-1, ID.SC-2, ID.SC-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The dependence on products, systems, and services from external providers, as well as the nature of the relationships with those providers, present an increasing level of risk to an organization. Threat actions that may increase security or privacy risks include unauthorized production, the insertion or use of counterfeits, tampering, theft, insertion of malicious software and hardware, and poor manufacturing and development practices in the supply chain. Supply chain risks can be endemic or systemic within a system element or component, a system, an organization, a sector, or the Nation.
	SR-02.a
	Manage Supply Chain Risks: [System Owner Role] shall develop a plan for managing supply chain risks associated with the research and development, design, manufacturing, acquisition, delivery, integration, operations and maintenance, and disposal of the following systems, system components or system services: [systems, system components, or system services].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-02.b
	Update Supply Chain Risk Management Plan: [System Owner Role] shall review and update the supply chain risk management plan [frequency – at least annually] or as required, to address threat, organizational or environmental changes.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}

	SR-02.c
	Secure Supply Chain Risk Management Plan: [CIO or CISO Role] shall protect the supply chain risk management plan from unauthorized disclosure and modification.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-02(01)
	Establish Supply Chain Risk Management Team: [CIO or CISO Role] shall establish a supply chain risk management team consisting of [personnel, roles, and responsibilities] to lead and support the following SCRM activities [supply chain risk management activities].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


SUPPLY CHAIN CONTROLS AND PROCESSES (SR-03)
Policy References: 
CSF 2.0: GV.OC-02, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-05, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, RS.MA-01, RS.CO-02, RS.CO-03
CSF 1.1: ID.BE-1, ID.SC-1, ID.SC-2, ID.SC-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Supply chain elements include organizations, entities, or tools employed for the research and development, design, manufacturing, acquisition, delivery, integration, operations and maintenance, and disposal of systems and system components. Supply chain processes include hardware, software, and firmware development processes; shipping and handling procedures; personnel security and physical security programs; configuration management tools, techniques, and measures to maintain provenance; or other programs, processes, or procedures associated with the development, acquisition, maintenance and disposal of systems and system components. Supply chain elements and processes may be provided by organizations, system integrators, or external providers. Weaknesses or deficiencies in supply chain elements or processes represent potential vulnerabilities that can be exploited by adversaries to cause harm to the organization and affect its ability to carry out its core missions or business functions. Supply chain personnel are individuals with roles and responsibilities in the supply chain.
	SR-03.a
	Address Weaknesses in Supply Chain Processes: [System Owner Role] shall establish a process or processes to identify and address weaknesses or deficiencies in the supply chain elements and processes of [system or system component] in coordination with [supply chain personnel].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-03.b
	Implement Supply Chain Protection Controls: [System Owner Role] shall employ the following controls to protect against supply chain risks to the system, system component, or system service and to limit the harm or consequences from supply chain-related events: [list supply chain controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-03.c
	Document Implemented Supply Chain Processes: [System Owner Role] shall document the selected and implemented supply chain processes and controls in [ security and privacy plans; supply chain risk management plan; [document]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


PROVENANCE (SR-04)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Every system and system component has a point of origin and may be changed throughout its existence. Provenance is the chronology of the origin, development, ownership, location, and changes to a system or system component and associated data.
	SR-04
	Maintain Provenance of Systems and Data: [System Administrator Role] should document, monitor, and maintain valid provenance of the following systems, system components, and associated data: [systems, system components, and associated data].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ACQUISITION STRATEGIES, TOOLS, AND METHODS (SR-05)
Policy References: 
CSF 2.0: GV.OC-02, GV.OC-05, GV.SC-02, GV.SC-05, GV.SC-06, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.SC-1, ID.SC-2, ID.SC-3
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The use of the acquisition process provides an important vehicle to protect the supply chain. The results from a supply chain risk assessment can guide and inform the strategies, tools, and methods that are most applicable to the situation. Tools and techniques may provide protections against unauthorized production, theft, tampering, insertion of counterfeits, insertion of malicious software or backdoors, and poor development practices throughout the system development life cycle.
	SR-05
	Implement Supply Chain Risk Mitigation Strategies: [System Owner Role] shall employ the following acquisition strategies, contract tools, and procurement methods to protect against, identify, and mitigate supply chain risks: [acquisition strategies, contract tools, and procurement methods].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
Sample Standard - Contract Provisions:
The following Contract Provisions / Elements are mandatory for vendors or third-party providers that provide, manage, operate, process, or maintain Critical or Mission Critical Systems:
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Non-Disclosure: The Organization’s Legal Team shall establish a reusable Non-Disclosure Statement for use in contracts to ensure that vendor use of the Organization’s sensitive data is not shared or disclosed without authorization.    
· Intellectual Property: The Organization’s Legal Team shall establish a reusable Intellectual Property statement for use in contracts to ensure that the Organization’s Intellectual Property Rights are protected.
· Anti-Bribery and Anti-Corruption: The Organization’s Legal Team shall establish a reusable Anti-Bribery and Anti-Corruption statement for use in contracts to ensure that vendors comply with all ethical and legal requirements.
· Background Checks: The Organization’s Legal Team shall establish a reusable Background Check statement for use in contracts to ensure Vendor Personnel assigned to the Organization are adequately screened for Criminal History, Drug Use, Financial Stability, Citizenship Status, Educational History, Etc.
· Incident Notifications: The Organization’s Legal Team shall establish a reusable Incident Notification statement for use in contracts to ensure Vendor’s notify the Organization if a potential or confirmed Security Incident occurs involving Organizational Systems or Data. 
· Information Protection: The Organization’s Legal Team shall establish a reusable Information Protection statement for use in contracts to ensure that Vendors are protecting Organizational Systems and Data to the same degree that the Organizational Policies, Standards, and Controls mandate.
· Component Sourcing: The Organization’s Legal Team shall establish a reusable Component Sourcing statement for use in contracts to ensure vendors are providing Authentic (not counterfeit) components or parts as part of their products and are NOT sourcing components or parts from countries restricted by law.
· Audit Rights: The Organization’s Legal Team shall establish a reusable statement for use in contracts that gives the Organization Audit Rights to ensure that all Contract Provisions and Vendor Risk Assessment items are able to be verified for compliance with established contract terms. 





SUPPLIER ASSESSMENTS AND REVIEWS (SR-06)
Policy References: 
CSF 2.0: GV.OC-02, GV.OV-01, GV.OV-02, GV.OV-03, GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-09, GV.SC-10, ID.RA-09, ID.RA-10
CSF 1.1: ID.SC-2, RS.AN-5
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: An assessment and review of supplier risk includes security and supply chain risk management processes, foreign ownership, control or influence (FOCI), and the ability of the supplier to effectively assess subordinate second-tier and third-tier suppliers and contractors.
	SR-06
	Review Supply Chain-Related Risks: [CIO or CISO Role] shall assess and review the supply chain-related risks associated with suppliers or contractors and the system, system component, or system service they provide [frequency – at least annually].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}
Sample Standard - Vendor Risk Assessments:
The following Vendor Risk Assessment factors shall be reviewed, evaluated, and heavily considered prior to the acquisition of software, hardware, or services from a new vendor supporting a Critical or Mission Critical System. These factors shall be presented for vendor response as part of any RFP or Solicitation of products or services.
{Instructions: Agency should review the sample standard and customize to meet their unique challenges, requirements, and constraints.}
· Vendor Background: The vendor should provide information about the company, to include size, structure, key leadership, and its financial health. 
· Years in business 
· Merger and acquisition activity (past and present) 
· Customer base and trends 
· Stability or high turnover or firings at senior leadership level 
· Number of employees at specific location and company-wide 
· Investors/investments 
· Public Financial reports/audits 
· Past Performance: The vendor should provide Information about the ability of the source to produce and deliver covered articles as expected. This includes an understanding of the quality assurance practices associated with preventing mistakes or defects in manufactured/ developed products and avoiding problems when delivering solutions or services to customers. 
· Past performance information
· Relevant customer references, ratings, or complaints
· Past security incidents involving customer data breaches
· Recalls / Quality metrics
· Evidence of a quality program and/or certification
· Personnel: The vendor should provide information about personnel affiliated with or employed by the source or an entity within the supply chain of the product or service.
· The vendor’s program to vet its personnel, to include whether there is an insider threat program, and/or whether the supplier performs background checks and prior employment verification
· Turnover rate, staffing levels, and competencies
· Compliance / Legal: The vendor should provide information about non-compliance, litigation, criminal acts, or other relevant legal requirements.
· Record of compliance with pertinent state and federal laws, regulations, contracts, or agreements
· Sanctions compliance
· Trade controls compliance
· Judgments, Fines, or Bankruptcy
· Fraud, Corruption, and Sanctions: The vendor should provide information about past or present fraudulent activity or corruption and being subject to suspension, debarment, exclusion, or sanctions.
· Civil or criminal litigation
· History or current evidence of fraudulent activity
· Source’s history of committing intellectual property theft
· Cybersecurity Standards: The vendor should provide information about the cybersecurity practices, vulnerabilities, or incidents of the source, product, service, and/or supply chain.
· Trusted Service Provider Certifications
· Evidence of effective cybersecurity standards and controls
· Vendor’s history as a victim of computer network intrusions or breaches
· Vendor’s history as a victim of intellectual property theft
· Existence of unmitigated cybersecurity vulnerabilities


SUPPLY CHAIN OPERATIONS SECURITY (SR-07)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Recommended
Discussion: Supply chain OPSEC expands the scope of OPSEC to include suppliers and potential suppliers. OPSEC is a process that includes identifying critical information, analyzing friendly actions related to operations and other activities to identify actions that can be observed by potential adversaries, determining indicators that potential adversaries might obtain that could be interpreted or pieced together to derive information in sufficient time to cause harm to organizations, implementing safeguards or countermeasures to eliminate or reduce exploitable vulnerabilities and risk to an acceptable level, and considering how aggregated information may expose users or specific uses of the supply chain.
	SR-07
	Implement Supply Chain OPSEC Controls: [System Owner Role] should employ the following Operations Security (OPSEC) controls to protect supply chain-related information for the system, system component, or system service: [Operations Security (OPSEC) controls].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}



NOTIFICATION AGREEMENTS (SR-08)
Policy References: 
CSF 2.0: GV.OC-02, GV.SC-08, RS.MA-01, RS.CO-02, RS.CO-03, RC.CO-03
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The establishment of agreements and procedures facilitates communications among supply chain entities. Early notification of compromises and potential compromises in the supply chain that can potentially adversely affect or have adversely affected organizational systems or system components is essential for organizations to effectively respond to such incidents.
	SR-08
	Establish Supply Chain Agreements and Procedures: [System Owner Role] shall establish agreements and procedures with entities involved in the supply chain for the system, system component, or system service for the [notification of supply chain compromises; results of assessments or audits; [information]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


TAMPER RESISTANCE AND DETECTION (SR-09)
Policy References: 
CSF 2.0: No Reference
CSF 1.1: DE.DP-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Anti-tamper technologies, tools, and techniques provide a level of protection for systems, system components, and services against many threats, including reverse engineering, modification, and substitution. Strong identification combined with tamper resistance and/or tamper detection is essential to protecting systems and components during distribution and when in use.
	SR-09
	Establish Tamper Protection Program: [Security Manager Role] shall implement a tamper protection program for the system, system component, or system service.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


INSPECTION OF SYSTEMS OR COMPONENTS (SR-10)
Policy References: 
CSF 2.0: GV.SC-05, ID.RA-09
CSF 1.1: DE.DP-2
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: The inspection of systems or systems components for tamper resistance and detection addresses physical and logical tampering and is applied to systems and system components removed from organization-controlled areas. Indications of a need for inspection include changes in packaging, specifications, factory location, or entity in which the part is purchased, and when individuals return from travel to high-risk locations.
	SR-10
	Inspect Systems for Tampering: [System Administrator Role] shall inspect the following systems or system components [at random; at[frequency – at least annually], upon [indications of need for inspection]] to detect tampering: [systems or system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}
{Instructions: Agencies should identify frequency at which procedures are review and updated. The established best practice is “at least annually”.}


COMPONENT AUTHENTICITY (SR-11)
Policy References: 
CSF 2.0: ID.RA-09
CSF 1.1: No Reference
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Sources of counterfeit components include manufacturers, developers, vendors, and contractors. Anti-counterfeiting policies and procedures support tamper resistance and provide a level of protection against the introduction of malicious code. External reporting organizations include CISA.
	SR-11.a
	Implement Anti-Counterfeit Procedures: [System Owner Role] shall develop and implement anti-counterfeit policy and procedures that include the means to detect and prevent counterfeit components from entering the system.
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-11.b
	Report Counterfeit Components: [System Administrator Role] shall report counterfeit system components to [source of counterfeit component; [external reporting organizations]. [personnel or roles]].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-11(01)
	Training in Detecting Counterfeit System Components: [Vendor] shall train [System Administrator Role] to detect counterfeit system components (including hardware, software, and firmware).
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}

	SR-11(02)
	Maintain Configuration Control Over System Components: [System Administrator Role] shall maintain configuration control over the following system components awaiting service or repair and serviced or repaired components awaiting return to service [system components].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


COMPONENT DISPOSAL (SR-12)
Policy References: 
CSF 2.0: ID.AM-08
CSF 1.1: PR.IP-6
NM Executive Orders: No Reference
OCS Determination: Mandatory
Discussion: Data, documentation, tools, or system components can be disposed of at any time during the system development life cycle (not only in the disposal or retirement phase of the life cycle).For example, disposal can occur during research and development, design, prototyping, or operations/maintenance and include methods such as disk cleaning, removal of cryptographic keys, partial reuse of components. Opportunities for compromise during disposal affect physical and logical data, including system documentation in paper-based or digital files; shipping and delivery documentation; memory sticks with software code; or complete routers or servers that include permanent media, which contain sensitive or proprietary information. Additionally, proper disposal of system components helps to prevent such components from entering the gray market.
	SR-12
	Dispose Assigned Items: [System Owner Role] shall dispose of [data, documentation, tools, or system components] using the following techniques and methods: [list techniques and methods].
{Instructions: Agencies should identify the role that is assigned the responsibility to oversee compliance with this  policy statement.}


ROLES AND RESPONSIBILITIES
The following Roles are essential to effective governance of an Information Security Program and its Policies, Standards, and Controls. A full list of Responsibilities by Role is maintained in [OCS-00-RolesResponsibilities] Document.
{Instructions: Agencies should review the list of common roles found in Information Security Programs and customize to meet their unique challenges, requirements, and constraints.}
a. Chief Information Officer (CIO): The Agency CIO is responsible for the overall strategic direction and management of the organization's information technology assets, ensuring that security is integrated into IT planning and operations, and allocating necessary resources to support the Information Security Program.
b. Chief Information Security Officer (CISO): The Agency CISO is responsible for establishing and maintaining the overall Information Security Program, developing and overseeing the implementation of policies and procedures, managing security risks, and ensuring compliance with relevant regulations and frameworks.
c. System Owner: The System Owner is accountable for the overall security of an information system and the data it processes, including determining the system's mission, identifying its information types, allocating resources for security, and ensuring that security controls are implemented and assessed.
d. System Administrator: The System Administrator is responsible for the technical implementation, configuration, and maintenance of information systems, including applying security patches, monitoring system logs for anomalies, and adhering to secure system baselines.
e. Users: All Users have a critical role in protecting and maintaining information systems and data. Users of the computing resources and data must comply with all information security program policies, standards, and controls.
EXCEPTIONS
The CIO or CISO may approve in advance and in writing any exceptions to this Supply Chain Risk Management Policy.
REFERENCES
The following references inform the Organization’s Employees, Contractors, and other Users of Organization IT resources of the authoritative reference mappings associated with the Organization’s Information Security Policies. These documents and the derived policies protect Organization systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
a. NIST SP 800-53 – Release 5: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
b. NIST CSF 2.0: https://www.nist.gov/cyberframework 
c. NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
d. NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
e. New Mexico Executive Orders: Executive_Order_2024-011.pdf 
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