State of New Mexico - Policy References
Authority
Pursuant to the New Mexico Department of Information Technology Act, NMSA 1978, § 9-27-1 et seq., the Secretary of the Department of Information Technology (DoIT or Department) shall exercise general authority over all department employees, manage all operations of the Department, and administer and enforce the laws with which the Secretary or the Department is charged.
Pursuant to NMAC 1.12.10.11, the Secretary of DoIT has discretion to adopt additional DoIT-specific information technology (IT) resource usage Policies that are more restrictive than NMAC 1.12.10.
Purpose
This Document informs State of New Mexico Entities, employees, contractors, and other users of State-Owned IT resources of the authoritative reference mappings associated with State Information Security Policies. This document and related policies protect State-Owned systems, maintain compliance with applicable regulations, protect customer information, and reduce business risk.
Scope
This Document governs the use of State of New Mexico IT and data telecommunications resources.
Authoritative Policy References
· NIST SP 800-53: https://csrc.nist.gov/pubs/sp/800/53/r5/upd1/final 
· NIST CSF 2.0: https://www.nist.gov/cyberframework 
· NIST CSF 1.1: https://www.nist.gov/cyberframework/csf-11-archive 
· NIST SP 800-171: https://csrc.nist.gov/pubs/sp/800/171/r3/final 
· New Mexico Executive Orders: https://api.realfile.rtsclients.com/PublicFiles/16569e3bf98c467e95901b46fd511499/c64babf0-75e5-4f69-af43-d8887f693c3a/Executive_Order_2024-011.pdf
· NM Administrative Code: https://nmonesource.com/nmos/nmac/en/item/18048/index.do#t1c12p20 
State Entity Determination
· Mandatory: Items designated as Mandatory are mandated, required, and/or assessed by CSF 2.0 (NM Survey), CSF 1.1 (NCSR), or Executive Order (EO.2024-011).
· Recommended: Items designated as Recommended are industry best practice but NOT directly mandated, required, or assessed by CSF 2.0, 1.1, or Executive Order.


Policy Mapping Matrix
	800-53: ID
	800-53: Element
	800-53: Description
	Reference Mapping
	State Entity
Determination

	ACCESS CONTROL (AC)

	POLICY AND PROCEDURES

	AC-01.a
	Adopt Policies
	Develop, document, and disseminate Access Control policies.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-01.a.1.a
	Develop Policies
	Access Control Policies address purpose, scope, roles, responsibilities, management commitment, coordination among organizational entities, and compliance.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-01.a.1.b
	Review Compliance
	Access Control policies are reviewed for consistency with applicable laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-01.a.2
	Develop Procedures
	Access Control procedures address how the policy is implemented and document the associated controls.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-01.b
	Assign Authority
	Organization Authority is assigned to manage the development, documentation, and dissemination of the Access Control policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-01.c.1
	Update Policies
	Access Control policies are updated on a reoccurring frequency or when an event of significance triggers an update.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-01.c.2
	Update Procedures
	Access Control procedures are updated on a reoccurring frequency or when an event of significance triggers an update.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01, PR.AA-05
CSF 1.1: PR.AC-3, PR.AC-4
SP 800-171: 03.01.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	ACCOUNT MANAGEMENT

	AC-02.a
	Define Account Types
	Define and document the types of accounts allowed and specifically prohibited for use within the system.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.b
	Assign Account Managers
	Account Managers are System Owners, System Administrators, or other named Roles within the organization. Account Managers are assigned to manage Access Control provisioning.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.c
	Assign Group Membership
	Group membership shall be assigned based on organization defined requirements and criteria.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.d.1
	Specify Authorized Users
	Account Managers shall identify and track authorized users within the system.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.c.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.d.2
	Specify Authorized Groups
	Account Managers shall identify and track authorized groups within the system.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03

CSF 1.1: PR.AC-4, DE.CM-3

SP 800-171: 03.01.01c.02

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AC-02.d.3
	Specify Privileges
	Account Managers shall identify and track privileges assigned to users within the system.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.c.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.e
	Approve Account Creation
	Account Managers shall approve requests to create accounts.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.f
	Approve Account Changes
	Account Managers shall approve requests to create, enable, modify, disable, and remove accounts in accordance with organization policies, procedures, requirements, and/or criteria.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.g
	Monitor Accounts
	The use of accounts shall be monitored in accordance with organization policies, procedures, requirements, and/or criteria.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.e
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.h.1
	Notify - Account Not Needed
	Account Managers shall be notified when accounts are no longer required within an organization defined time period.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.g.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.h.2
	Notify - User Termination
	Account Managers shall be notified when users are terminated or transferred within an organization defined time period.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.g.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.h.3
	Notify - Need to Know Changes
	Account Managers shall be notified when system usage or need-to-know changes for an individual within an organization defined time period.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.g.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.i.1
	Authorize - Valid Access
	Authorize access to the system based on a valid access request.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.d.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.i.2
	Authorize - Intended Usage
	Authorize access to the system based on intended system usage.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.d.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.i.3
	Authorize - Privileges
	Authorize access to the system based on organization defined privileges.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.j
	Review Accounts
	Regularly Review accounts for compliance with account management requirements on an organization defined frequency.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.k
	Adopt Shared Account Procedures
	Establish and implement a process for changing shared or group account authenticators (i.e. passwords) when individuals are removed from the group.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02.l
	Align with HR Processes
	Align account management processes with personnel termination and transfer processes.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03

CSF 1.1: PR.AC-4, DE.CM-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AC-02(01)
	Manage System Accounts
	Support the management of system accounts using specific automated tools and methods as defined by the organization.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(02)
	Remove Temporary and Emergency Accounts
	Automatically remove or disable temporary and emergency accounts after a set period of time, which will be determined by the organization for each type of account.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(03)
	Disable Accounts
	Disable accounts within a set time period of time as defined by organization.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: 03.01.01.f
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(03)(a)
	Disable Accounts - Expired
	Disable accounts that have expired.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-04
CSF 1.1: PR.AC-4, DE.CM-4
SP 800-171: 03.01.01.f.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(03)(b)
	Disable Accounts - Disassociate Users
	Are no longer linked to a user or individual.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-05
CSF 1.1: PR.AC-4, DE.CM-5
SP 800-171: 03.01.01.f.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(03)(c)
	Disable Accounts - Identify Policy Violators
	Have violated the organization's policy.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-06
CSF 1.1: PR.AC-4, DE.CM-6
SP 800-171: 03.01.01.f.04
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(03)(d)
	Disable Accounts - Manage Inactive Periods
	Remain inactive for a defined period of time.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-07
CSF 1.1: PR.AC-4, DE.CM-7
SP 800-171: 03.01.01.f.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(04)
	Audit Account Actions
	Keep a record of actions involving account creation, changes, enabling, disabling, and deletion.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(05)
	Inactivity Logout
	Ensure users log out after a specified period of inactivity or at defined times.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-02(13)
	Disable Accounts - Risk Discovery
	Disable or Deactivate accounts of individuals when significant risks are detected.
	CSF 2.0: PR.AA-01, PR.AA-05, PR.DS-10, DE.CM-01, DE.CM-03
CSF 1.1: PR.AC-4, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	ACCESS ENFORCEMENT

	AC-03
	Enforce Authorizations
	Enforce approved authorizations for logical access to information and system resources in accordance with applicable access control policies.
	CSF 2.0: PR.AA-05, PR.DS-10, PR.IR-01
CSF 1.1: PR.AC-4, PR.PT-3
SP 800-171: 03.01.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INFORMATION FLOW ENFORCEMENT

	AC-04
	Enforce Authorizations for Information Flow
	Enforce approved authorizations for controlling the flow of information within the system and between connected systems.
	CSF 2.0: ID.AM-03, PR.DS-10, PR.IR-01, DE.CM-09
CSF 1.1: ID.AM-3, PR.AC-5, PR.DS-5, DE.AE-1
SP 800-171: 03.01.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SEPARATION OF DUTIES

	AC-05.a
	Separation of Duties
	Identify and document the specific responsibilities of individuals that must be separated.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.04.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-05.b
	Define Access
	Define access permissions for the system to ensure duties are distributed separately.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.04.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	LEAST PRIVILEGE

	AC-06
	Implement Least Privilege Principle
	Implement the least privilege principle, meaning only permit users (or systems on behalf of users) the access required to perform their designated tasks.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.05.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(01)
	Authorize Access Assignment
	Approve access for specific individuals or roles.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.05.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(01)(a)
	Assign Security Functions
	Decide on specific security functions, which can be implemented in hardware, software, or firmware.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.05.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(01)(b)
	Define Security-Relevant Information
	Assign specific security-related information defined by the organization.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.05.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(02)
	Implement Non-Privileged Accounts for Nonsecurity Functions
	Ensure that users with access to certain security functions use accounts with limited access when they need to use non-security functions.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.06.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(05)
	Restrict Privileged Accounts
	Limit special access accounts on the system to specific people or roles defined by the organization.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.06.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(07)(a)
	Review and Validate User Privileges
	Regularly review the privileges given to certain user roles or groups to ensure they are necessary.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.05.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(07)(b)
	Adjust Privileges According to Business Needs
	Change or remove privileges, as needed, to accurately represent the organization's mission and business requirements.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.05.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(09)
	Track Privileged Functions Execution
	Keep track of all tasks performed by privileged users.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.07.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-06(10)
	Restrict Privileged Functions Execution
	Stop regular users from performing actions meant for special access users.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.DS-5
SP 800-171: 03.01.07.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	UNSUCCESSFUL LOGON ATTEMPTS

	AC-07.a
	Implement Login Attempt Limit
	Set a limit on how many times a user can attempt to log in unsuccessfully within a certain time period set by the organization.
	CSF 2.0: PR.AA-03
CSF 1.1: No Reference
SP 800-171: 03.01.08.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-07.b
	Implement Account Lockout Policy
	When the maximum number of failed login attempts is exceeded, automatically lock the user out of their account or system for a set period of time. This lock will not be lifted until an admin allows it, or after an organization-defined delay. Promptly notify the system administrator of this incident and proceed with any other actions the organization has outlined for such situations.
	CSF 2.0: PR.AA-03
CSF 1.1: No Reference
SP 800-171: 03.01.08.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SYSTEM USE NOTIFICATION

	AC-08.a
	Display System Use Notification
	Display a notification message defined by the organization to users before allowing them access to the system. This message should provide privacy and security notices that align with all related laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: 03.01.09

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AC-08.a.1
	Access U.S. Government System
	People are using a system controlled by the Federal, State, or Local Government.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.a.2
	Monitor System Usage
	The use of the system can be tracked, recorded and audited.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.a.3
	Prohibit Unauthorized System Use
	The system shall not be used without permission, and unauthorized usage can result in criminal or civil penalties.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.a.4
	Consent for Monitoring and Recording
	Using the system means you agree to being monitored and recorded.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.b
	Maintain Notification for User Acknowledgement
	Keep the usage conditions notice on the screen until users confirm they've understood, and take specific steps to log into or further access the system.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.c
	Manage Public Systems
	Ensure systems that can be accessed by the public are properly managed.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.c.1
	Provide System Use Information
	Show information about how the system is used before allowing more access to the system that is open to the public.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.c.2
	Audit Privacy Accommodations
	Show any references to monitoring, recording, or auditing that matches privacy rules for systems that typically don't allow these activities.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-08.c.3
	Describe Authorized System Uses
	Describe the approved ways to use the system.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	PREVIOUS LOGON NOTIFICATION

	AC-09
	Inform User of Last Logon Details
	Inform the user of the date and time of their last successful login when they sign in to the system.
	CSF 2.0: DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CONCURRENT SESSION CONTROL

	AC-10
	Restrict Concurrent Sessions
	Set a limit on how many active sessions each user can have at one time.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DEVICE LOCK

	AC-11.a
	Initiate Device Lock After Inactivity
	Automatically lock devices after a certain amount of inactivity and mandate users to lock their devices whenever they leave them unattended.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.01.10.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-11.b
	Maintain Device Lock
	Keep the device locked until the user confirms their identity and gets authenticated using the standard procedures.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.01.10.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-11(01)
	Device Lock for Display Concealment
	Hide previously displayed information on your screen by using the device's lock function, which shows a publicly viewable image instead.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.01.10.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SESSION TERMINATION

	AC-12
	Terminate User Session
	End a user's session automatically when specific conditions or events that require session disconnection occur.
	CSF 2.0: PR.AA-03
CSF 1.1: PR.PT-4
SP 800-171: 03.01.11
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SUPERVISION AND REVIEW

	AC-13
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	PERMITTED ACTIONS WITHOUT IDENTIFICATION OR AUTHENTICATION

	AC-14.a
	Define User Actions Without Authentication
	Identify the actions that users can perform on the system without needing to identify themselves or authenticate, in a way that aligns with the organization's mission and business functions.
	CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-4, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AC-14.b
	Justify User Actions 
	Document the reasons why certain user actions don't need identification or authentication in the system's security plan.
	CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-4, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUTOMATED MARKING

	AC-15
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	SECURITY AND PRIVACY ATTRIBUTES

	AC-16.a
	Associate Security Types and Privacy Attributes
	Provide a way to link certain types of security and privacy characteristics with certain security and privacy value levels for information that is being stored, processed, or transmitted.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AC-16.b
	Maintain Attribute Associations
	Ensure that the relevant attributes are connected and maintained with the information.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AC-16.c
	Define Permitted Security and Privacy Attributes
	Set up the allowed security and privacy features for specific systems within the organization using the attributes outlined in AC-16a.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AC-16.d
	Define Attribute Values or Ranges
	Determine the allowed values or ranges for each attribute that has been set up by the organization.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AC-16.e
	Audit Attribute Changes
	Check for modifications to characteristics or features.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AC-16.f
	Review Security Attributes
	Regularly review the organization's specific security and privacy features to assess their relevance.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	REMOTE ACCESS

	AC-17.a
	Establish Restrictions
	Set Access Control rules for usage, define system setup needs, and provide guidance for each type of remote access permitted, then document these details.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3, PR.PT-4
SP 800-171: 03.01.12.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-17.b
	Authorize Remote System Access
	Approve all types of remote system access before permitting such connections.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3, PR.PT-4
SP 800-171: 03.01.12.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-17(01)
	Monitor Remote Access Methods
	Use automated systems to supervise and manage methods of remote access.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3, PR.PT-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-17(02)
	Protect Remote Access Sessions
	Use encryption to safeguard the privacy and reliability of remote access sessions.
	CSF 2.0: PR.AA-05

CSF 1.1: PR.AC-3, PR.PT-4

SP 800-171: 03.13.08

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AC-17(03)
	Authorize Network Access Points
	Ensure that remote access is only granted through approved and monitored network control points.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3, PR.PT-4
SP 800-171: 03.01.12.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-17(04)(a)
	Authorize Remote Access for Privileged Commands
	Approve the use of privileged commands and access to important security details via remote access only when there's a method to provide verifiable evidence and for specific company-defined needs.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3, PR.PT-4
SP 800-171: 03.01.12.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-17(04)(b)
	Rationale Documentation for Remote Access
	In the system's security plan, provide a written explanation for why remote access is necessary.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3, PR.PT-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	WIRELESS ACCESS

	AC-18.a
	Define Wireless Access Guidelines
	Specify rules for setting up, connecting, and guiding the use of each type of wireless access.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.PT-4
SP 800-171: 03.01.16.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-18.b
	Authorize Wireless Access
	Before permitting any sort of wireless connection to the system, ensure it's authorized.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.PT-4
SP 800-171: 03.01.16.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-18(01)
	Secure Wireless Access
	Ensure the system's wireless access is protected by authenticating users or devices and using encryption.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.PT-4
SP 800-171: 03.01.16.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-18(03)
	Disable Unintended Wireless Capabilities
	Ensure wireless networking features within system components are turned off (disabled) before issuing and deploying them if they are not meant to be used.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.PT-4
SP 800-171: 03.01.16.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MOBILE DEVICES

	AC-19.a
	Establish Requirements for Controlled Mobile Devices
	Set up rules for configuring and connecting organization-owned mobile devices, and guide on how to apply these rules, even when the devices are used outside controlled areas.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3
SP 800-171: 03.01.18.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-19.b
	Connect Mobile Devices
	Give permission for mobile devices to connect to the organization's systems.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-3
SP 800-171: 03.01.18.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	USE OF EXTERNAL SYSTEMS

	AC-20.a
	Define External System Controls and Terms
	Set defined terms and conditions, identify specific control measures supposedly in place on systems outside the organization consistent with established trust relationships with other organizations that own, operate or maintain these external systems.
	CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
SP 800-171: 03.01.20.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-20.a.1
	Connecting to External Systems
	Connect to the system from outside systems.
	CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
SP 800-171: 03.01.20.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-20.a.2
	Use External Systems for Information Management
	Use external systems to handle information controlled by the organization, whether it's processing, storing, or transmitting it.
	CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
SP 800-171: 03.01.20c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-20.b
	Prohibit Use of Specified External Systems
	Do not allow the use of certain types of systems defined by the organization.
	CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
SP 800-171: 03.01.20.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-20(01)
	Allow External Access for Authorized Individuals
	Only allow authorized individuals to use an outside system to access the primary system or to manage organization-controlled information after the following conditions have been met:
	CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
SP 800-171: 03.01.20.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-20(01)(a)
	Verify Control Implementation
	Check that the controls on external systems are implemented as outlined in the organization's policies and plans for security and privacy.
	CSF 2.0: ID.AM-02, ID.AM-04

CSF 1.1: ID.AM-4, PR.AC-3

SP 800-171: 03.01.20.c.01

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AC-20(01)(b)
	Retain Approved System Agreements
	Keep approved agreements about system connections or processing with the organization that hosts the external system.
	CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
SP 800-171: 03.01.20.c.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-20(02)
	Restrict Use of Portable Storage Devices
	Only authorized individuals are allowed to use company-controlled portable storage devices on external systems, based on specific restrictions set by the company.
	CSF 2.0: ID.AM-02, ID.AM-04
CSF 1.1: ID.AM-4, PR.AC-3
SP 800-171: 03.01.20.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INFORMATION SHARING

	AC-21.a
	Authorize User Discretion in Information Sharing
	Allow approved users to check if the access permissions given to a sharing partner are in line with the information's access and use rules for specific information sharing situations where user judgement is needed.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-8
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-21.b
	Implement Decision-Assistance Mechanisms
	Use organization-defined tools or step-by-step processes to help team members decide how to share and collaborate on information.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-8
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	PUBLICLY ACCESSIBLE CONTENT

	AC-22.a
	Authorize Public Information Access
	Assign specific individuals the responsibility of making information publicly accessible.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-22.b
	Train Individuals for Public Information Management
	Train approved personnel to ensure that public information does not include private details.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.01.22.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-22.c
	Review Content Before Public Posting
	Before posting any information on a system that the public can access, thoroughly review the content. Ensure it doesn't include confidential details that aren't meant for public viewing.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AC-22.d
	Review and Remove Nonpublic Information
	Regularly check public systems to remove any confidential information that may have been mistakenly posted.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.01.22.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	DATA MINING PROTECTION

	AC-23
	Implement Data Mining Prevention Techniques
	Use specified techniques to prevent and detect any unauthorized attempts to extract data from the organization's defined data storage objects.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	ACCESS CONTROL DECISIONS

	AC-24
	Apply Access Control Decisions
	Create procedures and use tools to ensure access control decisions defined by the organization are applied to all access requests before permission is granted.
	CSF 2.0: PR.AA-05
CSF 1.1: PR.AC-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	REFERENCE MONITOR

	AC-25
	Establish Tamperproof Reference Monitor
	Establish a tamperproof reference monitor to enforce a set access control rules. This monitor shall be secured against tampering, always on, and small enough for thorough analysis and testing to ensure its effectiveness.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	AWARENESS AND TRAINING (AT)

	POLICY AND PROCEDURES

	AT-01.a
	Disseminate Information to Assigned Personnel
	Develop, document, and share information with designated personnel or roles within the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-01.a.1
	Establish Awareness and Training Policy
	Create a policy for Awareness and Training that applies to either the whole organization, specific business processes, or individual systems.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: No Reference

SP 800-171: 03.15.01.a

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AT-01.a.1.a
	Define Organizational Responsibilities
	The statement details the intention, extent, duties, accountabilities, organizational commitment, cooperation between organizational units, and adherence to rules.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-01.a.1.b
	Ensure Consistency with Legal Frameworks
	The Awareness and Training policy shall comply with relevant laws, orders, guidelines, directives, regulations, policies, and standards.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-01.a.2
	Implement Awareness and Training Procedures
	The organization shall implement Awarenss and Training to address and communicate safe practices.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-01.b
	Designate Official for Awareness and Training Management
	Assign an official within the organization to oversee the creation, documentation, and distribution of Awareness and Training policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-01.c
	Update Awareness and Training
	Regularly review and update the Awareness and Training policies.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-01.c.1
	Assign Policy Frequency and Events
	Set specific policies with designated frequencies that follow certain events determined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-01.c.2
	Follow Procedures Regularly and Event-Based
	Follow the organization-defined procedures frequently and apply them following specific events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	LITERACY TRAINING AND AWARENESS

	AT-02.a
	Implement User Training
	Provide security and privacy training to all system users, including managers, senior executives, and contractors.
	CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
SP 800-171: 03.02.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-02.a.1
	Initial Training and Frequency Assignment for New Users
	Provide initial training for all new users and continue to provide this training on a regular basis, as determined by the organization.
	CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
SP 800-171: 03.02.01.a.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-02.a.2
	Update System Following Changes/Events
	Respond appropriately to any changes in the system or specific events as defined by the organization.
	CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
SP 800-171: 03.02.01.a.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-02.b
	Improve User Security Awareness
	Use the following methods to improve the system users' awareness of security and privacy (specific methods to be defined by the organization).
	CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-02.c
	Update Literacy Training Content
	Update the training materials for literacy and awareness regularly, and after specific events as dictated by the organization's rules.
	CSF 2.0: PR.AT-01

CSF 1.1: PR.AT-1

SP 800-171: 03.02.01.b

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AT-02.d
	Incorporate Incident Lessons into Training Techniques
	Use insights from past security or privacy incidents (whether internal or external) to improve training and awareness methods.
	CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-02(02)
	Conduct Insider Threat Awareness Training
	Provide training on how to identify and report possible signs of insider threats.
	CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
SP 800-171: 03.02.01.a.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-02(03)
	Train on Reporting Social Engineering Instances
	Provide training to help users in recognizing and reporting potential and actual attempts at manipulation or information gathering through social interactions.
	CSF 2.0: PR.AT-01
CSF 1.1: PR.AT-1
SP 800-171: 03.02.01.a.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	ROLE-BASED TRAINING

	AT-03.a
	Implement Role-Based Security Training
	Give security and privacy training based on job roles to staff members who have specific responsibilities as defined by the organization.
	CSF 2.0: PR.AT-01, PR.AT-02
CSF 1.1: PR.AT-2, PR.AT-3, PR.AT-4, PR.AT-5
SP 800-171: 03.02.02.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-03.a.1
	Authorize System Access Frequency
	Before giving system, information access or duties to somebody, and repeatedly after a defined interval.
	CSF 2.0: PR.AT-01, PR.AT-02
CSF 1.1: PR.AT-2, PR.AT-3, PR.AT-4, PR.AT-5
SP 800-171: 03.02.02.a.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-03.a.2
	Update System Requirements
	Make changes to the system as needed.
	CSF 2.0: PR.AT-01, PR.AT-02
CSF 1.1: PR.AT-2, PR.AT-3, PR.AT-4, PR.AT-5
SP 800-171: 03.02.02.a.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-03.b
	Update Role-Based Training Content Frequency and Events
	Update the content of the training based on role regularly as determined by the organization, as well as after specific events as defined by the organization.
	CSF 2.0: PR.AT-01, PR.AT-02
CSF 1.1: PR.AT-2, PR.AT-3, PR.AT-4, PR.AT-5
SP 800-171: 03.02.02.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-03.c
	Incorporate Incident Lessons into Training
	Include lessons learned from internal or external security or privacy incidents into training based on job roles.
	CSF 2.0: PR.AT-01, PR.AT-02
CSF 1.1: PR.AT-2, PR.AT-3, PR.AT-4, PR.AT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	TRAINING RECORDS

	AT-04.a
	Document and Monitor Training Activities
	Keep a record of and monitor activities related to information security and privacy training. This includes general awareness training and specific training based on individual roles.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AT-04.b
	Maintain Training Records
	Keep individual training records for a specified amount of time.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTACTS WITH SECURITY GROUPS AND ASSOCIATIONS

	AT-05
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	TRAINING FEEDBACK

	AT-06
	Provide Feedback on Training Results
	Regularly give feedback on the results of organization-wide training to the selected personnel.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	AUDIT AND ACCOUNTABILITY (AU)

	POLICY AND PROCEDURES

	AU-01.a
	Dissemination to Designated Personnel
	Develop, document, and distribute information to designated staff or roles within the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: PR.PT-1

SP 800-171: 03.15.01.a

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AU-01.a.1
	Formulate Audit and Accountability Policy
	Choose one or more levels - organization, mission/business process, or system - to create an audit and accountability policy.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-01.a.1.a
	Establish Organizational Responsibilities and Compliance
	Describes the purpose, scope, and roles involved, as well as the responsibilities of management, coordination among different organizational units, and compliance matters.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-01.a.1.b
	Ensure Consistency with Regulations
	Follows all relevant laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-01.a.2
	Implement Audit and Accountability Policy Procedures
	Create methods that make it easier to implement the policy on audit and accountability, as well as any related controls.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-01.b
	Appoint Official for Audit Procedures Management
	Assign a designated official to oversee the creation, documentation, and sharing of audit and accountability policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-01.c
	Update Audit and Accountability
	Regularly review and update the current audit and accountability procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-01.c.1
	Policy Frequency and Event Assignment
	Create and follow a policy at a frequency decided by the organization after particular events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-01.c.2
	Procedure Assignment Frequency and Events
	Create procedures that are followed with a frequency and after specific events, both as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-1
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	EVENT LOGGING

	AU-02.a
	Identify System Log Capabilities
	Identify the types of events that the system can record for the purpose of auditing, based on the event types defined by the organization.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-02.b
	Coordinate Event Logging Function
	Work together with other groups within the organization who need audit-related information, to help inform and guide the choice of events that get logged.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-02.c
	Define Logging Event Types
	Define the specific types of events that need to be logged in the system, as well as how often or in what situations these events need logging.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-02.d
	Justify Event Types for Investigations
	Explain why the chosen types of logged events are sufficient to assist in subsequent investigations of incidents.
	CSF 2.0: PR.PS-04

CSF 1.1: PR.PT-1

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AU-02.e
	Update Logging Event Types
	Regularly review and update the types of events chosen for tracking and recording at a frequency decided by the organization.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTENT OF AUDIT RECORDS

	AU-03
	Establish Audit Record Information
	Ensure that audit records include mandatory information defined by the organization.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-03.a
	Identify Event Type
	Ensure that audit records describe the type of event that happened.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.a.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-03.b
	Determine Event Timing
	Ensure that audit records identify the time when the event happened.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.a.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-03.c
	Identify Event Location
	Ensure that audit records identify the location where the event took place.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.a.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-03.d
	Identify Event Source
	Ensure that audit records identify the origin of the event.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.a.04
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-03.e
	Report Event Outcome
	Ensure that audit records identify the result of the event.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.a.05
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-03.f
	Identify Event Associations
	Ensure that audit records identify any individuals or items associated with the event.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.a.06
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-03(01)
	Produce Enhanced Audit Records
	Create audit records that include extra information defined by the organization.
	CSF 2.0: PR.PS-04
CSF 1.1: PR.PT-1
SP 800-171: 03.03.02.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUDIT LOG STORAGE CAPACITY

	AU-04
	Allocate Audit Log Storage Capacity
	Set aside enough storage space to meet the organization's prescribed requirements for retaining audit logs.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	RESPONSE TO AUDIT LOGGING PROCESS FAILURES

	AU-05.a
	Alert Personnel of Audit Log Failure
	Alert designated personnel quickly if the process for recording audit logs fails.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.03.04.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-05.b
	Implement Additional Actions
	Perform any additional actions as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.03.04.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUDIT RECORD REVIEW, ANALYSIS, AND REPORTING

	AU-06.a
	Analyze System Audit Records
	Regularly review and analyze system audit records to identify any unusual or inappropriate activity and understand its potential impact. The frequency of these reviews and what constitutes unusual or inappropriate activity will be defined by the organization.
	CSF 2.0: PR.PS-04, DE.AE-02, DE.AE-03
CSF 1.1: ID.SC-4, PR.PT-1, DE.AE-2, DE.AE-3, DE.DP-4, RS.CO-2, RS.AN-1
SP 800-171: 03.03.05.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-06.b
	Report Findings to Assigned Roles
	Report the findings to the assigned personnel or roles within the organization.
	CSF 2.0: PR.PS-04, DE.AE-02, DE.AE-03

CSF 1.1: ID.SC-4, PR.PT-1, DE.AE-2, DE.AE-3, DE.DP-4, RS.CO-2, RS.AN-1

SP 800-171: 03.03.05.b

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AU-06.c
	Adjust Audit Level Based on Risk Information
	Alter the level of system's audit record review, analysis, and reporting when there is a shift in risk due to updates from law enforcement, intelligence information, or other trusty sources.
	CSF 2.0: PR.PS-04, DE.AE-02, DE.AE-03
CSF 1.1: ID.SC-4, PR.PT-1, DE.AE-2, DE.AE-3, DE.DP-4, RS.CO-2, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-06(01)
	Automate Audit Processes
	Incorporate processes for reviewing, analyzing, and reporting audit records using tools or methods chosen by the organization.
	CSF 2.0: PR.PS-04, DE.AE-02, DE.AE-03
CSF 1.1: ID.SC-4, PR.PT-1, DE.AE-2, DE.AE-3, DE.DP-4, RS.CO-2, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-06(03)
	Correlate Audit Records for Situational Awareness
	Examine and connect audit records from different sources to achieve a complete understanding of the organization's situation.
	CSF 2.0: PR.PS-04, DE.AE-02, DE.AE-03
CSF 1.1: ID.SC-4, PR.PT-1, DE.AE-2, DE.AE-3, DE.DP-4, RS.CO-2, RS.AN-1
SP 800-171: 03.03.05.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUDIT RECORD REDUCTION AND REPORT GENERATION

	AU-07
	Implement Audit Record Reduction Capability
	Provide and implement a feature that can reduce audit records and generate reports.
	CSF 2.0: PR.PS-04, RS.AN-03, RS.AN-06, RS.AN-07
CSF 1.1: PR.PT-1, RS.AN-3
SP 800-171: 03.03.06.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-07.a
	Support Audit Records and Incident Investigations
	Supports immediate review, analysis, and reporting of audit records as needed, along with post-incident investigations.
	CSF 2.0: PR.PS-04, RS.AN-03, RS.AN-06, RS.AN-07
CSF 1.1: PR.PT-1, RS.AN-3
SP 800-171: 03.03.06.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-07.b
	Maintain Audit Record Integrity
	Avoids changing the original content or timing sequence of audit records.
	CSF 2.0: PR.PS-04, RS.AN-03, RS.AN-06, RS.AN-07
CSF 1.1: PR.PT-1, RS.AN-3
SP 800-171: 03.03.06.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-07(01)
	Process and Sort Audit Records
	Provide and implement a system that can process, categorize, and search audit records based on specific fields decided by the organization.
	CSF 2.0: PR.PS-04, RS.AN-03, RS.AN-06, RS.AN-07
CSF 1.1: PR.PT-1, RS.AN-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	TIME STAMPS

	AU-08.a
	Generate Time Stamps for Audit Records
	Use the computer's internal clock to create time stamps for audit records.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.03.07.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-08.b
	Record and Measure Audit Timestamps
	Record the precise time for audit records in Universal Time or local time offset from Universal Time.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.03.07.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	PROTECTION OF AUDIT INFORMATION

	AU-09.a
	Secure Audit Information and Tools
	Keep audit information and tools safe from unauthorized interference, changes, and removal.
	CSF 2.0: PR.DS-10
CSF 1.1: No Reference
SP 800-171: 03.03.08.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-09.b
	Alerting on Unauthorized Audit Access
	Send an alert to specific individuals or roles within the organization when unauthorized changes or access to audit information is detected.
	CSF 2.0: PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-09(04)
	Authorize Audit Logging Management
	Grant permission to manage the audit log functions to a specific group of users or roles as defined by the organization.
	CSF 2.0: PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	NON-REPUDIATION

	AU-10
	Ensure Non-Repudiation of Actions
	Provide strong evidence that a person or a process acting for a person has performed the specific actions determined by the organization in a way that cannot be denied afterwards.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: 03.03.08.b

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	AUDIT RECORD RETENTION

	AU-11
	Maintain Audit Records
	Keep audit records for a set period of time in line with the organization's records retention policy. This will support investigations of incidents that occur later and fulfill requirements for information retention set by both regulations and the organization.
	CSF 2.0: PR.PS-04
CSF 1.1: No Reference
SP 800-171: 03.03.03.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUDIT RECORD GENERATION

	AU-12.a
	Generate Audit Records for System Components
	Enable the system to generate audit records for all the types of events it can monitor, as outlined in AU-02a, on selected system components as defined by the organization.
	CSF 2.0: PR.PS-04, DE.CM-01, DE.CM-03, DE.CM-09
CSF 1.1: PR.PT-1, DE.CM-1, DE.CM-3, DE.CM-7
SP 800-171: 03.03.03a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-12.b
	Event Logging Selection by Designated Personnel
	Allow designated roles within the organization to choose which types of events shall be tracked by specific parts of the system.
	CSF 2.0: PR.PS-04, DE.CM-01, DE.CM-03, DE.CM-09
CSF 1.1: PR.PT-1, DE.CM-1, DE.CM-3, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AU-12.c
	Create Audit Records
	Create records of specific event types as defined in AU-02c, and ensure these records include the content outlined in AU-03.
	CSF 2.0: PR.PS-04, DE.CM-01, DE.CM-03, DE.CM-09
CSF 1.1: PR.PT-1, DE.CM-1, DE.CM-3, DE.CM-7
SP 800-171: 03.03.03a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MONITORING FOR INFORMATION DISCLOSURE

	AU-13.a
	Monitor Open-source Information
	Regularly check specified open-source platforms or websites for any signs of unauthorized sharing of the organization's information.
	CSF 2.0: PR.DS-10, DE.CM-03
CSF 1.1: PR.DS-5, PR.PT-1, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AU-13.b
	Handle Information Disclosure
	When data or  information leak is detected.
	CSF 2.0: PR.DS-10, DE.CM-03
CSF 1.1: PR.DS-5, PR.PT-1, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AU-13.b.1
	Notify Assigned Personnel or Roles
	Notify the designated personnel or roles.
	CSF 2.0: PR.DS-10, DE.CM-03
CSF 1.1: PR.DS-5, PR.PT-1, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AU-13.b.2
	Perform Additional Actions
	Carry out additional actions as defined by the organization.
	CSF 2.0: PR.DS-10, DE.CM-03
CSF 1.1: PR.DS-5, PR.PT-1, DE.CM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SESSION AUDIT

	AU-14.a
	Implement User Session Recording Capability
	Provide and implement a feature that allows specified users or roles to record, view, hear, or log the content of a user session under defined circumstances.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	AU-14.b
	Integrate Session Auditing Activities
	Create, incorporate, and utilize session auditing processes, seeking advice from legal counsel and in line with relevant laws, executive orders, rules, policies, standards and guidelines.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ALTERNATE AUDIT LOGGING CAPABILITY

	AU-15
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	CROSS-ORGANIZATIONAL AUDIT LOGGING

	AU-16
	Coordinate Audit Information Transmission
	Use specified methods to coordinate audit information with external organizations whenever such information is shared across organizational boundaries.
	CSF 2.0: PR.DS-02
CSF 1.1: PR.PT-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ASSESSMENT, AUTHORIZATION, AND MONITORING (CA)

	POLICY AND PROCEDURES

	CA-01.a
	Disseminate Development Documentation
	Create, and share with designated staff or roles.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: DE.DP-2, RS.AN-5

SP 800-171: 03.15.01.a

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CA-01.a.1
	Implement Assessment and Authorization Policy
	Choose one or more levels of organization, mission/business process, or system  to create a policy for assessment, authorization, and continuous monitoring.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-01.a.1.a
	Define Organizational Responsibilities
	Define the purpose, scope, individual duties, management's role, coordination across the organization, and compliance requirements.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-01.a.1.b
	Ensure Consistency with Applicable Laws and Policies
	The method aligns with relevant laws, executive orders, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-01.a.2
	Establish Assessment Procedures
	Establish procedures to help implement the policy and controls for assessing, authorizing, and monitoring.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-01.b
	Assign Official for Policy Management
	Assign a specific official within the organization the responsibility to manage the creation, documentation, and sharing of the policies and procedures for evaluation, authorization, and monitoring.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-01.c
	Update Assessment and Authorization Procedures
	Regularly review and update the current evaluation, approval, and monitoring processes of the Assessement, Authorization, and Monitoring procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-01.c.1
	Set Policy Frequency and Event Guidelines
	The Assessement, Authorization, and Monitoring policy shall be followed as often as the organization decides, and in response to particular events that the organization specifies.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-01.c.2
	Procedure Frequency and Event Management
	Execute Assessement, Authorization, and Monitoring procedures on an organization-defined schedule and after specific events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2, RS.AN-5
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTROL ASSESSMENTS

	CA-02.a
	Select Assessment Team
	Choose the right team or individual to carry out the specific evaluation that needs to be done.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02.b
	Develop Control Assessment Plan
	Create a plan to evaluate control measures, defining what the assessment should cover.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CA-02.b.1
	Assess Control Enhancements
	Evaluate the effectiveness of existing control measures and improvements.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02.b.2
	Determine Control Effectiveness Assessment
	Utilize assessment procedures to determine how effective the controls are.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02.b.3
	Assess Environment and Team Responsibilities
	Identify the environment for assessment, the team members involved, and define their roles and responsibilities.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02.c
	Approve Control Assessment Plan
	Ensure the plan for assessing control measures is checked and approved by the authorized official, or their designated representative, before the assessment is carried out.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02.d
	Assess System Controls
	Evaluate the system controls and their operational environment regularly (at a frequency defined by the organization) to ensure they are implemented correctly, working as expected, and achieving the desired results in meeting set security and privacy requirements.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: 03.12.01
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02.e
	Create Control Assessment Report
	Create a report that details the results of the control assessment.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02.f
	Deliver Control Assessment Results
	Share the results of the control assessment with select individuals or roles as defined by the organization.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-02(01)
	Deploy Independent Control Assessments
	Contract independent assessors or teams to carry out control assessments.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-5, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INFORMATION EXCHANGE

	CA-03.a
	Manage Information Exchange Agreements
	Approve and manage the process of sharing information between the system and other systems. This may be done through various means including interconnection security agreements, information exchange security agreements, memoranda of understanding or agreement, service level agreements, user agreements, nondisclosure agreements, or other types of agreements defined by the organization.
	CSF 2.0: ID.AM-03, PR.DS-01, PR.DS-02, PR.DS-10

CSF 1.1: ID.AM-3, DE.AE-1

SP 800-171: 03.12.05.a

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CA-03.b
	Document Characteristics in Exchange Agreement
	Include in each exchange agreement the characteristics of the interface, necessary security measures, privacy requirements, controls, and responsibilities for each system, as well as the impact level of the shared information.
	CSF 2.0: ID.AM-03, PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: ID.AM-3, DE.AE-1
SP 800-171: 03.12.05.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-03.c
	Update Agreements Regularly
	Regularly review and update the agreements based on a set schedule determined by the organization.
	CSF 2.0: ID.AM-03, PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: ID.AM-3, DE.AE-1
SP 800-171: 03.12.05.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SECURITY CERTIFICATION

	CA-04
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	PLAN OF ACTION AND MILESTONES

	CA-05.a
	Plan Remediation Actions for System Vulnerabilities
	Create a plan, including timelines, that outlines how the system will resolve identified weaknesses or issues discovered during control checks and how it will minimize or eliminate known system vulnerabilities.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6
SP 800-171: 03.12.02.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-05.b
	Update Plan of Action and Milestones
	Update the existing Plan of Actions and Milestones (POAMs) regularly, based on findings from control assessments, independent audits or reviews, and continuous monitoring activities.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6
SP 800-171: 03.12.02.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUTHORIZATION

	CA-06.a
	Appoint System Authorizing Official
	Designate a high-ranking member as the official who authorizes the system.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-06.b
	Appoint Authorizing Official for Common Controls
	Designate a senior official to approve shared security controls that other systems in the organization can also use.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-06.c
	Authorize System Operations
	Ensure the system's authorizing official checks everything before starting operations.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-06.c.1
	Approval of Common Controls
	Approves the use of shared controls utilized by the system.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-06.c.2
	Authorize System Operation
	Grants permission for the system to function.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-06.d
	Authorize Inheritance of Common Controls
	Ensure the official in charge of common controls gives permission for those controls to be inherited by organizational systems.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-06.e
	Update Authorizations Frequency
	Update the authorizations on a regular basis, as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTINUOUS MONITORING

	CA-07
	Implement Continuous Monitoring Strategy
	Create and implement a continuous monitoring strategy for the system that aligns with the overall monitoring strategy of the organization.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03

CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3

SP 800-171: 03.12.03

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CA-07.a
	Monitor System-Level Metrics
	Set up specific system-level metrics that will be monitored.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-07.b
	Monitor and Assess Control Effectiveness Frequency Establishment
	Set up specific intervals for monitoring and assessing the effectiveness of control measures, as defined by the organization.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-07.c
	Implement Continuous Monitoring Strategy
	Carry out regular checks following the continuous monitoring strategy.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: 03.12.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-07.d
	Monitor System Metrics Continuously
	Continually monitor the system using specific measurements, following the established monitoring strategy.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-07.e
	Analyze Control Assessment Information
	Analyze and correlate the data produced by monitoring and evaluating controls.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-07.f
	Address Control Assessment Results
	Take action in response to the results of the analysis of monitoring and control assessments.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03

CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CA-07.g
	Report System Security and Privacy Status
	Regularly report the system's security and privacy status to designated personnel or roles.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-07(01)
	Appoint Independent Assessors for Monitoring
	Contract independent evaluators or teams to continuously supervise the controls in the system.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-012
NM Administrative Code: -
	Mandatory

	CA-07(04)
	Integrate Risk Monitoring into Continuous Strategy
	Ensure monitoring risk is a part of the ongoing strategy, and includes certain necessary factors.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-013
NM Administrative Code: -
	Mandatory

	CA-07(04)(a)
	Effective Monitoring
	Monitor the effectiveness of the systems security and privacy.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-013
NM Administrative Code: -
	Mandatory

	CA-07(04)(b)
	Monitor Compliance
	Monitoring for compliance.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-013
NM Administrative Code: -
	Mandatory

	CA-07(04)(c)
	Monitor Changes
	Monitor and track changes.
	CSF 2.0: ID.RA-01, ID.RA-07, ID.IM-01, ID.IM-02, ID.IM-03, DE.CM-01, DE.CM-02, DE.CM-03, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03

CSF 1.1: ID.RA-1, ID.RA-5, ID.SC-4, PR.IP-7, PR.IP-8, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-2, DE.CM-3, DE.CM-6, DE.CM-7, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-013

NM Administrative Code: -
	Mandatory

	PENETRATION TESTING

	CA-08
	Perform Regular Penetration Testing
	Carry out penetration testing at regular intervals, as determined by the organization, on certain systems or components, also specified by the organization.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-7
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INTERNAL SYSTEM CONNECTIONS

	CA-09.a
	Authorize Component Connections
	Give permission for certain system components to connect internally within the system.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-09.b
	Document Interface Characteristics and Requirements
	Document the characteristics, security and privacy needs, and the type of information communicated for each internal connection.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-09.c
	Terminate Internal System Connections
	End internal system connections when certain conditions, decided by the organization, are met.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CA-09.d
	Review Continuity of Internal Connections
	Regularly review the necessity of each internal connection, as defined by the organization's specified frequency.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONFIGURATION MANAGEMENT (CM)

	POLICY AND PROCEDURES

	CM-01.a
	Disseminate Information to Assigned Roles
	Create, record, and distribute information to specified personnel or roles within the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-01.a.1
	Establish Configuration Management Policy
	Choose one or more of the following levels to create a configuration management policy, organization-level, mission/business process-level, or system-level.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-01.a.1.a
	Clarify Organizational Roles and Commitments
	Covers purpose, scope, roles, responsibilities, commitment from management, coordination between internal groups and compliance standards.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-01.a.1.b
	Ensure Consistency with Legal and Regulatory Requirements
	Complies with all relevant laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-01.a.2
	Implement Configuration Management Procedures
	Develop guidelines to support the enforcement of the configuration management policy and related configuration management safeguards.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-01.b
	Assign Configuration Management Official
	Assign an official within the organization to manage the development, documentation, and spread of the configuration management policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01

CSF 1.1: PR.IP-1

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CM-01.c
	Update Configuration Management
	Regularly review and update the existing configuration management.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-01.c.1
	Define Policy Frequency and Events
	Create and follow a policy with frequency and events as decided by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-01.c.2
	Define Procedure Frequency and Events
	Carry out procedures at set times and after specific events as determined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	BASELINE CONFIGURATION

	CM-02.a
	Maintain System Baseline Configuration
	Create, record, and consistently manage a current base setup of the system.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: 03.04.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02.b
	Update System Configuration
	Regularly review and update the system's basic configuration.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: 03.04.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02.b.1
	Define Frequency Assignment
	Set a specific frequency as defined by the organization.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: 03.04.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02.b.2
	Requirement Circumstance Compliance
	Take action when certain predefined situations demand it.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02.b.3
	Install or Upgrade System Components
	Make changes or upgrades to the system components.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: 03.04.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02(02)
	Maintain Reliability of Baseline Configuration
	Keep the system's baseline configuration up-to-date, complete, accurate, and accessible using automated mechanisms defined by the organization.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02(03)
	Retain Previous Baseline Configurations
	Keep a certain number of past system baseline configurations to assist with potential rollback needs.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02(07)(a)
	Issue Travel-Risk System Configurations
	Give individuals traveling to high-risk locations systems or components with specific configurations, as determined by the organization.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: 03.04.12.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-02(07)(b)
	Implement Controls Post-Travel
	Apply predefined controls to systems or components when employees return from travel.
	CSF 2.0: PR.PS-01
CSF 1.1: PR.IP-1, DE.AE-1
SP 800-171: 03.04.12.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONFIGURATION CHANGE CONTROL

	CM-03.a
	Document Configuration-Controlled System Changes
	Decide and record the types of system modifications that are managed by a configuration control.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09

CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7

SP 800-171: 03.04.03

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CM-03.b
	Approve Configured System Changes
	Review proposed changes to the system's configuration. Approve or disapprove those changes based on thorough analyses of their potential security and privacy impacts.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: 03.04.03.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-03.c
	Document System Configuration Changes
	Document decisions related to changes in the system's configuration.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-03.d
	Implement Configuration-Controlled System Changes
	Carry out approved changes to the system in a managed and controlled manner.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: 03.04.03.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-03.e
	Maintain Configuration Change Records
	Keep a record of changes made to the system configuration for a specified period of time.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-03.f
	Review Configuration-Controlled Changes
	Monitor and review any actions related to changes in the system's settings and configurations.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: 03.04.03.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-03.g
	Oversee Configuration Change Control Activities
	Manage and oversee activities related to changes in configuration through a specific configuration change control system, as decided by the organization. This system should be used either on a set schedule or when certain conditions for configuration changes, as defined by the organization, are met.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-03(02)
	Finalize System Changes
	Check, confirm, and record changes to the system before making the changes permanent.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-03(04)
	Assign Security Representatives to Change Control Element
	The organization requires certain security and privacy representatives to be part of a specific group that manages changes in configuration.
	CSF 2.0: ID.RA-07, PR.PS-01, DE.CM-01, DE.CM-09
CSF 1.1: PR.IP-1, PR.IP-3, DE.CM-1, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IMPACT ANALYSES

	CM-04
	Analyze System Changes for Security Impacts
	Evaluate any changes to the system before implementing them to understand their possible effects on security and privacy.
	CSF 2.0: ID.RA-07, PR.PS-01
CSF 1.1: PR.IP-1, PR.IP-3
SP 800-171: 03.04.04.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-04(02)
	Verify Control Implementation After System Changes
	Check that security and privacy controls are working properly and achieving their intended results after making changes to the system.
	CSF 2.0: ID.RA-07, PR.PS-01
CSF 1.1: PR.IP-1, PR.IP-3
SP 800-171: 03.04.04.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	ACCESS RESTRICTIONS FOR CHANGE

	CM-05
	Enforce Access Restrictions for System Changes
	Establish, record, approve, and implement restrictions for physical and digital changes made to the system.
	CSF 2.0: PR.PS-01

CSF 1.1: PR.IP-1

SP 800-171: 03.04.05

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CONFIGURATION SETTINGS

	CM-06.a
	Establish Restrictive Configuration Settings
	Set up and record the configuration settings for system components. These settings should be as restrictive as possible while still meeting operational needs. Use the standard secure configurations defined by your organization.
	CSF 2.0: PR.PS-01, DE.CM-09
CSF 1.1: PR.IP-1
SP 800-171: 03.04.02.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-06.b
	Implement Configuration Settings
	Put the configuration settings into action.
	CSF 2.0: PR.PS-01, DE.CM-09
CSF 1.1: PR.IP-1
SP 800-171: 03.04.02.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-06.c
	Approve Configuration Deviations Based on Operational Requirements
	Identify, document, and approve any changes from the established settings for certain system components, based on specific operational requirements.
	CSF 2.0: PR.PS-01, DE.CM-09
CSF 1.1: PR.IP-1
SP 800-171: 03.04.02.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-06.d
	Control Configuration Changes
	Regularly monitor and manage changes made to the system's settings, keeping in line with your organization's policies and procedures.
	CSF 2.0: PR.PS-01, DE.CM-09
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	LEAST FUNCTIONALITY

	CM-07.a
	System Configuration for Essential Capabilities
	Set up the system to only include capabilities that are essential for the organization's mission.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: 03.04.06.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07.b
	Prohibit Use of System Components
	Prohibit or limit the use of certain functions, system access points, communication protocols, software, or services, as defined and specified by the organization.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: 03.04.06.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(02)
	Implement Software Usage Restrictions
	Prevent software from running unless it meets the organization's predefined policies, rules of behavior, or access agreements that define the terms and conditions of software usage.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(04)(a)
	Identify Unauthorize Software Programs
	Identify specific software programs that are not permitted to run on the system.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(04)(b)
	Prohibit Unauthorized Software Execution
	Apply a strategy allowing everything by default and only deny specific unauthorized software from running on the system.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(04)(c)
	Update Unauthorized Software List
	Regularly review and update the list of software programs that are not allowed. The frequency of these reviews is decided by the organization.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(05)(a)
	Authorize Software Execution
	Identify the specific software programs that are allowed to run on the system.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: 03.04.08.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(05)(b)
	Implement Exception-Based Software Authorization Policy
	Develop and implement a policy that rejects all actions except those specifically permitted to ensure only authorized software programs can be run on the system.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: 03.04.08.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(05)(c)
	Update Authorized Software List
	Regularly review and update the list of approved software programs at a frequency determined by the organization.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: 03.04.08.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(09)(a)
	Authorize Hardware Components
	Identify the specific hardware components that are authorized for use in the system.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(09)(b)
	Disallow Unauthorized Hardware
	Do not use or connect devices that have not been formally approved.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03

CSF 1.1: PR.IP-1, PR.PT-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CM-07(09)(c)
	Update Authorized Hardware List
	Regularly review and update the list of approved hardware components at a frequency determined by the organization.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(01)(a)
	Review Systems for Unnecessary and Nonsecure Components
	Review the system routinely to identify and remove any unnecessary or insecure functions, ports, protocols, software, and services.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: 03.04.06.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-07(01)(b)
	Disable Unnecessary System Elements
	Disable or remove any system features that are unnecessary or insecure. This includes functions, ports, protocols, software, and services as defined by the organization.
	CSF 2.0: PR.PS-01, PR.PS-05, PR.PS-03
CSF 1.1: PR.IP-1, PR.PT-3
SP 800-171: 03.04.06.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SYSTEM COMPONENT INVENTORY

	CM-08.a
	System Component Inventory Development
	Create a list of all the parts that make up the system and write it down.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: 03.04.10.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08.a.1
	Inventory Details Accurate
	The system is accurately represented.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08.a.2
	Include System Components
	The system should incorporate all necessary parts.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08.a.3
	Avoid Duplicate Accounting of Components
	Ensure there are no duplicated components or components assigned to any other system.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08.a.4
	Track and Report Granularity Level
	Detailed tracking and reporting purposes.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08.a.5
	Achieve System Component Accountability
	Includes necessary information as defined by the organization to accomplish accountability for system components.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08.b
	Update System Component Inventory
	Regularly review and update the inventory of system components as determined by the organization.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: 03.04.10.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08(01)
	Update System Component Inventory
	Maintain an up-to-date list of system components and update it every time a component is installed, removed, or the system is updated.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: 03.04.10.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08(03)(a)
	Detect Unauthorized System Components
	Use automated systems, determined by the organization, to routinely check for and identify any unauthorized hardware, software, and firmware components within the system. The frequency of these checks is also defined by the organization.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01
CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-08(03)(b)
	Initiate Procedures on Detected Unauthorized Components
	When components are not authorized, one or more of the following actions needs to be taken, disable network access, isolate the item, or inform the designated personnel.
	CSF 2.0: ID.AM-01, ID.AM-02, PR.PS-01

CSF 1.1: ID.AM-1, ID.AM-2, PR.DS-3, DE.CM-7
SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CONFIGURATION MANAGEMENT PLAN

	CM-09
	Implement Configuration Management Plan
	Develop, document, and implement a plan for managing the configuration of the system.
	CSF 2.0: ID.AM-08, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-09.a
	Define Roles and Configuration Management Processes
	Covers roles, responsibilities, and methods for managing system settings and changes.
	CSF 2.0: ID.AM-08, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-09.b
	Manage Configuration Items Process
	Set up a process to identify and manage system configuration items throughout the entire system development life cycle.
	CSF 2.0: ID.AM-08, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-09.c
	Configure System Items
	Clearly identifies the system's configuration items and implements configuration management for these items.
	CSF 2.0: ID.AM-08, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-09.d
	Review and Approval Assignment
	Plan is reviewed and approved by designated personnel or roles within the organization.
	CSF 2.0: ID.AM-08, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-09.e
	Safeguard Configuration Management Plan
	Safeguards the configuration management plan against unauthorized changes and leaks.
	CSF 2.0: ID.AM-08, PR.PS-01
CSF 1.1: PR.IP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SOFTWARE USAGE RESTRICTIONS

	CM-10.a
	Comply with Software Usage Regulations
	Ensure the use of software and related documents follows contract terms and copyright laws.
	CSF 2.0: PR.PS-01, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-10.b
	Control Software and Documentation Distribution
	Monitor the usage of software and related documents protected by volume licenses to control duplication and distribution.
	CSF 2.0: PR.PS-01, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-10.c
	Control Use of Peer-to-Peer File Sharing Technology
	Regulate and record the use of peer-to-peer file sharing technology, making sure it's not used for unauthorized sharing or reproduction of copyrighted material.
	CSF 2.0: PR.PS-01, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	USER-INSTALLED SOFTWARE

	CM-11.a
	Establish User Software Installation Policies
	Create defined rules about how users can install software.
	CSF 2.0: PR.PS-01, PR.PS-02, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-11.b
	Enforce Software Installation Policies
	Implement software installation policies using methods defined by the organization.
	CSF 2.0: PR.PS-01, PR.PS-02, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-11.c
	Compliance Monitoring Assignment
	Monitor how well the policy is being followed at a frequency defined by the organization.
	CSF 2.0: PR.PS-01, PR.PS-02, DE.CM-03, DE.CM-09
CSF 1.1: DE.CM-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INFORMATION LOCATION

	CM-12.a
	Document Information Location and System Components
	Identify and document the location of specific types of information and the system components where this information is processed and stored.
	CSF 2.0: ID.AM-07
CSF 1.1: No Reference
SP 800-171: 03.04.11.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-12.b
	Document User Access
	Identify and record which users have access to the system and its components where the information is processed and stored.
	CSF 2.0: ID.AM-07

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CM-12.c
	Document Changes in Information Storage Location
	Document any changes to the location where the information is processed and stored. This could involve system or system components.
	CSF 2.0: ID.AM-07
CSF 1.1: No Reference
SP 800-171: 03.04.11.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CM-12(01)
	Utilize Automated Tools for Information Protection
	Use automated tools to identify specific types of information on certain system components. This helps to ensure proper controls are in place to protect the organization's information and individual privacy.
	CSF 2.0: ID.AM-07
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	DATA ACTION MAPPING

	CM-13
	Map System Data Actions
	Create and document a guide for how system data is managed and utilized.
	CSF 2.0: ID.AM-07, ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SIGNED COMPONENTS

	CM-14
	Prevent Unverified Software Installation
	Only install software and firmware components after confirming they've been digitally signed with a certificate that the organization has officially approved and recognizes.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	CONTINGENCY PLANNING (CP)

	POLICY AND PROCEDURES

	CP-01.a
	Disseminate Information to Designated Personnel
	Develop, document, and distribute Contingency Planning policies to designated personnel or roles within the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-01.a.1
	Formulate Contingency Planning Policy
	Develop a contingency planning policy at one or more levels, organization-wide, within specific missions or business processes, or at the system-level.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-01.a.1.a
	Address Compliance Responsibilities
	This outlines the purpose, scope, roles, responsibilities, management commitment, coordination among different groups within the organization, and compliance rules.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-01.a.1.b
	Ensure Compliance with Laws and Policies
	The plan must comply with all relevant laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-01.a.2
	Implement Contingency Planning Procedures
	Create guidelines that help put the contingency planning policy and related controls into action.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-01.b
	Designate Official for Contingency Planning Procedures
	Identify a suitable official in the organization to oversee the creation, documentation, and sharing of the emergency planning policy and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-01.c
	Update Contingency Planning
	Regularly review and update the current contingency plan.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-01.c.1
	Policy Frequency and Event Assignment
	Define the frequency of policy reviews and the events that should trigger such policies, based on organization's requirements.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: PR.IP-9

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CP-01.c.2
	Define Procedure Frequency and Events
	Follow procedures regularly at the times specified by the organization, and in response to particular events as determined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTINGENCY PLAN

	CP-02.a
	Formulate System Contingency Plan
	Create an emergency plan for the system.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.a.1
	Identify Mission and Business Contingency Requirements
	Identify the main business operations and related backup plans.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.a.2
	Set Recovery and Restoration Priorities
	Provides goals for recovery, specifies priorities for restoring functions, and gives measurable standards.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.a.3
	Assign Contingency Roles and Responsibilities
	The plan outlines who is responsible for what during an emergency, including their roles, responsibilities and contact information.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.a.4
	Maintain Essential Functions Despite System Failures
	The statement outlines how to keep required business operations running smoothly even when there's a disruption, compromise, or failure in the system.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.a.5
	Ensure System Restoration Without Deteriorating Controls
	Covers how the full system can be restored in the future, without causing any harm to the security measures that were initially put into place and implemented.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04

CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CP-02.a.6
	Share Contingency Information
	Discusses the distribution of emergency procedures and information.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.a.7
	Review and Approve Roles
	Is reviewed and approved by assigned personnel or roles within the organization.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.b
	Distribute Contingency Plan
	Provide copies of the emergency backup plan to designated key personnel and relevant parts of the organization.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.c
	Coordinate Contingency and Incident Handling Activities
	Ensure alignment of emergency planning with incident management activities.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.d
	Contingency Plan Review Frequency
	Review the system's emergency plan regularly, at a frequency set by the organization.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.e
	Update Contingency Plan
	Update the emergency backup plan to account for changes to the organization, system, or operating environment, and to fix problems encountered during the plan's implementation, execution, or testing.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.f
	Communicate Contingency Plan Changes
	Inform the necessary staff and organizational departments about any changes to the contingency plan.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04

CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CP-02.g
	Incorporate Lessons into Contingency Testing and Training
	Incorporate lessons learned from emergency plan testing, training or real-life emergency situations into the emergency plan testing and training activities.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02.h
	Secure Contingency Plan
	Safeguard the emergency plan from unauthorized changes and leaks.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02(08)
	Identify Critical System Assets
	Identify crucial system resources that support all or essential mission and business functions.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02(01)
	Coordinate Contingency Plan Development
	Work with other organizational departments responsible for related plans to develop a contingency plan.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-02(03)
	Plan Resumption of Functions
	Plan for the restart of all or vital mission and business functions within a time frame set by the organization, following the activation of the contingency plan.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, PR.IR-02, RC.RP-03, RC.CO-04
CSF 1.1: ID.AM-5, ID.AM-6, ID.BE-4, ID.BE-5, ID.RA-4, ID.SC-5, PR.DS-4, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-4, RS.RP-1, RS.CO-1, RS.CO-3, RS.CO-4, RS.AN-2, RS.AN-4, RS.IM-1, RS.IM-2, RC.IM-1, RC.IM-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTINGENCY TRAINING

	CP-03.a
	Conduct Contingency Training for Users
	Offer emergency preparation training to all users of the system according to their roles and duties.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5, RS.CO-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-03.a.1
	Assume Contingency Role or Responsibility
	Assign individuals to emergency roles or responsibilities within a set time frame decided by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5, RS.CO-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-03.a.2
	Implement Required Changes
	This needs to be done when system changes are required.
	CSF 2.0: No Reference

CSF 1.1: PR.AT-5, RS.CO-1

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CP-03.a.3
	Define Assignment Frequency
	Set a frequency for regular updates and follow-ups.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5, RS.CO-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-03.b
	Update Contingency Training Content
	Regularly review and update the training content for emergency situations, following a schedule or in response to specific events, as determined by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5, RS.CO-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTINGENCY PLAN TESTING

	CP-04.a
	Test System Contingency Plan
	Regularly test the system's emergency plan. To determine how effective the plan is and how ready you are to implement it, use specified tests. The testing frequency and the specific tests used should be determined by the organization.
	CSF 2.0: ID.IM-02, RC.RP-03
CSF 1.1: ID.SC-5, PR.IP-4, PR.IP-7, PR.IP-10
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-04.b
	Review Contingency Plan Results
	Review the results of the emergency plan tests.
	CSF 2.0: ID.IM-02, RC.RP-03
CSF 1.1: ID.SC-5, PR.IP-4, PR.IP-7, PR.IP-10
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-04.c
	Initiate Corrective Actions
	Start fixing things, if necessary.
	CSF 2.0: ID.IM-02, RC.RP-03
CSF 1.1: ID.SC-5, PR.IP-4, PR.IP-7, PR.IP-10
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-04(01)
	Test Contingency Plan Coordination
	Work together with relevant parts of the organization to test the emergency backup plan.
	CSF 2.0: ID.IM-02, RC.RP-03
CSF 1.1: ID.SC-5, PR.IP-4, PR.IP-7, PR.IP-10
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CONTINGENCY PLAN UPDATE

	CP-05
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	ALTERNATE STORAGE SITE

	CP-06.a
	Establish Alternate Storage Site
	Set up a secondary storage location, complete with the required agreements for storing and retrieving backup system data.
	CSF 2.0: PR.DS-11, PR.IR-04
CSF 1.1: PR.IP-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-06.b
	Ensure Equivalent Controls at Alternate Storage Site
	Ensure the backup storage site has the same level of security controls as the main site.
	CSF 2.0: PR.DS-11, PR.IR-04
CSF 1.1: PR.IP-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-06(01)
	Establish Alternate Storage Site
	Find a backup storage location far enough from the main one to lessen the risk of both being affected by the same issues.
	CSF 2.0: PR.DS-11, PR.IR-04
CSF 1.1: PR.IP-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-06(03)
	Mitigate Accessibility Problems for Alternate Storage Site
	Identify possible problems that could prevent access to the backup storage site during a widespread disruption or disaster, and provide clear steps to overcome these problems.
	CSF 2.0: PR.DS-11, PR.IR-04
CSF 1.1: PR.IP-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	ALTERNATE PROCESSING SITE

	CP-07.a
	Establish Alternate Processing Site
	Set up a backup processing site, including the necessary agreements, to allow system operations that are critical for mission and business functions to continue within a set amount of time when the main processing abilities are not available.
	CSF 2.0: PR.IR-04
CSF 1.1: PR.IP-9, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-07.b
	Provide Equipment at Alternate Site
	Ensure that the alternate site has the necessary equipment and supplies for transferring and resuming operations. Additionally, set up contracts that guarantee these resources are delivered to the site within the time frame specified by the organization for transfer and resumption.
	CSF 2.0: PR.IR-04

CSF 1.1: PR.IP-9, PR.PT-5

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CP-07.c
	Implement Equivalent Controls at Alternate Site
	Ensure the backup processing site has the same level of controls as the main site.
	CSF 2.0: PR.IR-04
CSF 1.1: PR.IP-9, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-07(01)
	Select Alternate Processing Site
	Find a backup processing location that's far enough from the main site to avoid the same risks.
	CSF 2.0: PR.IR-04
CSF 1.1: PR.IP-9, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-07(02)
	Mitigate Accessibility Problems for Alternate Processing Sites
	Identify possible issues that could prevent access to backup processing sites during a large-scale disruption or disaster, and specify actions to address these issues.
	CSF 2.0: PR.IR-04
CSF 1.1: PR.IP-9, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-07(03)
	Develop Site Agreements with Priority Provisions
	Create agreements for backup processing sites that include priority service terms, following availability needs and recovery time goals.
	CSF 2.0: PR.IR-04
CSF 1.1: PR.IP-9, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	TELECOMMUNICATIONS SERVICES

	CP-08
	Establish Alternate Telecommunication Services
	Establish backup telecommunication services, including any needed agreements, to allow essential mission and business functions to resume within a set timeframe when the main telecommunication abilities are not available at key processing or storage locations.
	CSF 2.0: PR.IR-04
CSF 1.1: ID.BE-4, PR.PT-4, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-08(01)(a)
	Create Telecommunications Service Agreements
	Create main and backup agreements for telecommunication services. These agreements should prioritize services based on their availability needs, including how quickly they need to be recovered after an interruption.
	CSF 2.0: PR.IR-04
CSF 1.1: ID.BE-4, PR.PT-4, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-08(01)(b)
	Request Priority Telecommunications Service for National Security
	Ask for priority telecommunications services for all systems used in national emergencies, if the primary and/or backup services are provided by a public service provider.
	CSF 2.0: PR.IR-04
CSF 1.1: ID.BE-4, PR.PT-4, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-08(02)
	Secure Telecommunications Redundancy
	Get different telecommunications services to lower the risk of having a single weak point with the main telecommunications services.
	CSF 2.0: PR.IR-04
CSF 1.1: ID.BE-4, PR.PT-4, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SYSTEM BACKUP

	CP-09.a
	Perform User-Level Backups
	Carry out regular backups of user data contained in specific system components. This should be done as frequently as necessary to meet our objectives for recovery times and recovery points.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.DS-11, RC.RP-03
CSF 1.1: PR.IP-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-09.b
	Conduct System-level Backups
	Carry out regular backups of system-level information in a frequency that aligns with the set targets for data recovery time and recovery point.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.DS-11, RC.RP-03
CSF 1.1: PR.IP-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-09.c
	Backup System Documentation
	Carry out regular backups of system documentation, including documents related to security and privacy, at intervals the organization deems necessary for timely recovery and restoration of data.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.DS-11, RC.RP-03
CSF 1.1: PR.IP-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-09.d
	Secure Backup Information
	Ensure the backup information is kept safe, remains unchanged, and is always available.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.DS-11, RC.RP-03
CSF 1.1: PR.IP-4
SP 800-171: 03.08.09.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-09(01)
	Verify Backup Information Integrity
	Regularly test backup data to ensure the reliability of the storage media and the accuracy of the stored information. The frequency of these tests is determined by the organization.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.DS-11, RC.RP-03

CSF 1.1: PR.IP-4

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	CP-09(08)
	Implement Cryptographic Mechanisms for Backup Information
	Use encryption methods to prevent unauthorized access and changes to the backup information defined by the organization.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.DS-11, RC.RP-03
CSF 1.1: PR.IP-4
SP 800-171: 3.8.9.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SYSTEM RECOVERY AND RECONSTITUTION

	CP-10
	Ensure System Recovery
	Ensure the system can be restored to a previously known state within a specific timeframe decided by the organization, following any disruption, security breach, or failure.
	CSF 2.0: RC.RP-01, RC.RP-02, RC.RP-05
CSF 1.1: PR.IP-9, RS.RP-1, RC.RP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CP-10(02)
	Establish Transaction Recovery for Transaction-Based Systems
	Put in place a system to recover transactions for systems that are based on transactions.
	CSF 2.0: RC.RP-01, RC.RP-02, RC.RP-05
CSF 1.1: PR.IP-9, RS.RP-1, RC.RP-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	ALTERNATE COMMUNICATIONS PROTOCOLS

	CP-11
	Employ Alternative Communications Protocols
	Ensure the ability to use alternative communication protocols to maintain ongoing operations as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: ID.BE-5, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SAFE MODE

	CP-12
	Detect Defined Conditions
	When certain conditions, as defined by the organization, are noticed, switch to a safe mode of operation. The specific restrictions for this safe mode are also set by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ALTERNATIVE SECURITY MECHANISMS

	CP-13
	Implement Alternative Security Mechanisms
	Use alternate or additional security mechanisms defined by the organization to satisfy specific security functions when the primary security function is compromised or not available.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IDENTIFICATION AND AUTHENTICATION (IA)

	POLICY AND PROCEDURES

	IA-01.a
	Development and Dissemination Assignment
	Create, record, and distribute relevant information to designated personnel or roles in the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-01.a.1
	Formulate Identification and Authentication Policy
	Choose and establish an identification and authentication policy at various levels, organization-level, mission/business process-level, or system-level.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-01.a.1.a
	Define Organizational Parameters
	The statement clarifies purpose, scope, assigns roles and responsibilities, ensures management commitment, promotes team coordination, and maintains compliance.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-01.a.1.b
	Ensure Consistency with Applicable Regulations
	Complies with relevant laws, orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-01.a.2
	Implement Policy Procedures
	Create processes that help implement the policy and controls related to identification and authentication.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.15.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-01.b
	Assign Official for Policy Management
	Appoint a specific official within the organization to oversee the creation, recording, and sharing of the identification and authentication policy and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01

CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	IA-01.c
	Update Identification and Authentication
	Review and update the existing process for identifying and authenticating users.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-01.c.1
	Frequency-Based Policy Assignment
	Establish policies routinely and after specific incidents, as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.15.01.b.
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-01.c.2
	Define Frequency and Events for Procedures
	Create procedures that should be followed with a defined frequency and after certain events, as determined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03, PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.15.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS)

	IA-02
	Authenticate and Identify Organizational Users
	Ensure each organization user has a unique identification and verify their identity. Connect this unique identification with actions undertaken on behalf of these users.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.01.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-02(01)
	Implement Authentication for Privileged Accounts
	Use multiple methods of verifying a user's identity before granting access to secure accounts.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-02(02)
	Apply Multi-Factor Authentication for Non-Privileged Accounts
	Put in place a system where more than one method of verification is needed to access non-privileged accounts.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.03
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-02(08)
	Implement Replay-Resistant Authentication Mechanisms
	Put in place authentication measures that resist repeat attempts for both privileged and non-privileged accounts.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.04
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-02(12)
	Verify Personal Identity Credentials Electronically
	Accept and digitally confirm credentials that meet Personal Identity Verification standards.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	DEVICE IDENTIFICATION AND AUTHENTICATION

	IA-03
	Authenticate Devices before Connection
	Before setting up any local, remote, or network connection, ensure to uniquely identify and authenticate certain devices as defined by the organization.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
SP 800-171: 03.05.02
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IDENTIFIER MANAGEMENT

	IA-04
	Managing System Identifiers
	Overseeing the handling of system identifiers.
	CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-04.a
	Authorize Identifier Assignment
	Receive permission from authorized personnel to allocate identifiers to an individual, group, role, service, or device.
	CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: 03.05.05.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-04.b
	Select Identifier
	Choose an identifier that signifies a person, group, job role, service, or device.
	CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: 03.05.05.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-04.c
	Identifier Assignment to Entity
	Assign the identifier to the appropriate individual, group, role, service, or device.
	CSF 2.0: PR.AA-01

CSF 1.1: PR.AC-1, PR.AC-6

SP 800-171: 03.05.05.b

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	IA-04.d
	Prevent Identifier Reuse
	Avoid using the same identifiers again for a specified amount of time.
	CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: 03.05.05.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-04(04)
	Manage Individual Identifiers
	Manage individual identifiers by assigning each person a unique attribute that indicates their status in and defined by the organization.
	CSF 2.0: PR.AA-01
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: 03.05.05.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUTHENTICATOR MANAGEMENT

	IA-05
	System Authenticator Management
	Managing ways to verify system users' identities.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.a
	Verify Identity During Authenticator Distribution
	Ensure the identity of the individual, group, role, service, or device while initially distributing the authenticator.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.12.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.b
	Establish Initial Authenticator Content
	Set the initial content for any security access codes issued by the organization.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.12.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.c
	Ensure Authenticator Strength
	Ensure that authentication methods are strong enough for their intended use.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.d
	Implement Authenticator Procedures
	Set up and implement procedures for the initial distribution of credentials, for cases where these credentials are lost, compromised or damaged, and for revoking these credentials.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.12.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.e
	Change Default Authenticators
	Change the default authentication methods before the first use.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.12.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.f
	Refresh Authenticators Periodically
	Change or update authenticators based on a set schedule (determined by the type of authenticator) or in response to specific events, as defined by the organization.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.12.e
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.g
	Secure Authenticator Content
	Keep the content of the authenticator safe from unauthorized changes or exposure.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.12.f
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.h
	Implement Authenticator Protection Controls
	Require individuals to implement specific measures to protect their authentication tools, and ensure devices also put these measures in place.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05.i
	Update Authenticators for Group / Role Accounts
	Change the access codes for group or role accounts whenever there's a change in membership.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)
	Implement Password Authentication
	Implement processes that verify passwords are secure during authentication.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.07
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)(a)
	Update Compromised Password List
	Keep a regularly updated list of commonly used, expected, or compromised passwords. Update this list whenever the organization's passwords are thought to have been compromised.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.07.a
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)(b)
	Verify User Passwords Against Common and Compromised Lists
	Ensure that when users create or update their passwords, the new passwords are not part of a list of frequently used, predictable, or previously compromised passwords as outlined in guideline IA-5(1)(a).
	CSF 2.0: PR.AA-01, PR.AA-03

CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7

SP 800-171: 03.05.07.b

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	IA-05(01)(c)
	Transmit Passwords Securely
	Only send passwords over channels that are protected by cryptography.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.07.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)(d)
	Store Salted Passwords
	Store passwords using a validated method that blends them with random data bits known as 'salt', ideally using a type of function known as a ‘keyed hash’.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.07.d
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)(e)
	Enforce Immediate Password Change After Account Recovery
	Mandate the immediate choice of a new password after an account is recovered.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.07.e
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)(f)
	Enable User Selection of Long Passwords
	Allow users to select long passwords and passphrases that include spaces and all types of printable characters.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)(g)
	Employ Automated Password Tools
	Use automated tools to help users create strong passwords.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(01)(h)
	Enforce Composition and Complexity Rules
	Apply the organization's specific rules for creating and managing complex passwords.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: 03.05.07.f
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(02)(a)
	Implement Public Key Authentication
	Use public-key authentication.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(02)(a)(01)
	Enforce Private Key Access Authorization
	Ensure only authorized individuals can access the related private key.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(02)(a)(02)
	Map Identity to Account
	Link the verified identity to the account of the person or group.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(02)(b)
	Use Public Key Infrastructure
	When a system of digital certificates, public-key cryptography, and certification authorities is utilized.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(02)(b)(01)
	Validation of Certificate Path
	Check and confirm certificates by building and inspecting a trustworthy certification path. This includes assessing the status information of the certificate.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(02)(b)(02)
	Implement Local Cache
	Set up a local data cache to aid in finding and validating revoked access.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-05(06)
	Secure Authenticators
	Secure authentication methods according to the security level of the information they provide access to.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	AUTHENTICATION FEEDBACK

	IA-06
	Obscure Authentication Information
	Ensure to keep authentication information hidden while logging in to protect it from misuse by unauthorized people.
	CSF 2.0: PR.AA-01
CSF 1.1: No Reference
SP 800-171: 03.05.11
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	CRYPTOGRAPHIC MODULE AUTHENTICATION

	IA-07
	Implement Cryptographic Module Authentication
	Use methods for verifying identity with a cryptographic module that comply with relevant legal and policy requirements for this type of validation.
	CSF 2.0: PR.AA-01, PR.AA-03

CSF 1.1: PR.AC-1

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	IDENTIFICATION AND AUTHENTICATION (NON-ORGANIZATIONAL USERS)

	IA-08
	Authenticate Non-Organizational Users/Processes
	Clearly identify and confirm the identity of users or systems that are not part of the organization but are acting on its behalf.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-08(01)
	Verify Inter-Agency Credentials
	Accept and digitally check personal ID cards that comply with government standards from other government agencies.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-08(02)(a)
	Compliance of External Authenticators
	Only accept external authenticators that comply with NIST standards.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-08(02)(b)
	Maintain External Authenticators List
	Keep a record and regularly update a list of approved external methods for verifying identities.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-08(04)
	Follow Identity Management Profiles
	Follow the specific identity management profiles defined by the organization.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-6, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SERVICE IDENTIFICATION AND AUTHENTICATION

	IA-09
	Authenticate System Services and Applications
	Ensure to uniquely identify and authenticate specified system services and applications before they start communicating with devices, users, or other services or applications.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ADAPTIVE AUTHENTICATION

	IA-10
	Enforce Supplemental Authentication Techniques
	Mandate that individuals using the system use extra means of authentication, as defined by the organization, in certain situations also specified by the organization.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RE-AUTHENTICATION

	IA-11
	Enforce User Re-authentication
	Require users to verify their identity again when certain situations occur, as defined by the organization.
	CSF 2.0: PR.AA-01, PR.AA-03
CSF 1.1: PR.AC-1, PR.AC-7
SP 800-171: 03.05.01.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IDENTITY PROOFING

	IA-12.a
	Proof User Identity
	Verify the identity of users who need system access, ensuring they meet the required identity assurance level as stated in relevant standards and guidelines.
	CSF 2.0: PR.AA-02
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-12.b
	Resolve User Identities
	Ensure that every user identity is uniquely linked to a single individual.
	CSF 2.0: PR.AA-02
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-12.c
	Verify Identity Evidence
	Collect, confirm, and check proof of identity.
	CSF 2.0: PR.AA-02
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-12(02)
	Present Identification Evidence
	Ask individuals to provide proof of their identity to the registration authority.
	CSF 2.0: PR.AA-02
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-12(03)
	Validate and Verify Identity Evidence
	Ensure that the identity evidence provided is checked and confirmed using methods decided by the organization.
	CSF 2.0: PR.AA-02
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IA-12(05)
	Deliver Verification Through Out-Of-Band Channel
	Ensure that users receive a registration code or notice of proofing via a separate communication channel to confirm their registered address, be it physical or digital.
	CSF 2.0: PR.AA-02
CSF 1.1: PR.AC-1, PR.AC-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INCIDENT RESPONSE (IR)

	POLICY AND PROCEDURES

	IR-01.a
	Disseminate Roles to Defined Personnel
	Create, record, and distribute information to specific individuals or roles as determined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.a.1
	Establish Incident Response Policy
	Choose one or more levels - organization, mission/business process, or system - to create an incident response policy.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.a.1.a
	Define Organizational Responsibilities and Compliance
	The statement outlines the purpose, scope, roles, responsibilities, management commitment, coordination among different parts of the organization, and adherence to regulations.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.a.1.b
	Maintain Consistency with Applicable Guidelines
	Must align with all relevant laws, orders, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.a.2
	Implement Incident Response Procedures
	Create procedures to help put the incident response policy and related controls into action.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.b
	Assign Official for Incident Response Management
	Assign an official within the organization to manage the process of creating, documenting, and sharing the procedures and policy for handling incidents.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.c
	Update Incident Response
	Review and keep the current incident response up to date.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.c.1
	Frequency-Based Policy Assignment
	Create and follow policies at a set frequency and after specific events, as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-01.c.2
	Define Frequency and Events for Procedures
	Create procedures that are followed regularly based on a set schedule and after certain defined events occur.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, GV.SC-08, ID.IM-01, ID.IM-02, ID.IM-03, RC.RP-04
CSF 1.1: PR.IP-9
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INCIDENT RESPONSE TRAINING

	IR-02.a
	Implement Incident Response Training
	Ensure that system users receive training in incident response that reflects their assigned roles and responsibilities.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5
SP 800-171: 03.06.04.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-02.a.1
	Assign Incident Response Role
	Within a set time period, anyone assuming an incident response role or gaining system access should meet the following requirements.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5
SP 800-171: 03.06.04.a.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-02.a.2
	Implement System Changes
	React when there are changes to the system.
	CSF 2.0: No Reference

CSF 1.1: PR.AT-5

SP 800-171: 03-06-04.a.02

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	IR-02.a.3
	Define Assignment Frequency
	Carry out the assigned tasks regularly as determined by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5
SP 800-171: 03-06-04.a.03
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-02.b
	Update Incident Response Training
	Regularly review and update the training content for incident response. This should be done at decided frequency and after certain events take place.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-5
SP 800-171: 03.06.04.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INCIDENT RESPONSE TESTING

	IR-03
	Test Incident Response Capability
	Regularly test how well the system responds to incidents using chosen methods at a set frequency.
	CSF 2.0: ID.IM-02
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-10, RS.CO-1
SP 800-171: 03.06.03
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-03(02)
	Coordinate Incident Response Testing
	Work together with other teams in the organization responsible for related plans when testing responses to incidents.
	CSF 2.0: ID.IM-02
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-10, RS.CO-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INCIDENT HANDLING

	IR-04.a
	Implement Incident Handling Capability
	Put in place a plan for handling incidents that aligns with the broader incident response plan, covering preparation, detecting and analyzing incidents, containment, eradication, and recovery.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-02, DE.AE-03, DE.AE-06, DE.AE-08, RS.MA-02, RS.MA-03, RS.MA-04, RS.MA-05, RS.AN-03, RS.AN-06, RS.AN-07, RS.AN-08, RS.CO-02, RS.CO-03, RS.MI-01, RS.MI-02, RC.RP-01, RC.RP-02, RC.RP-06, RC.CO-03, RC.CO-04
CSF 1.1: ID.SC-5, DE.AE-2, DE.AE-3, DE.AE-4, DE.AE-5, RS.RP-1, RS.CO-3, RS.CO-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.MI-1, RS.MI-2, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2, RC.CO-1, RC.CO-2, RC.CO-3
SP 800-171: 03.06.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-04.b
	Coordinate Incident Handling with Contingency Planning
	Coordinate the activities related to handling incidents with the activities related to planning for emergencies.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-02, DE.AE-03, DE.AE-06, DE.AE-08, RS.MA-02, RS.MA-03, RS.MA-04, RS.MA-05, RS.AN-03, RS.AN-06, RS.AN-07, RS.AN-08, RS.CO-02, RS.CO-03, RS.MI-01, RS.MI-02, RC.RP-01, RC.RP-02, RC.RP-06, RC.CO-03, RC.CO-04
CSF 1.1: ID.SC-5, DE.AE-2, DE.AE-3, DE.AE-4, DE.AE-5, RS.RP-1, RS.CO-3, RS.CO-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.MI-1, RS.MI-2, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2, RC.CO-1, RC.CO-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-04.c
	Incorporate Incident Handling Lessons
	Use insights from ongoing incident management activities to improve incident response processes, training, and tests, and apply these improvements appropriately.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-02, DE.AE-03, DE.AE-06, DE.AE-08, RS.MA-02, RS.MA-03, RS.MA-04, RS.MA-05, RS.AN-03, RS.AN-06, RS.AN-07, RS.AN-08, RS.CO-02, RS.CO-03, RS.MI-01, RS.MI-02, RC.RP-01, RC.RP-02, RC.RP-06, RC.CO-03, RC.CO-04
CSF 1.1: ID.SC-5, DE.AE-2, DE.AE-3, DE.AE-4, DE.AE-5, RS.RP-1, RS.CO-3, RS.CO-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.MI-1, RS.MI-2, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2, RC.CO-1, RC.CO-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-04.d
	Standardize Incident Handling Activities
	Ensure that the approach and results of handling incidents are consistent and predictable across the organization.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-02, DE.AE-03, DE.AE-06, DE.AE-08, RS.MA-02, RS.MA-03, RS.MA-04, RS.MA-05, RS.AN-03, RS.AN-06, RS.AN-07, RS.AN-08, RS.CO-02, RS.CO-03, RS.MI-01, RS.MI-02, RC.RP-01, RC.RP-02, RC.RP-06, RC.CO-03, RC.CO-04

CSF 1.1: ID.SC-5, DE.AE-2, DE.AE-3, DE.AE-4, DE.AE-5, RS.RP-1, RS.CO-3, RS.CO-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.MI-1, RS.MI-2, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2, RC.CO-1, RC.CO-2, RC.CO-3

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	IR-04(01)
	Automate Incident Handling Process
	Use designated automated tools to aid the process of managing incidents.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-02, DE.AE-03, DE.AE-06, DE.AE-08, RS.MA-02, RS.MA-03, RS.MA-04, RS.MA-05, RS.AN-03, RS.AN-06, RS.AN-07, RS.AN-08, RS.CO-02, RS.CO-03, RS.MI-01, RS.MI-02, RC.RP-01, RC.RP-02, RC.RP-06, RC.CO-03, RC.CO-04
CSF 1.1: ID.SC-5, DE.AE-2, DE.AE-3, DE.AE-4, DE.AE-5, RS.RP-1, RS.CO-3, RS.CO-4, RS.AN-1, RS.AN-2, RS.AN-3, RS.AN-4, RS.MI-1, RS.MI-2, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2, RC.CO-1, RC.CO-2, RC.CO-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INCIDENT MONITORING

	IR-05
	Document Incident Management
	Keep a record of and document any incidents.
	CSF 2.0: DE.AE-03, RS.MA-02, RS.MA-03, RS.MA-04
CSF 1.1: DE.AE-3, DE.AE-5, RS.AN-1, RS.AN-4
SP 800-171: 03.06.02.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INCIDENT REPORTING

	IR-06.a
	Mandate Incident Reporting Timeline
	Ask all staff members to report any suspected incidents to the organization's incident response team within a pre-determined timeframe.
	CSF 2.0: RS.MA-01, RS.MA-02, RS.MA-03, RS.MA-04, RS.AN-06, RS.AN-07, RS.CO-02, RS.CO-03, RC.CO-03
CSF 1.1: RS.CO-2
SP 800-171: 03.06.02.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-06.b
	Report Incident Information
	Report details of any incidents to the designated organization authorities.
	CSF 2.0: RS.MA-01, RS.MA-02, RS.MA-03, RS.MA-04, RS.AN-06, RS.AN-07, RS.CO-02, RS.CO-03, RC.CO-03
CSF 1.1: RS.CO-2
SP 800-171: 03.06.02.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-06(01)
	Automate Incident Reporting Mechanisms
	Report incidents using the automated mechanisms defined by the organization.
	CSF 2.0: RS.MA-01, RS.MA-02, RS.MA-03, RS.MA-04, RS.AN-06, RS.AN-07, RS.CO-02, RS.CO-03, RC.CO-03
CSF 1.1: RS.CO-2
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	IR-06(03)
	Share Incident Information with Supply Chain Partners
	Share details about incidents with the provider of the goods or services, and any other groups involved in managing the supply chain related to the systems affected by the incident.
	CSF 2.0: RS.MA-01, RS.MA-02, RS.MA-03, RS.MA-04, RS.AN-06, RS.AN-07, RS.CO-02, RS.CO-03, RC.CO-03
CSF 1.1: RS.CO-2
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INCIDENT RESPONSE ASSISTANCE

	IR-07
	Offer Incident Response Support
	Provide a support resource to help users understand how to handle and report incidents. This resource is a key part of the organization's ability to respond to incidents.
	CSF 2.0: RS.MA-01, RS.MA-04, RS.CO-02, RS.CO-03
CSF 1.1: PR.IP-9
SP 800-171: 03.06.02.d
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-07(01)
	Automate Incident Response Information Availability
	Use specified automated tools to improve the availability of information and support for incident management.
	CSF 2.0: RS.MA-01, RS.MA-04, RS.CO-02, RS.CO-03

CSF 1.1: PR.IP-9

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	INCIDENT RESPONSE PLAN

	IR-08.a
	Incident Response Plan Development
	Create a plan for responding to incidents.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.1
	Provide Implementation Roadmap
	Provides a plan for the organization to set up its response to security incidents.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.a.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.2
	Structure Incident Response Capability
	Details the layout and organization of the incident response capability.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.a.02
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.3
	Incorporate Incident Response into Organizational Structure
	Outlines how the incident response capability integrates into the broader organizational structure.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.a.03
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.4
	Address Organization-Specific Requirements
	Fulfills the special requirements of the organization, connected to its mission, size, structure, and duties.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.5
	Define Reportable Incidents
	Defines which incidents need to be reported.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.a.04
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.6
	Measure Incident Response Capability
	Provides measurements to assess the organization's ability to respond to incidents.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06

CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	IR-08.a.7
	Define Incident Response Capability Resources
	Outlines the resources and managerial support required for maintaining and improving the ability to respond to incidents.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.8
	Share Incident Information
	Covers the distribution of information related to incidents.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.a.05
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.9
	Review and Approve Assignments
	Is routinely reviewed and given formal approval by the designated personnel or assigned roles within the organization.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.a.10
	Designate Incident Response Responsibility
	Assigns specific individuals or groups the responsibility for responding to incidents.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.a.06
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.b
	Distribute Incident Response Plan
	Provide copies of the incident response plan to specified incident response personnel and various parts of the organization.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.c
	Update Incident Response Plan
	Ensure to update the incident response plan whenever there are changes in the system or organization, or if any issues arise during plan implementation, execution, or testing.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06

CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2

SP 800-171: 03.06.05c

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	IR-08.d
	Communicate Incident Response Plan Changes
	Share changes to the incident response plan with the designated incident response staff and relevant departments in the organization.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-08.e
	Protect Incident Response Plan
	Ensure the security and integrity of the incident response plan by preventing unauthorized access and changes.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04, DE.AE-03, DE.AE-08, RS.MA-01, RS.MA-05, RS.AN-08, RC.RP-01, RC.RP-02, RC.RP-04, RC.RP-06
CSF 1.1: ID.SC-5, PR.IP-7, PR.IP-8, PR.IP-9, DE.AE-3, DE.AE-5, RS.RP-1, RS.CO-1, RS.CO-2, RS.CO-3, RS.CO-4, RS.AN-4, RS.IM-1, RS.IM-2, RC.RP-1, RC.IM-1, RC.IM-2
SP 800-171: 03.06.05.d
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INFORMATION SPILLAGE RESPONSE

	IR-09
	Managing Information Spills
	Take action when information leaks occur.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-09.a
	Assign Responsibility for Information Spills Response
	Assign specific roles or personnel the responsibility for responding to information leaks.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-09.b
	Identify Contaminated System Information
	Identify the specific information involved in the system contamination.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-09.c
	Alert Personnel of Information Spill
	Notify the assigned personnel about the data leak through a communication method not connected to the leak.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-09.d
	Isolate Contaminated System
	Isolate the system or component that has been contaminated.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-09.e
	Eradicate Information from Contaminated System
	Remove all information from the infected system or component.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-09.f
	Identify Potentially Contaminated Systems
	Identify any other systems or components that might have been affected as a result.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	IR-09.g
	Perform Additional Actions
	Complete additional tasks as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: ID.SC-5, PR.IP-9
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INCIDENT ANALYSIS

	IR-10
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Withdrawn

	MAINTENANCE (MA)

	POLICY AND PROCEDURES

	MA-01.a
	Disseminate Documentation to Designated Personnel
	Develop, document, and share information with designated personnel or roles in the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.a.1
	Maintain Policy Levels
	Choose one or more levels (organization, mission/business process, system) to apply maintenance policies.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.a.1.a
	Address Organizational Guidelines
	Explains the purpose and scope, details roles and responsibilities, shows management's commitment, guides coordination among different organizational entities, and ensures compliance.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.a.1.b
	Ensure Consistency with Regulatory Standards
	Ensures alignment with related laws, executive orders, guidelines, rules, policies, standards, and directives.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.a.2
	Implement Maintenance Policy and Controls
	Establish procedures that support the implementation of the maintenance policy and its related controls.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.b
	Assign Maintenance Policy Manager
	Assign a specific person or role in the organization to manage the process of creating, documenting, and sharing the Maintenance policy and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.c
	Update Maintenance Procedures
	Regularly review and update Maintenance processes.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.c.1
	Frequency and Event-Based Policy Management
	Establish Maintenance policies at a frequency and in response to events determined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-01.c.2
	Define Frequency and Events for Procedures
	Set and follow Maintenance procedures that occur at regular, organization-determined intervals and in response to specific, organization-defined events.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.MA-1
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CONTROLLED MAINTENANCE

	MA-02.a
	Schedule and Review Maintenance Records
	Plan, document, and review maintenance, repair, and replacement activities for system elements based on specifications provided by the manufacturer or the organization's needs.
	CSF 2.0: ID.AM-08
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-02.b
	Approve and Monitor Maintenance Activities
	Approve and track all work done to maintain the system, regardless of where the work is done or where the system parts are located.
	CSF 2.0: ID.AM-08

CSF 1.1: PR.MA-1

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	MA-02.c
	Approve Off-Site System Maintenance
	Mandate that designated personnel or roles explicitly approve when the system or its components are taken off-site for maintenance, repair, or replacement.
	CSF 2.0: ID.AM-08
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-02.d
	Sanitize Equipment Before Off-Site Maintenance
	Clean all equipment to remove specific organization-defined information from related media before it is sent out of the organization's facilities for maintenance, repairs, or replacement.
	CSF 2.0: ID.AM-08
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-02.e
	Verify Functionality After Maintenance
	After maintenance, repair, or replacement, double-check all potentially impacted controls to ensure they are still working properly.
	CSF 2.0: ID.AM-08
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-02.f
	Include Information in Maintenance Records
	Include the determined relevant information in the organization's maintenance records.
	CSF 2.0: ID.AM-08
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MAINTENANCE TOOLS

	MA-03.a
	Manage System Maintenance Tools
	Approve, manage, and monitor the use of system maintenance tools.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: 03.07.04.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-03.b
	Review Maintenance Tools
	Regularly review the tools approved for system maintenance at a frequency set by the organization.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-03(01)
	Inspect Maintenance Tools for Unauthorized Modifications
	Check the tools used by maintenance staff for any unauthorized changes or misuse.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MA-03(02)
	Inspect Media for Malicious Code
	Scan any media, that includes diagnostic and test programs, for any harmful software before using it in the system.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: 03.07.04.b
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MA-03(03)
	Safeguard Maintenance Equipment Containing Information
	Stop the removal of maintenance equipment that contains company information.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: 03.07.04.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MA-03(03)(a)
	Verify Absence of Organizational Information on Equipment
	Ensure that the equipment does not contain any information related to the organization.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: 03.07.04.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MA-03(03)(b)
	Sanitize or Destroy Equipment
	Clean or destroy the equipment completely.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: 03.07.04.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MA-03(03)(c)
	Retain Facility Equipment
	Keep the equipment within the facility.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: 03.07.04.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MA-03(03)(d)
	Authorize Equipment Removal
	Get proper approval before taking equipment out of the facility. This approval needs to be from designated personnel or assigned roles defined by the organization.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MA-03(06)
	Inspect Maintenance Tools
	Check maintenance tools to ensure they have the most recent software updates and patches.
	CSF 2.0: PR.PS-02
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	NONLOCAL MAINTENANCE

	MA-04.a
	Approve and Monitor Nonlocal Activities
	Approve and oversee maintenance and diagnostic tasks that are conducted from distant locations.
	CSF 2.0: No Reference

CSF 1.1: PR.MA-2

SP 800-171: 03.07.05.a

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	MA-04.b
	Permit Nonlocal Maintenance and Diagnostic Tools Use
	Only use maintenance and diagnostic tools from outside the local network if they comply with the organization's policy and are documented in the system's security plan.
	CSF 2.0: No Reference
CSF 1.1: PR.MA-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-04.c
	Utilize Strong Authentication for Nonlocal Maintenance Sessions
	Use strong verification methods when setting up remote maintenance and diagnostic sessions.
	CSF 2.0: No Reference
CSF 1.1: PR.MA-2
SP 800-171: 03.07.05.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-04.d
	Maintain Records for Nonlocal Activities
	Keep records of all maintenance and diagnostic activities that are not conducted on-site.
	CSF 2.0: No Reference
CSF 1.1: PR.MA-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-04.e
	Terminate Nonlocal Connections After Maintenance
	End session and network connections once remote maintenance is done.
	CSF 2.0: No Reference
CSF 1.1: PR.MA-2
SP 800-171: 03.07.05.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MAINTENANCE PERSONNEL

	MA-05.a
	Authorize Maintenance Personnel and Organizations
	Create a process to authorize maintenance personnel and keep a list of approved maintenance groups or individuals.
	CSF 2.0: No Reference
CSF 1.1: PR.MA-1
SP 800-171: 03.07.06.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-05.b
	Verify Access for Maintenance Personnel
	Ensure that individuals repairing the system without supervision have the necessary clearances.
	CSF 2.0: No Reference
CSF 1.1: PR.MA-1
SP 800-171: 03.07.06.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MA-05.c
	Assign Supervision for Maintenance Activities
	Assign qualified staff to supervise the maintenance activities of those who do not have the necessary access permissions.
	CSF 2.0: No Reference
CSF 1.1: PR.MA-1
SP 800-171: 03.07.06.d
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	TIMELY MAINTENANCE

	MA-06
	Secure System Component Support
	Get support for maintenance or spare parts for certain system parts within a defined time frame after they fail.
	CSF 2.0: ID.AM-08
CSF 1.1: PR.MA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	FIELD MAINTENANCE

	MA-07
	Prohibit Field Maintenance on Defined Systems
	Limit or completely prevent any field maintenance on selected systems or components to only trusted and approved maintenance facilities.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	MEDIA PROTECTION (MP)

	POLICY AND PROCEDURES

	MP-01.a
	Dissemination of Development and Documentation to Defined Roles
	Develop, document, and share the Media Protection information with the specific people or roles chosen by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-01.a.1
	Establish Media Protection Policy
	Select one or more organizational defined levels for mission/business process, or systems for Media Protection policy.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-01.a.1.a
	Clarify Organizational Coordination and Compliance
	The statement addresses the purpose, scope, roles, responsibilities, the commitment of management, coordination among different organizational entities, and compliance requirements.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-01.a.1.b
	Ensure Compliance with Relevant Laws and Standards
	Ensure Media Protection policies aligns with relevant laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: PR.PT-2

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	MP-01.a.2
	Implement Media Protection Policy Procedures
	Establish procedures to implement the Media Protection policies and its associated controls.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-01.b
	Assign Media Protection Manager
	Assign a specific official within the organization to oversee the creation, recording, and sharing of the Media Protection policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-01.c
	Update Media Protection
	Regularly review and update the existing measures for Media Protection policies.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-01.c.1
	Frequency-Based Event Policy Assignment
	Follow a regular schedule to revise the Media Protection policy and consider changes after specific events occur, as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-01.c.2
	Set Procedure Frequency and Events
	Follow Media Protection procedures regularly at set times defined by the organization, and also after specific events as outlined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.PT-2
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEDIA ACCESS

	MP-02
	Restrict Media Access
	Limit access to certain types of digital and non-digital media to specified personnel or roles within the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: 03.08.02
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEDIA MARKING

	MP-03.a
	Mark System Media
	Label system media to show any limits on distribution, handling instructions, and related security marks, if any.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: 03.08.04
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-03.b
	Exempt Certain Media within Controlled Areas
	Certain types of system media that remain within specific controlled regions can be excluded from marking.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEDIA STORAGE

	MP-04.a
	Control and Store Digital/Non-Digital Media
	Securely store and physically manage specific types of both digital and non-digital media in designated controlled areas.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: 03.08.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-04.b
	Protect and Sanitize System Media
	Ensure that the system media types, as stated in MP-4a, are safeguarded until they are either destroyed or sanitized correctly with proper methods, tools, and processes.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEDIA TRANSPORT

	MP-05.a
	Control Media Transport
	Ensure the safety and protection of specified types of system media when transported outside of controlled areas by utilizing specific controls.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: 03.08.05.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-05.b
	Maintain Accountability during Transport of System Media
	Keep track of system media whenever it's transported outside of controlled areas.
	CSF 2.0: No Reference

CSF 1.1: PR.DS-1, PR.PT-2

SP 800-171: 03.08.05.b

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	MP-05.c
	Document Media Transport Activities
	Record all activities related to the transportation of system media.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: 03.08.05.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-05.d
	Restrict Media Transport Activities
	Limit the tasks related to transferring system media to only approved individuals.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEDIA SANITIZATION

	MP-06.a
	Sanitize System Media Prior to Release or Reuse
	Before disposal, or before they are reused or released from the organization's control, ensure system media are cleaned using standard organization-approved techniques and procedures.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.DS-3, PR.IP-6
SP 800-171: 03.08.03
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-06.b
	Implement Strong Sanitization Mechanisms
	Use cleaning methods that match the security level or classification of the information.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.DS-3, PR.IP-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEDIA USE

	MP-07.a
	Restrict Use of System Media
	Limit or forbid the use of certain types of system media on specific systems or system components, using defined controls.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: 03.08.07.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-07.b
	Prohibit Use of Unowned Portable Storage Devices
	Do not allow the use of portable storage devices on organization's systems if these devices do not have a clear owner.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: 03.08.07.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEDIA DOWNGRADING

	MP-08.a
	Establish System Media Downgrading Process
	Set up a process for reducing the security level of system media, which uses mechanisms of a strength and reliability matching the security category or classification of the information.
	CSF 2.0: PR.DS-01
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-08.b
	Verify System Media Downgrading Process
	Ensure that the process of lowering the security level of system media matches the security category or classification of the information being removed, and that it aligns with the access permissions of those who may receive the downgraded information.
	CSF 2.0: PR.DS-01
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-08.c
	Identify System Media for Downgrading
	Identify the specific system media that needs to be downgraded.
	CSF 2.0: PR.DS-01
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MP-08.d
	Downgrade System Media
	Use the already set process to downgrade the specified system media.
	CSF 2.0: PR.DS-01
CSF 1.1: PR.DS-1, PR.PT-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PHYSICAL AND ENVIRONMENTAL PROTECTION (PE)

	POLICY AND PROCEDURES

	PE-01.a
	Dissemination Protocol Development
	Develop, document, and share Physical and Environmental Protection information with designated personnel or assigned roles.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-01.a.1
	Formulate Physical and Environmental Protection Policy
	Choose from organization, mission/business process, or system level to develop a Physical and Environmental Protection policy.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-01.a.1.a
	Outline Organizational Compliance Responsibilities
	The statement covers topics such as the purpose, scope, roles and responsibilities, commitment from management, organizational coordination, and adherence to rules.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-01.a.1.b
	Ensure Consistency with Legal and Regulatory Requirements
	Ensure Physical and Environmental Protection policies follows all relevant laws, executive orders, guidelines, and policies.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: PR.AC-2, PR.IP-5

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PE-01.a.2
	Implement Physical and Environmental Protection Procedures
	Create processes that will make it easier to implement both the Physical and Environmental Protection policies, and the related protective controls.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-01.b
	Assign Official for Physical and Environmental Protection Policies
	Assign an official from within the organization to oversee the creation, recording, and distribution of policies and procedures for physical and environmental safety.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-01.c
	Update Physical and Environmental Protection
	Regularly review and update the current procedures for protecting the Physical and Environmental Protection aspects of the organization.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-01.c.1
	Define Policy Frequency and Events
	Create and implement policies regularly as per the frequency defined by the organization and following events defined by the organization.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-01.c.2
	Define Frequency of Procedures Following Events
	Implement certain procedures at regular intervals as defined by the organization, and also after certain events as specified by the organization.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.AC-2, PR.IP-5
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PHYSICAL ACCESS AUTHORIZATIONS

	PE-02.a
	Authorize Facility Access
	a. Create, approve, and keep an updated list of people who have official permission to access the facility that houses the system.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2, PR.AC-6
SP 800-171: 03.10.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-02.b
	Authorize Facility Access
	Give out access permissions for the facility.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2, PR.AC-6
SP 800-171: 03.10.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-02.c
	Review Authorized Facility Access List
	Regularly review the list of individuals who are allowed to access the facility. The frequency of these reviews is set by the organization.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2, PR.AC-6
SP 800-171: 03.10.01.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-02.d
	Remove Individuals from Access List
	Remove people from the building access list when they no longer need access.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2, PR.AC-6
SP 800-171: 03.10.01.d
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PHYSICAL ACCESS CONTROL

	PE-03.a
	Enforce Physical Access Authorizations
	Ensure that only authorized personnel can enter and exit the facility where the system is located, at designated points determined by the organization.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: 03.10.07.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-03.a.1
	Verify Individual Access Authorizations
	Ensure a person is permitted to access the facility before allowing them entry.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: 03.10.07.a.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-03.a.2
	Manage Facility Access Control
	Control entering and exiting the premises using choices like designated physical access control systems, devices, or security guards.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: 03.10.07.a.02
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-03.b
	Maintain Physical Access Audit Logs
	Keep a record of physical access at selected entry or exit points.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: 03.10.07.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-03.c
	Implement Physical Access Controls
	Implement specified physical controls to manage who is able to access public areas within the facility.
	CSF 2.0: DE.CM-02

CSF 1.1: PR.AC-2

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PE-03.d
	Escort and Control Visitor Activity
	Monitor and guide visitors, and manage their actions, under specific circumstances determined by the organization.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: 03.10.07.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-03.e
	Secure Physical Access Devices
	Keep keys, combinations, and other devices used for physical access safe and secure.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: 03.10.07.d
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-03.f
	Inventory Physical Access Devices
	Keep an inventory of physical access devices, like swipe cards or fingerprint scanners, and update it regularly according to a schedule set by the organization.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-03.g
	Update Combinations and Keys
	Change lock combinations and keys regularly, or sooner if keys are lost, combinations are compromised, or when individuals with access to keys or combinations leave their positions or the organization.
	CSF 2.0: DE.CM-02
CSF 1.1: PR.AC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ACCESS CONTROL FOR TRANSMISSION

	PE-04
	Control Physical Access to System Distribution Lines
	Manage the physical access to the organization's system distribution and transmission lines within its premises using specific security controls.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2
SP 800-171: 03.10.08
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ACCESS CONTROL FOR OUTPUT DEVICES

	PE-05
	Prevent Unauthorized Access to Device Output
	Ensure only authorized individuals can access the physical output from specified devices to prevent unauthorized access.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2
SP 800-171: 03.10.7.e
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MONITORING PHYSICAL ACCESS

	PE-06.a
	Monitor Facility Access
	Keep a watch on who comes in and out of the building where the system is located to identify and handle any physical security problems.
	CSF 2.0: PR.AA-06, DE.CM-02
CSF 1.1: PR.AC-2, DE.CM-2, DE.CM-7, RS.CO-4, RS.AN-1
SP 800-171: 03.10.02.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-06.b
	Review and Monitor Physical Access Logs
	Check physical access logs regularly as defined by the organization, and specifically when certain events or potential indications of those events occur.
	CSF 2.0: PR.AA-06, DE.CM-02
CSF 1.1: PR.AC-2, DE.CM-2, DE.CM-7, RS.CO-4, RS.AN-1
SP 800-171: 03.10.02.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-06.c
	Coordinate Investigation Results with Incident Response
	Share the outcomes of reviews and investigations with the team responsible for responding to organizational incidents.
	CSF 2.0: PR.AA-06, DE.CM-02
CSF 1.1: PR.AC-2, DE.CM-2, DE.CM-7, RS.CO-4, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-06(01)
	Monitor Facility Access
	Regularly monitor the areas where systems are located, using security alarms and surveillance equipment.
	CSF 2.0: PR.AA-06, DE.CM-02
CSF 1.1: PR.AC-2, DE.CM-2, DE.CM-7, RS.CO-4, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	VISITOR CONTROL

	PE-07
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	VISITOR ACCESS RECORDS

	PE-08.a
	Maintain Visitor Access Records
	Keep a record of visitors to the facility where the system is located for a specific duration determined by the organization.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-08.b
	Review Visitor Access Records Frequency
	Review the records of visitor access regularly, at defined intervals.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.AC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-08.c
	Report Visitor Access Anomalies
	Report any unusual visitor access records to the designated organization personnel.
	CSF 2.0: PR.AA-06

CSF 1.1: PR.AC-2

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	POWER EQUIPMENT AND CABLING

	PE-09
	Protect System Power Equipment
	Ensure the system's power equipment and cables are safeguarded from damage and destruction.
	CSF 2.0: PR.IR-02
CSF 1.1: ID.BE-4, PR.AC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	EMERGENCY SHUTOFF

	PE-10.a
	Power Shutdown in Emergencies
	Give the functionality to turn off power to specified system or individual system parts in emergencies.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-10.b
	Position Emergency Shutoff Devices
	b. Put emergency shutoff switches or devices in a location decided by the organization for each system or component, to ensure easy access for authorized personnel.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-10.c
	Safeguard Emergency Power Shutoff
	Ensure the emergency power shutoff feature is safeguarded from unauthorized use.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	EMERGENCY POWER

	PE-11
	Facilitate Uninterruptible Power Supply
	Provide a backup power supply to enable either a controlled shutdown of the system or transfer of the system to a long-term alternative power source, if the primary power source fails.
	CSF 2.0: PR.IR-02
CSF 1.1: ID.BE-4, PR.DS-4, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	EMERGENCY LIGHTING

	PE-12
	Implement Automatic Emergency Lighting
	Use and maintain emergency lights that turn on automatically if a power outage occurs, covering emergency exits and evacuation paths in the facility.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	FIRE PROTECTION

	PE-13
	Install Independent Fire Systems
	Use and maintain fire detection and extinguishing systems that work with an independent power source.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-13(01)
	Deploy Fire Detection Systems
	Use automatic fire detection systems that alert designated staff and emergency response teams when there's a fire.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	ENVIRONMENTAL CONTROLS

	PE-14.a
	Maintain Environmental Control Levels
	Maintain a suitable environment within the facility that hosts the system by regulating temperature, humidity, pressure, radiation, or other environmental controls. These should be kept within levels that the organization defines as acceptable.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-14.b
	Monitor Environmental Control Levels
	Regularly check the levels of environmental controls as defined by the organization.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	WATER DAMAGE PROTECTION

	PE-15
	Provide Water Leakage Prevention Measures
	Ensure the system is safeguarded from water damage by providing accessible, functional master shut-off valves that key personnel are aware of.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DELIVERY AND REMOVAL

	PE-16.a
	Control System Components Entry and Exit
	Give authorization and take control over specified types of system components when they are brought into or taken out of the facility.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PE-16.b
	Record Maintenance of System Components
	Keep a record of the various parts of the system.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ALTERNATE WORK SITE

	PE-17.a
	Determine Alternate Work Sites
	Decide and document the alternate work locations that employees can use.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: 03.10.06.a

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	PE-17.b
	Employ Controls at Alternate Work Sites
	Use Organization-defined measure at different (alternative) work locations.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.10.06.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PE-17.c
	Assess Control Effectiveness at Alternate Sites
	Evaluate how well the controls work at different work locations.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PE-17.d
	Establish Communication for Security Incidents
	Create a method for staff to get in touch with the information security and privacy teams if any incidents occur.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	LOCATION OF SYSTEM COMPONENTS

	PE-18
	Position System Components
	Place system components within the facility in a way that reduces the risk of damage from specific physical and environmental hazards, and decreases chances of unauthorized access.
	CSF 2.0: PR.AA-06, PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INFORMATION LEAKAGE

	PE-19
	Shield System from Electromagnetic Signals Leak
	Safeguard the system from unintended information release through electromagnetic signals.
	CSF 2.0: PR.AA-06
CSF 1.1: PR.DS-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ASSET MONITORING AND TRACKING

	PE-20
	Implement Asset Location Technologies
	Use assigned tracking technologies to keep track of and monitor the location and movement of certain assets within specified controlled areas.
	CSF 2.0: PR.AA-06, DE.CM-02
CSF 1.1: PR.DS-3, DE.CM-2, DE.CM-7
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ELECTROMAGNETIC PULSE PROTECTION

	PE-21
	Implement Protective Measures 
	Use specific protective measures to safeguard certain systems and system components from electromagnetic pulse damage.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	COMPONENT MARKING

	PE-22
	Mark Hardware Components
	Label specified system hardware components to show the level of information they are allowed to process, store, or transmit.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	FACILITY LOCATION

	PE-23.a
	Plan Facility Location Considering Hazards
	Plan the location of the system facility, keeping in mind potential physical and environmental risks.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PE-23.b
	Consider Hazards in Risk Management Strategy
	For existing buildings, include potential physical and environmental risks in the organization's risk management plan.
	CSF 2.0: PR.IR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PLANNING (PL)

	POLICY AND PROCEDURES

	PL-01.a
	Dissemination to Designated Personnel
	Create, record, and share Planning policies and procedures with the assigned staff or roles.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-01.a.1
	Plan Policy Levels
	Choose one or more levels - organization, mission/business process, or system - to develop a Planning policy.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-01.a.1.a
	Establish Compliance Management Roles & Responsibilities
	Clarifies the purpose, scope, roles, responsibilities, management involvement, coordination among different organization units, and adherence to rules and regulations.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PL-01.a.1.b
	Ensure Consistency with Applicable Regulations
	Ensure Planning polices and procedures complies with relevant laws, executive orders, instructions, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-01.a.2
	Implement Planning Policy and Controls
	Procedures that make it easier to apply the Planning policy and related controls.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-01.b
	Designate Official for Policy Management
	Assign a specific official within the organization to handle the creation, documentation, and sharing of the planning policy and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-01.c
	Update Planning Process
	Regularly review and update the current plan.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-01.c.1
	Define Policy Frequency and Event Follow-up
	Establish Planning policies at specific intervals or after certain events defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-01.c.2
	Define Procedures Frequency and Events
	Create procedures that are regularly updated based on a set schedule and after specific events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM SECURITY AND PRIVACY PLANS

	PL-02.a
	Develop System Security and Privacy Plans
	Create security and privacy plans for the systems.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03.15.02.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.1
	Ensure Architecture Consistency
	Ensure it aligns with the organization's overall structural plan.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.2
	Define System Components
	Clearly define the system's individual components.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03-15-02.a.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.3
	Describe System's Operational Context
	Explain the system's operational context in relation to its mission and business processes.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.4
	Identify System Role Individuals
	Identify who is responsible for each system role.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04

CSF 1.1: PR.IP-7, DE.DP-5

SP 800-171: 03.15.02.a.07

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PL-02.a.5
	Identify System Information Types
	Determine the types of information that the system processes, stores, and transfers.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03.15.02.a.05
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.6
	System Security Categorization Rationale
	Provide the security categorization of the system, along with the supporting explanation.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.7
	Identify System Threats
	Detail any specific system threats that the organization is worried about.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03-15-02.a.03
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.8
	Privacy Risk Assessment Results Presentation
	Provide the results from a risk assessment for systems that handle personal information.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.9
	Describe Operational Environment and System Dependencies
	Explain the system's operational surroundings, including any reliance on or connections to other systems or components.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03.15.02.a.04
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.10
	Overview of System Security and Privacy Requirements
	Give a summary of the security and privacy needs of the system.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03.15.02.a.05
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.11
	Identify Relevant Control Baselines
	Determine if there are any relevant standard controls or additional measures that need to be applied.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.12
	Control Description for Security and Privacy Requirements
	Explain the security measures you have or plan to put in place to meet security and privacy needs, including reasons for any customizations made.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03.15.02.a.06
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.13
	Determine Risk for Security and Privacy Decisions
	Ensure that risk assessments are included in decisions about security and privacy architecture and design.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.14
	Coordinate Security and Privacy-Related Activities
	Include activities related to system security and privacy that need planning and coordination with certain individuals or groups as defined by the organization.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.a.15
	Approve Plan Implementation
	The implementation plan must be reviewed and approved by the authorized official or their designated representative before being implement.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.b
	Distribute Plan Updates
	Distribute the plans and any subsequent changes to designated staff members within the organization.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.c
	Plan Review Frequency
	Regularly review the plans according to a set frequency.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04

CSF 1.1: PR.IP-7, DE.DP-5

SP 800-171: 03.15.02.b

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PL-02.d
	Update and Address Changes in Plans
	Update the plans to reflect changes to the system and its operating environment and to resolve issues identified during plan implementation or control assessments.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03.15.02.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-02.e
	Protect Plan Integrity
	Ensure to keep the plans secure and safe from any unauthorized changes or leaks.
	CSF 2.0: ID.AM-03, ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, ID.IM-04
CSF 1.1: PR.IP-7, DE.DP-5
SP 800-171: 03.15.02.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM SECURITY PLAN UPDATE

	PL-03
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	RULES OF BEHAVIOR

	PL-04.a
	Establish System Usage Rules
	Set up and share with people who need to use the system, the guidelines that outline their responsibilities and expected actions regarding information use, security, and privacy.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.15.03.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PL-04.b
	Acknowledge Rules of Behavior Before Access Authorization
	Before granting access to information and the system, receive a written confirmation from the individuals indicating that they have read, understood, and agreed to follow the behavior rules.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.15.03.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PL-04.c
	Update Behavior Rules Regularly
	Review and update the behavior guidelines regularly, at intervals set by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: 03.15.03.d
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PL-04.d
	Re-acknowledge Updated Rules of Behavior
	Require individuals who have previously agreed to the behavior rules to review and agree again whenever the rules are updated or at set time intervals decided by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PL-04(01)
	Implement Rules of Behavior
	Incorporate the Planning restrictions into the behavior guidelines such as an Acceptable Use Policy.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	PL-04(01)(a)
	Social Media Usage
	Use social media, social networking sites, and external sites or applications.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	PL-04(01)(b)
	Posting Organizational Information
	The posting of organizational information on public websites.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	PL-04(1)(c)
	Use Identifiers for External Accounts Creation
	Utilize identifiers provided by the organization, such as email addresses, and secure credentials, like passwords, when creating accounts on external websites or applications.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	PRIVACY IMPACT ASSESSMENT

	PL-05
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	SECURITY-RELATED ACTIVITY PLANNING

	PL-06
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	CONCEPT OF OPERATIONS

	PL-07.a
	Develop System's Security and Privacy Operations Concept
	Create a plan for the system that describes how the organization will operate it with regard to information security and privacy.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	PL-07.b
	Update CONOPS Regularly
	Review and update the Concept of Operations (CONOPS) as often as the organization deems necessary.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SECURITY AND PRIVACY ARCHITECTURES

	PL-08.a
	Develop System Security and Privacy Architectures
	Create security and privacy designs for systems.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-08.a.1
	Protect Information Approach Requirement
	Outline the methods and requirements for keeping your organization's information safe and accessible.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-08.a.2
	Minimize Privacy Risk in Processing Personal Information
	Outline the methods and rules for handling personal information in a way that reduces potential risks to individual's privacy.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-08.a.3
	Integrate Architectures into Enterprise Structure
	Explain how the systems fit into and enhance the overall business framework.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-08.a.4
	Describe External Systems Dependencies
	Explain any assumptions made about, and reliance on, outside systems and services.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-08.b
	Update Enterprise Architecture Regularly
	Regularly review and update the architectures to keep them in line with changes in the overall business structure.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PL-08.c
	Incorporate Architectural Changes in Security and Privacy Plans
	Incorporate any intended changes to the system structure into existing security and privacy plans, operations concepts, analysis of importance, organizational procedures, and purchasing and procurement activities.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.AM-3, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CENTRAL MANAGEMENT

	PL-09
	Manage Assigned Controls and Processes
	Manage the defined controls and related processes centrally.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	BASELINE SELECTION

	PL-10
	Choose System Control Baseline
	Choose a standard set of procedures for managing the system.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	BASELINE TAILORING

	PL-11
	Apply Tailoring Actions to Control Baseline
	Customize the chosen control baseline by executing particular modification actions.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PROGRAM MANAGEMENT (PM)

	INFORMATION SECURITY PROGRAM PLAN

	PM-01.a
	Implement Organization-Wide Security Program Plan
	Implement  and distribute a plan for the entire organization's information security program.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-01.a.1
	Overview of Security Program Requirements and Controls
	Give a summary of the security program's requirements and explain the management strategies and common measures in place or planned to meet these requirements.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-01.a.2
	Assign Roles and Responsibilities
	The process includes identifying and assigning roles, ensuring management commitment, coordinating with different groups in the organization, and following regulations.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: ID.GV-2

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PM-01.a.3
	Coordinate Information Security Entities
	Ensures cooperation between different departments in charge of information security.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-01.a.4
	Approve Risk by Senior Official
	A high-ranking official, who is responsible and accountable for any risk that may impact the organization's operations, assets, reputation, individuals, other organizations, and the nation, must give approval.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-01.b
	Update Security Program Plan
	Periodically review and update the organization-wide information security plan, as decided by the organization, and after specific events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-01.c
	Protect Information Security Program Plan
	Ensure the security program plan is safe from unauthorized changes and sharing.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INFORMATION SECURITY PROGRAM LEADERSHIP ROLE

	PM-02
	Assign Senior Information Security Officer
	Assign a high-ranking officer to lead and manage a organization-wide information security program. They should have the resources and focus to coordinate, develop, implement, and maintain this program.
	CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: ID.AM-6, ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INFORMATION SECURITY AND PRIVACY RESOURCES

	PM-03.a
	Include Resources in Capital Planning and Investment Requests
	Include the necessary resources for the implementation of information security and privacy programs in the capital planning and investment requests. Any exceptions to this requirement should also be documented.
	CSF 2.0: GV.RM-03, GV.RR-03, PR.IR-04
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-03.b
	Prepare Investment Request Documentation
	Create necessary documents to handle information security and privacy programs in capital planning and investment requests, according to relevant laws, executive orders, instructions, policies, regulations, and standards.
	CSF 2.0: GV.RM-03, GV.RR-03, PR.IR-04
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-03.c
	Allocate Security and Privacy Resources
	Allocate the planned resources for information security and privacy for use as needed.
	CSF 2.0: GV.RM-03, GV.RR-03, PR.IR-04
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PLAN OF ACTION AND MILESTONES PROCESS

	PM-04.a
	Ensure Action Plans and Milestones Implementation
	Put in place a process that guarantees the creation and execution of schedules and targets for the programs related to information security, privacy, and supply chain risk management, as well as the systems related to the organization.
	CSF 2.0: GV.OV-03, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-04.a.1
	Develop a POAM Process.
	Develop and maintain POAM process.
	CSF 2.0: GV.OV-03, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-04.a.2
	Document Remedial Security Actions
	Document the necessary steps taken for the security, privacy, and supply chain risk management to appropriately react to risks that potentially affect the organization's operations, individuals, other organizations, and the country as a whole.
	CSF 2.0: GV.OV-03, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-04.a.3
	Report Compliance
	Reports are made following set guidelines.
	CSF 2.0: GV.OV-03, ID.IM-02, ID.IM-03

CSF 1.1: ID.RA-1, ID.RA-6, RS.AN-5

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PM-04.b
	Review Consistency of POAMs
	Check and ensure the plans of action and steps align with the organization's risk management strategy and are a high priority in their risk response activities.
	CSF 2.0: GV.OV-03, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, ID.RA-6, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM INVENTORY

	PM-05
	Update System Inventory
	Regularly create and update a list of all the systems used within the organization.
	CSF 2.0: ID.AM-01, ID.AM-02
CSF 1.1: ID.AM-1, ID.AM-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MEASURES OF PERFORMANCE

	PM-06
	Monitor Security Measures Performance
	Create, track, and provide updates on how well information security and privacy measures are performing.
	CSF 2.0: GV.OV-03
CSF 1.1: PR.IP-7
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ENTERPRISE ARCHITECTURE

	PM-07
	Maintain Enterprise Architecture With Security Considerations
	Design and keep up-to-date a organization-wide plan, while taking into account information protection, privacy, and the potential risks to the organization's operations and assets, people, other companies, and the country.
	CSF 2.0: ID.AM-03
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CRITICAL INFRASTRUCTURE PLAN

	PM-08
	Address Issues in Infrastructure Protection Plan
	Consider both security and privacy issues when creating, documenting, and updating a plan to protect essential infrastructure and resources.
	CSF 2.0: GV.OC-04, RC.RP-04
CSF 1.1: ID.BE-2, ID.BE-4, ID.RM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RISK MANAGEMENT STRATEGY

	PM-09.a
	Risk Management Strategy
	Develop a comprehensive Risk Management Strategy.
	CSF 2.0: GV.OC-02, GV.RM-01, GV.RM-02, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, ID.RA-04, ID.RA-06, PR.IR-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.GV-4, ID.RA-4, ID.RA-6, ID.RM-1, ID.RM-2, ID.RM-3, ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-09.a.1
	Assess Security Risk
	Understand and consider the potential security risk posed by the use and operation of organizational systems to operations, assets, people, other organizations, and the country.
	CSF 2.0: GV.OC-02, GV.RM-01, GV.RM-02, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, ID.RA-04, ID.RA-06, PR.IR-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.GV-4, ID.RA-4, ID.RA-6, ID.RM-1, ID.RM-2, ID.RM-3, ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-09.a.2
	Mitigate Privacy Risk
	Privacy risks that individuals may face due to the permitted use of their personal information.
	CSF 2.0: GV.OC-02, GV.RM-01, GV.RM-02, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, ID.RA-04, ID.RA-06, PR.IR-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.GV-4, ID.RA-4, ID.RA-6, ID.RM-1, ID.RM-2, ID.RM-3, ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-09.b
	Consistent Risk Management Implementation
	Apply the risk management strategy consistently across the entire organization.
	CSF 2.0: GV.OC-02, GV.RM-01, GV.RM-02, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, ID.RA-04, ID.RA-06, PR.IR-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.GV-4, ID.RA-4, ID.RA-6, ID.RM-1, ID.RM-2, ID.RM-3, ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-09.c
	Update Risk Management Strategy
	Regularly review and update the risk management strategy to meet any changes within the organization. The frequency of these updates should be as often as required or as specified by the organization.
	CSF 2.0: GV.OC-02, GV.RM-01, GV.RM-02, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, ID.RA-04, ID.RA-06, PR.IR-04, DE.AE-04, RC.RP-04

CSF 1.1: ID.GV-4, ID.RA-4, ID.RA-6, ID.RM-1, ID.RM-2, ID.RM-3, ID.SC-2

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	AUTHORIZATION PROCESS

	PM-10.a
	Manage System Security and Authorization Processes
	Oversee the security and privacy of the organization's systems and their environment using approval processes.
	CSF 2.0: No Reference
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-10.b
	Assign Risk Management Roles
	Appoint individuals to carry out specific tasks and duties in the organization's risk management process.
	CSF 2.0: No Reference
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-10.c
	Integrate Authorization into Risk Management Program
	Incorporate the permission approval process into a comprehensive risk management program across the entire organization.
	CSF 2.0: No Reference
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MISSION AND BUSINESS PROCESS DEFINITION

	PM-11.a
	Define Mission and Business Processes
	Develop and outline the organization's mission and business procedures, considering how they affect information security and privacy. Take into account the potential risks that these processes might pose to the organization's operations, assets, individuals, other organizations, and the overall nation.
	CSF 2.0: GV.OC-01, GV.OC-04, GV.OC-05, ID.RA-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.BE-3, ID.GV-4, ID.RA-4, ID.RM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-11.b
	Identify Protection Needs for Mission and Business Processes
	Identify the data protection needs and personal information processing requirements tied to the organization's mission and business processes.
	CSF 2.0: GV.OC-01, GV.OC-04, GV.OC-05, ID.RA-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.BE-3, ID.GV-4, ID.RA-4, ID.RM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-11.c
	Revise Mission and Business Processes
	Regularly review and update the mission and business processes as defined by the organization's schedule.
	CSF 2.0: GV.OC-01, GV.OC-04, GV.OC-05, ID.RA-04, DE.AE-04, RC.RP-04
CSF 1.1: ID.BE-3, ID.GV-4, ID.RA-4, ID.RM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INSIDER THREAT PROGRAM

	PM-12
	Establish Insider Threat Program
	Set up a program to counter threats from within the organization, featuring a multi-disciplinary team to respond to such incidents.
	CSF 2.0: ID.RA-03
CSF 1.1: ID.RA-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SECURITY AND PRIVACY WORKFORCE

	PM-13
	Develop Workforce Improvement Program
	Set up a program to develop and enhance the skills of the workforce in privacy and security matters.
	CSF 2.0: GV.RR-02, GV.RR-04
CSF 1.1: PR.AT-1, PR.AT-2, PR.AT-4, PR.AT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	TESTING, TRAINING, AND MONITORING

	PM-14.a
	Ensure Security Testing and Training Process
	Create a process to ensure that the organization's plans for security and privacy testing, training, and surveillance activities related to the organizational systems are properly followed.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-1, PR.IP-10, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-14.a.1
	Develop and Maintain Procedures
	Developed and constantly updated.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-1, PR.IP-10, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-14.a.2
	Persist Execution
	Continue to operate as planned.
	CSF 2.0: No Reference

CSF 1.1: PR.AT-1, PR.IP-10, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-5

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PM-14.b
	Review Consistency of Risk Management Plans
	Review and ensure that testing, training, and monitoring plans align with the organization's overall risk management strategy and top-priority risk response actions.
	CSF 2.0: No Reference
CSF 1.1: PR.AT-1, PR.IP-10, DE.DP-1, DE.DP-2, DE.DP-3, DE.DP-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SECURITY AND PRIVACY GROUPS AND ASSOCIATIONS

	PM-15
	Engage With Security and Privacy Communities
	Form relationships with selected groups and associations involved in security and privacy.
	CSF 2.0: ID.RA-02, DE.AE-06
CSF 1.1: ID.RA-1, ID.RA-2, RS.CO-5, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-15.a
	Facilitate Education and Training
	Continually provide security and privacy education and training for staff members.
	CSF 2.0: ID.RA-02, DE.AE-06
CSF 1.1: ID.RA-1, ID.RA-2, RS.CO-5, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-15.b
	Maintain Current Security Practices
	Keep up-to-date with the recommended practices, techniques, and technologies for security and privacy.
	CSF 2.0: ID.RA-02, DE.AE-06
CSF 1.1: ID.RA-1, ID.RA-2, RS.CO-5, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-15.c
	Share Security and Privacy Information
	Share up-to-date security and privacy information, such as threats, risks, and incidents.
	CSF 2.0: ID.RA-02, DE.AE-06
CSF 1.1: ID.RA-1, ID.RA-2, RS.CO-5, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	THREAT AWARENESS PROGRAM

	PM-16
	Establish Cross-Organization Threat Awareness Program
	Establish a program that increases awareness of potential threats and facilitates the sharing of threat intelligence across the entire organization.
	CSF 2.0: ID.RA-02, ID.RA-03, ID.RA-05, DE.AE-03, DE.AE-06, DE.AE-07
CSF 1.1: ID.RA-2, ID.RA-3, ID.RA-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PROTECTING CONTROLLED UNCLASSIFIED INFORMATION ON EXTERNAL SYSTEMS

	PM-17.a
	Implement Protection Requirements for Unclassified Information
	Create guidelines and procedures to protect unclassified information that is processed, stored, or moved on external systems. Ensure these actions follow the laws, executive orders, policy directives, regulations, and standards.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-17.b
	Update Policy and Procedures Regularly
	Regularly review and update the policy and procedures at a frequency set by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PRIVACY PROGRAM PLAN

	PM-18.a
	Develop Organizational Privacy Program Plan
	Create and distribute a comprehensive privacy program plan for the organization that gives an overview of the organization's privacy program.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-18.a.1
	Describe Privacy Program Structure and Resources
	The statement includes details about the structure of the privacy initiative and resources allocated to this initiative.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-18.a.2
	Summarize Privacy Program Requirements and Controls
	Offers a summary of the privacy program's requirements and details the measures and future plans for meeting these needs.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-18.a.3
	Define Privacy Officials' Roles and Responsibilities
	The statement includes the job of the top privacy official in the agency and identifies other privacy officials and staff members, along with their duties.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PM-18.a.4
	Describe Management Commitment and Objectives
	Describe the dedication of management, adherence to rules, and the strategic goals and objectives of the privacy program.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-18.a.5
	Coordinate Privacy Aspects Among Entities
	The statement ensures collaboration among different sectors of the organization responsible for various aspects of privacy.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-18.a.6
	Senior Official Approval for Privacy Risk
	A high-ranking official who is responsible for privacy risks to the organization's operations, assets, reputation, individuals, and other organizations, as well as the nation as a whole, must approve.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-18.b
	Update and Address Changes in Plan
	Update the plan regularly based on a schedule determined by your organization. This ensures the plan is current with the latest federal privacy laws and any organizational changes. It also lets you address any issues found during the implementation of the plan or during privacy control assessments.
	CSF 2.0: GV.OC-02, GV.RM-06, GV.RM-07, GV.OV-01, GV.SC-03, ID.RA-06, DE.AE-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PRIVACY PROGRAM LEADERSHIP ROLE

	PM-19
	Assign Senior Official for Privacy Coordination
	Designate a high-ranking official with the necessary resources and power to coordinate, create and execute relevant privacy rules, and handle privacy risks through the entire privacy program of the organization.
	CSF 2.0: GV.RR-01, GV.RR-02, GV.OV-02, GV.SC-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DISSEMINATION OF PRIVACY PROGRAM INFORMATION

	PM-20
	Establish Central Privacy Program Webpage
	Keep a dedicated webpage on the main public website that provides comprehensive information about the organization's privacy program.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-20.a
	Public Access to Privacy Activities Communication
	Ensures that the public can access information about the organization's privacy activities and can communicate with its top privacy official.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-20.b
	Make Privacy Practices Publicly Available
	Ensure that the organization's privacy practices and reports are available to the public.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-20.c
	Establish Public Contact for Privacy Queries
	Uses public email addresses and/or phone lines so that people can give feedback or ask questions about privacy practices to the privacy offices.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	ACCOUNTING OF DISCLOSURES

	PM-21.a
	Maintain Disclosure Accounting of Personal Information
	Keep an accurate record of all the times personally identifiable information is shared.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-21.a.1
	Track Disclosure Information
	Record the date, details, and reason for each disclosure.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-21.a.2
	Disclose Contact Information
	Provide the name, address, or other contact details of the person or organization to whom the information was disclosed.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-21.b
	Maintain Disclosure Accounting Records
	Keep a record of any access to personal details for either the entire time that the information is kept or five years after it was accessed, whichever period is longer.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	PM-21.c
	Provide Disclosure Accounting on Request
	Provide the record of information disclosures to the person whose personal information was shared, if they ask for it.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PERSONALLY IDENTIFIABLE INFORMATION QUALITY MANAGEMENT

	PM-22
	Policy and Procedure Development
	Creating and distributing organizational policies and procedures.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-22.a
	Review Personal Information Accuracy
	Check the accuracy, relevance, timeliness, and completeness of personal information throughout its life cycle.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-22.b
	Update Personal Information
	Ensure the accuracy of personal information by correcting or deleting any outdated or incorrect details.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-22.c
	Notify Corrections or Deletions of Personal Information
	Share news about corrected or deleted personal information with the concerned individuals or relevant entities.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-22.d
	Appeal Adverse Decisions
	Appeal processes for negative decisions on requests to correct or delete information.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DATA GOVERNANCE BODY

	PM-23
	Form Data Governance Body
	Create a group in charge of data governance, comprised of members with designated roles and tasks.
	CSF 2.0: GV.RR-01, GV.RR-02, ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DATA INTEGRITY BOARD

	PM-24
	Create Data Integrity Board
	Create a Data Integrity Board.
	CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-24.a
	Proposals Review for Matching Program Participation
	Review proposals to participate in or conduct a matching program.
	CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-24.b
	Annual Review of Matching Programs
	Review all matching programs that the agency has been a part of on a yearly basis.
	CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	MINIMIZATION OF PERSONALLY IDENTIFIABLE INFORMATION USED IN TESTING, TRAINING, AND RESEARCH

	PM-25.a
	Implement Policies on Use of PII
	Create, document, and implement protocols about how to use personal identification information for internal testing, training, and research.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-25.b
	Minimize Use of Personal Information
	Restrict the amount of personal data used for internal testing, training, and research to the minimum required.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-25.c
	Authorize Use of Personal Information
	Authorize the use of personal information only when necessary for internal testing, training, or research.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-25.d
	Update Policies Regularly
	Regularly review and update policies and procedures, at a frequency defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	COMPLAINT MANAGEMENT

	PM-26
	Manage Security and Privacy Complaints
	Put in place a procedure to handle and respond to any complaints, concerns, or queries from individuals regarding the organization's security and privacy practices.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	PM-26.a
	Implement User-friendly Public Access Mechanisms
	Create systems that are user-friendly and easily accessible to the public.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-26.b
	Provide Necessary Information for Filing Complaints
	Provide all the information needed to file complaints successfully.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-26.c
	Implement Complaint Tracking Mechanisms
	Implement mechanisms to track and ensure all complaints are reviewed and addressed within a set time period.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-26.d
	Acknowledge Receipt of Complaints or Concerns
	Confirm the receipt of complaints, concerns, or questions from people within a set timeframe.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-26.e
	Address Individual Queries and Complaints
	Respond to complaints, concerns, or questions from individuals within a specific time frame set by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PRIVACY REPORTING

	PM-27.a
	Create Privacy Reports
	Create specific privacy reports as determined by the organization and distribute them accordingly.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-27.a.1
	Demonstrate Accountability by Oversight Bodies
	Assign specific groups or individuals within the organization to ensure compliance with legal, regulatory, and internal privacy requirements.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-27.a.2
	Assign Privacy Program Monitoring Responsibility
	Appointed officials and additional personnel are responsible for ensuring the privacy program complies with requirements.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PM-27.b
	Update Privacy Reports Regularly
	Review and update privacy reports at specific times set by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	RISK FRAMING

	PM-28.a
	Document Risk Framing
	Document any assumptions, constraints, risk tolerance, priorities, and trade-offs identified as part of the risk framing process inform the risk management strategy.
	CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04
CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-28.a.1
	Document Assumptions
	Document factors that impact risk assessments, how you respond to risk, and how you monitor risk.
	CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04
CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-28.a.2
	Document Risk Assessment Constraints
	Document the limitations when assessing, responding to, and monitoring risks.
	CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04
CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-28.a.3
	Document Risk Management Priorities and Trade-offs
	The organization should consider what priorities and compromises they are willing to make when managing risk.
	CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04
CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-28.a.4
	Define Risk Tolerance
	The tolerance for risk within the organization.
	CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04

CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PM-28.b
	Distribute Risk Framing Results
	Share the results of risk assessment activities with specified members of the team.
	CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04
CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-28.c
	Update Risk Framing Considerations
	Regularly review and update considerations for managing risks. The frequency of these reviews should be defined by the organization.
	CSF 2.0: GV.OC-03, GV.RM-04, GV.RM-06, GV.RM-07, GV.SC-09, DE.AE-04
CSF 1.1: ID.GV-4, ID.RA-5, ID.RA-6, ID.RM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RISK MANAGEMENT PROGRAM LEADERSHIP ROLES

	PM-29.a
	Assign Senior Official for Risk Management Alignment
	Designate a top executive for risk management to coordinate information security and privacy management with strategic planning, operations, and budgeting.
	CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: ID.AM-6, ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-29.b
	Establish Organization-Wide Risk Management
	Set up a dedicated role or function focused on viewing and analyzing risk from a organization-wide perspective, ensuring the management of risk is consistent across the organization.
	CSF 2.0: GV.RR-01, GV.RR-02
CSF 1.1: ID.AM-6, ID.GV-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SUPPLY CHAIN RISK MANAGEMENT STRATEGY

	PM-30.a
	Manage Supply Chain Risks
	Create a strategy that applies to the entire organization for minimizing risks when creating, obtaining, maintaining, and disposing systems, system components, or system services.
	CSF 2.0: GV.OC-02, GV.OC-05, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-01, GV.SC-03, GV.SC-09, ID.RA-06, DE.AE-04
CSF 1.1: ID.SC-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-30.b
	Implement Supply Chain Risk Management Strategy
	Apply the strategy for managing supply chain risks evenly across the entire organization.
	CSF 2.0: GV.OC-02, GV.OC-05, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-01, GV.SC-03, GV.SC-09, ID.RA-06, DE.AE-04
CSF 1.1: ID.SC-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-30.c
	Update Supply Chain Risk Management Strategy
	Regularly review and update the strategy for managing supply chain risks. This should be done at set times defined by the organization, or when necessary due to organizational changes.
	CSF 2.0: GV.OC-02, GV.OC-05, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-01, GV.SC-03, GV.SC-09, ID.RA-06, DE.AE-04
CSF 1.1: ID.SC-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-30(01)
	Assess Critical Suppliers
	Identify, rank, and assess the suppliers of essential technologies, products, and services that are crucial to the mission.
	CSF 2.0: GV.OC-02, GV.OC-05, GV.RM-03, GV.RM-04, GV.RM-05, GV.RM-06, GV.RM-07, GV.OV-01, GV.OV-02, GV.SC-01, GV.SC-03, GV.SC-09, ID.RA-06, DE.AE-04
CSF 1.1: ID.SC-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CONTINUOUS MONITORING STRATEGY

	PM-31
	Implement Continuous Monitoring Strategy and Programs
	Create and carry out a strategy for continuous monitoring across the whole organization. This should include setting up regular monitoring programs.
	CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-31.a
	Establish Metrics Organization-Wide
	Set up specific metrics that will be monitored across the entire organization.
	CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-31.b
	Set Monitoring and Assessment Frequencies
	Set up specific frequencies for monitoring and assessing the effectiveness of control measures.
	CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PM-31.c
	Monitor Organizational Metrics
	Continuously monitor specific metrics as defined by the organization's strategy.
	CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-31.d
	Analyze Control Assessment Information
	Analyze and correlate the information gathered through control assessments and monitoring.
	CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-31.e
	Address Control Assessment Results
	Take appropriate actions based on the analysis of the information obtained from the control assessment and monitoring process.
	CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PM-31.f
	Report Security and Privacy Status
	Regularly report the security and privacy status of the organization's systems to selected personnel or roles.
	CSF 2.0: GV.OV-01, GV.OV-02, GV.SC-03, GV.SC-09, GV.SC-10, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PURPOSING

	PM-32
	Analyze Systems For Consistent Usage
	Analyze systems or system components that support key services or functions to ensure they are being used as intended.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PERSONNEL SECURITY (PS)

	POLICY AND PROCEDURES

	PS-01.a
	Disseminate Information to Defined Personnel
	Develop, document, and share information with selected personnel or roles within the organization.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-01.a.1
	Compose Personnel Security Policy
	Choose someone from either the organization level, mission/business process level, or system level, to create a security policy.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-01.a.1.a
	Define Organizational Strategy and Compliance
	Clarifies the purpose, scope, and responsibilities, confirms management's commitment, coordinates across different parts of the organization, and ensures compliance.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-01.a.1.b
	Ensure Compliance with Legal Requirements
	Follows all relevant laws, orders, instructions, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-01.a.2
	Implement Personnel Security Policy Procedures
	Create guidelines to help implement the policy and controls related to personnel security.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-01.b
	Assign Personnel Security Management Official
	Choose a designated organization official to handle the creation, documentation, and sharing of the personnel security policy and procedures.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-01.c
	Update Personnel Security
	Review and update the ongoing personnel security measures.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: PR.IP-11

SP 800-171: 03.15.01.b

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PS-01.c.1
	Frequency-Based Policy Assignment
	Set a policy to frequently follow certain events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-01.c.2
	Define Procedure Frequency and Events
	Follow certain procedures regularly and after specific events, as defined by the organization.
	CSF 2.0: GV.OC-03, GV.RR-04, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: PR.IP-11
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	POSITION RISK DESIGNATION

	PS-02.a
	Designate Risk to Positions
	Assign a risk level to all positions within the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-02.b
	Set Screening Criteria
	Set criteria for screening individuals for these positions.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-02.c
	Update Position Risk Designations Frequency
	Regularly review and update risk designations for various positions at a frequency defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PERSONNEL SCREENING

	PS-03.a
	Pre-Authorization Individual Screening
	Check people before giving them access to the system.
	CSF 2.0: No Reference
CSF 1.1: PR.AC-6, PR.IP-11
SP 800-171: 03.09.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-03.b
	Rescreen Individuals as Required
	Rescreen individuals based on the organization's guidelines for when and how often such rescreening should be completed.
	CSF 2.0: No Reference
CSF 1.1: PR.AC-6, PR.IP-11
SP 800-171: 03.09.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PERSONNEL TERMINATION

	PS-04
	Terminate Employment
	Terminate individual's employment status.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: 03.09.02.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-04.a
	Disable System Access
	Disable system access after a specific period of time set by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: 03.09.02.a.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-04.b
	Terminate Authenticators and Credentials
	End or cancel any identity checks and access linked to the person.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: 03.09.02.a.02
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-04.c
	Conduct Exit Interviews
	Conduct exit interviews that involve a discussion on specific topics related to information security.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-04.d
	Retrieve Security-Related Property
	Collect all security-related property belonging to the organization's system.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: 03.09.02.a.03
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-04.e
	Maintain Access Post-Termination
	Maintain access to information and systems previously managed by an individual who is no longer with the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PERSONNEL TRANSFER

	PS-05.a
	Review Access Authorizations 
	When staff members change positions within the organization, ensure to check and confirm that their current system and facility access permissions are still necessary for their new role.
	CSF 2.0: No Reference

CSF 1.1: PR.IP-11

SP 800-171: 03.09.02.b

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PS-05.b
	Initiate Transfer or Reassignment Actions
	Start the necessary steps for transferring or reassigning tasks within a specific timeline after the formal process of transfer has been initiated.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-05.c
	Modify Access Authorization for Operational Changes
	Adjust access permissions as necessary to match changes in job requirements due to reassignment or transfer.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: 03.09.02.b.02
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-05.d
	Notify Personnel
	Inform designated individuals or teams within a specified timeframe.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ACCESS AGREEMENTS

	PS-06.a
	Document Access Agreements
	Create and record access agreements for the systems used within the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-5, PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-06.b
	Update Access Agreements Regularly
	Regularly review and update the access agreements as often as the organization decides is necessary.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-5, PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-06.c
	Verify Individual's Access Requirements
	Confirm the individuals who need access to the organization's information and systems.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-5, PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-06.c.1
	Sign Access Agreements
	Sign necessary agreements before being given access.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-5, PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-06.c.2
	Renew Access Agreements Regularly
	Renew access agreements as needed to continue having access to organizational systems, especially when these agreements have been updated or as per the set frequency by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.DS-5, PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	EXTERNAL PERSONNEL SECURITY

	PS-07.a
	Establish External Provider Security Roles & Responsibilities
	Set up security requirements for external providers, including clearly defined roles and responsibilities.
	CSF 2.0: GV.RR-04, DE.CM-06
CSF 1.1: ID.AM-6, ID.GV-2, ID.SC-4, PR.AT-3, PR.IP-11, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-07.b
	Enforce Compliance by External Providers
	Insist that external service providers should adhere to the organization's established security policies and procedures for personnel.
	CSF 2.0: GV.RR-04, DE.CM-06
CSF 1.1: ID.AM-6, ID.GV-2, ID.SC-4, PR.AT-3, PR.IP-11, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-07.c
	Personnel Security Requirements Documentation
	Document the security requirements for staff.
	CSF 2.0: GV.RR-04, DE.CM-06
CSF 1.1: ID.AM-6, ID.GV-2, ID.SC-4, PR.AT-3, PR.IP-11, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-07.d
	Notify Personnel Changes in External Providers
	Require that outside service providers inform designated staff about any staff changes or firings among their team members who have access credentials, badges, or system privileges, and do so within a set timeframe.
	CSF 2.0: GV.RR-04, DE.CM-06
CSF 1.1: ID.AM-6, ID.GV-2, ID.SC-4, PR.AT-3, PR.IP-11, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PS-07.e
	Monitor Provider Compliance
	Monitor how well the provider is following personnel security rules.
	CSF 2.0: GV.RR-04, DE.CM-06
CSF 1.1: ID.AM-6, ID.GV-2, ID.SC-4, PR.AT-3, PR.IP-11, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PERSONNEL SANCTIONS

	PS-08.a
	Implement Sanctions Process
	Use a formal process to penalize individuals who do not follow established information security and privacy policies and procedures.
	CSF 2.0: No Reference

CSF 1.1: PR.IP-11

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PS-08.b
	Initiate Employee Sanction Notification
	Notify the relevant team members within a specified time frame when a formal employee disciplinary process starts, identifying the individual involved and the reason for the disciplinary action.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	POSITION DESCRIPTIONS

	PS-09
	Integrate Security Roles into Position Descriptions
	Include security and privacy tasks in the job descriptions of the organization's roles.
	CSF 2.0: GV.RR-04
CSF 1.1: ID.GV-2, PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PERSONALLY IDENTIFIABLE INFORMATION PROCESSING AND TRANSPARENCY (PT)

	POLICY AND PROCEDURES

	PT-01.a
	Disseminate Information to Designated Personnel
	Create, record, and distribute information to designated individuals or roles within the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.a.1
	Adopt PII Processing and Transparency Policy
	Choose one or more levels, such as organization, mission/business process, or system, to process personal data and maintain transparency in the policy.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.a.1.a
	Establish Organizational Roles and Compliance Management
	The statement covers the goal, range, roles, duties, dedication of management, coordination between different organizational units, and adherence to rules and regulations.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.a.1.b
	Ensure Consistency with Regulations
	Ensure it aligns with relevant laws, executive orders, guidelines, regulations, policies, and standards.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.a.2
	Implement PII Processing and Transparency Procedures
	Create methods that help enforce the policy and controls associated with the processing and transparent handling of personally identifiable information.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.b
	Designate Official for PII Processing Policy Management
	Designate a specific official who will be responsible for creating, documenting, and communicating the policy and procedures related to the handling and transparency of personal information.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.c
	Update PII Processing and Transparency
	Review and update the current processes and transparency measures for handling personal information.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.c.1
	Policy Assignment Frequency and Event Management
	Set a policy to regularly review and follow specific events, as decided by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PT-01.c.2
	Establish Procedure Frequency and Event Triggers
	Create procedures regularly at set frequencies and follow them after specific events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	AUTHORITY TO PROCESS PERSONALLY IDENTIFIABLE INFORMATION

	PT-02.a
	Define Authority for Processing Personal Information
	Decide and record which authority within the organization gives permission for the processing of personal information.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-02.b
	Restrict Processing of Personally Identifiable Information
	Limit the processing of personal information to only authorized procedures.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PERSONALLY IDENTIFIABLE INFORMATION PROCESSING PURPOSES

	PT-03.a
	Document Purpose for Processing PII
	Identify and document the specific reason(s) for processing personal information.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-03.b
	Describe Privacy Policies Purpose
	Explain the objectives in the organization's public privacy notices and policies.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-03.c
	Restrict Processing of Personally Identifiable Information
	Limit the processing of personal information to only what is necessary for the identified purposes.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-03.d
	Monitor Changes in Processing PII
	Monitor any updates or changes to personal data and ensure that any alterations are carried out according to the specified organizational guidelines.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	CONSENT

	PT-04
	Implement Consent Tools for Data Collection
	Use tools or mechanisms defined by the organization to get individuals' agreement before collecting their personal information. This process should help people make well-informed decisions.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PRIVACY NOTICE

	PT-05
	Notify Individuals of PII Processing
	Inform individuals about how their personal information is being processed.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-05.a
	Make Information Available Upon Interaction
	Is made accessible to individuals from their first involvement with an organization, and is then supplied again at regular intervals determined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-05.b
	Express PII Processing Information Clearly
	Is written in plain language that is clear and easy to understand, and provides information on how personally identifiable information is processed.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-05.c
	Authorize Processing of Personal Information
	Designates the official who approves the handling of personal information.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-05.d
	Identify Purposes for Processing Personal Information
	Specifies the reasons for processing personal information.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-05.e
	Include Organization-Defined Information
	Includes necessary organization-specific information.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SYSTEM OF RECORDS NOTICE

	PT-06
	Process Information in Privacy Act System
	Systems that handle information which will be kept in a record system governed by the Privacy Act.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	PT-06.a
	Submit System of Records Notices
	Create record keeping notices following the guidelines from the Office of Management and Budget (OMB), and send any new or significantly updated notices to the OMB and relevant congressional committees for early review.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-06.b
	Publish System of Records Notices
	Publish notices about the system of records in the Federal Register.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-06.c
	Maintain Accurate Record Notices
	Maintain the precision, currentness, and policy compliance of records keeping systems.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SPECIFIC CATEGORIES OF PERSONALLY IDENTIFIABLE INFORMATION

	PT-07
	Process Personally Identifiable Information
	Apply specific conditions when processing different categories of personal data.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	COMPUTER MATCHING REQUIREMENTS

	PT-08
	Process Matching Program Information
	A system or organization uses information to carry out a matching program.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-08.a
	Secure Data Integrity Board Approval
	Get the Data Integrity Board's approval to run the matching program.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-08.b
	Form Computer Matching Agreement
	Create and finalize an agreement for matching computer data.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-08.c
	Publish Federal Register Notice
	Publish a corresponding announcement in the Federal Register.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-08.d
	Verify Information Before Adverse Action
	Verify the information independently before taking adverse action against an individual, if required.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PT-08.e
	Notify Individuals Before Adverse Action
	Give people a notice and a chance to challenge the findings before taking action against them.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	RISK ASSESSMENT (RA)

	POLICY AND PROCEDURES

	RA-01.a
	Assign Dissemination Roles
	Create, record, and distribute information to designated individuals or positions in the organization.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-01.a.1
	Formulate Risk Assessment Policy
	Create a Risk Assessment policy that covers one or more of the following levels: the entire organization, specific business processes, or particular system operations.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-01.a.1.a
	Establish Purpose, Scope, Roles, and Responsibilities
	This statement covers areas like purpose, scope, roles, responsibilities, management commitment, coordination between different organization entities, and adherence to rules and regulations.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-01.a.1.b
	Ensure Consistency with Applicable Regulations
	Complies with relevant laws, executive orders, rules, policies, standards, and guidelines.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	RA-01.a.2
	Implement Risk Assessment Policy and Controls
	Create procedures that help in implementing both the risk assessment policy and the controls related to risk assessment.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-01.b
	Designate Official for Risk Assessment Management
	Appoint a specific official within the organization to oversee the creation, recording, and sharing of the risk assessment policy and procedures.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-01.c
	Update Risk Assessment
	Regularly check and update the current risk assessment.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-01.c.1
	Policy Assignment Frequency and Event Response
	Establish a policy with a defined frequency and carry it out following certain set events.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-01.c.2
	Define Procedure Frequency and Events
	Follow procedures at set times and after specific events, as defined by the organization.
	CSF 2.0: GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.GV-4, PR.IP-12, RS.AN-5
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SECURITY CATEGORIZATION

	RA-02.a
	Categorize System Information
	Classify the system and the information it processes, stores, and sends out.
	CSF 2.0: ID.AM-05, ID.RA-04, ID.RA-05
CSF 1.1: ID.AM-5, ID.GV-4, ID.RA-4, ID.RA-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-02.b
	Document Security Categorization Results
	Record the results of the security categorization, along with the reasoning behind it, in the system's security plan.
	CSF 2.0: ID.AM-05, ID.RA-04, ID.RA-05
CSF 1.1: ID.AM-5, ID.GV-4, ID.RA-4, ID.RA-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-02.c
	Approve Security Categorization Decision
	Ensure that the person allowed to authorize or their chosen representative checks and approves the decision on how security is categorized.
	CSF 2.0: ID.AM-05, ID.RA-04, ID.RA-05
CSF 1.1: ID.AM-5, ID.GV-4, ID.RA-4, ID.RA-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RISK ASSESSMENT

	RA-03.a
	Perform Risk Assessment
	Carry out an analysis to identify potential risks.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: 03.11.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03.a.1
	Threat and Vulnerability Identification
	Identify potential weaknesses and threats to the system.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: 03.11.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03.a.2
	Assess System Vulnerabilities
	Assess the potential harm and impact if the system or the information it handles is accessed, used, disclosed, disrupted, modified, or destroyed without authorization. This also includes any related information.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08

CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3

SP 800-171: 03.11.01.a

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	RA-03.a.3
	Assess Impact of Processing Personal Information
	Evaluate how likely it is that individuals will be negatively affected by the processing of their personal information, and what the impact of this would be.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03.b
	Integrate Risk Assessment and Management Decisions
	Combine the results of the risk assessment and risk management decisions, both from the organization's perspective and from the perspective of the mission or business process, with system-level risk assessments.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03.c
	Document Risk Assessment Results
	Record the results of the risk assessment in either the security and privacy plans, risk assessment report, or another document defined by the organization.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03.d
	Review Risk Assessment Results
	Review the results of the risk assessment at a frequency set by the organization.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03.e
	Disseminate Risk Assessment Results
	Share the results of the risk assessment with designated team members or roles within the organization.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03.f
	Update Risk Assessment Frequency
	Update the risk assessment regularly or when major changes occur to the system, its operating environment, or other factors that could affect the system's security or privacy.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-03(01)(a)
	Assess Supply Chain Risks
	Evaluate the risks linked with chosen systems, system components, and system services within the supply chain.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08

CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	RA-03(01)(b)
	Update Supply Chain Risk Assessment
	Update the supply chain risk assessment regularly or whenever there are substantial changes in the supply chain, system, operational environment, or any condition that could require alternations in the supply chain.
	CSF 2.0: GV.RM-06, GV.RM-07, GV.SC-03, GV.SC-09, GV.SC-10, ID.AM-05, ID.RA-01, ID.RA-03, ID.RA-04, ID.RA-05, ID.IM-01, ID.IM-02, ID.IM-03, DE.AE-06, DE.AE-07, RS.AN-08
CSF 1.1: ID.GV-4, ID.RA-1, ID.RA-3, ID.RA-4, ID.RA-5, ID.SC-2, PR.IP-12, DE.AE-4, RS.AN-2, RS.AN-4, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	RISK ASSESSMENT UPDATE

	RA-04
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	VULNERABILITY MONITORING AND SCANNING

	RA-05.a
	Scan System and Applications for Vulnerabilities
	Regularly and randomly monitor and scan the system and its applications for vulnerabilities, especially when new risks are identified and reported. The frequency and process for these checks should be defined by the organization.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: 03.11.02.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05.b
	Employ Vulnerability Management Tools
	Use tools and techniques for monitoring vulnerabilities that allow different tools to work together and automate parts of the process, by using set standards.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05.b.1
	List Flaws and Improper Configurations
	List all platforms, software errors, and incorrect configurations.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05.b.2
	Format Checklists and Test Procedures
	Create checklists and procedures for testing, and use them accordingly.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05.b.3
	Assess Vulnerability Impact
	Determining the effect of weaknesses.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05.c
	Analyze Vulnerability Reports
	Review and analyze reports and results of vulnerability scans and monitoring
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05.d
	Remediate Organizational Risk Vulnerabilities
	Fix identified security weaknesses within a time frame defined by the organization, based on an evaluation of potential risk.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3

SP 800-171: 03.11.02.b

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	RA-05.e
	Share Vulnerability Information
	Share the information gathered from the vulnerability monitoring process and control assessments with designated individuals to help prevent similar vulnerabilities in other systems.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05.f
	Employ Vulnerability Monitoring Tools
	Use tools that monitor vulnerabilities and can easily update which vulnerabilities are being scanned.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-05(02)
	Update System Vulnerabilities Scanning Frequency
	Update the system vulnerabilities scanning schedule based on following options: a set time period, before a new scan launches, or immediately when new vulnerabilities are identified.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: 03.11.02.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	RA-05(05)
	Authorize Privileged Access for Vulnerability Scanning
	Put in place a system that authorizes privileged access to certain components of your organization's system for specific vulnerability scanning activities.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	RA-05(11)
	Create Vulnerability Reporting Channel
	Set up a public channel for receiving reports about potential weak spots in the organization's systems and system components.
	CSF 2.0: GV.SC-10, ID.RA-01, ID.RA-08, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.RA-1, PR.IP-12, DE.AE-2, DE.CM-8, DE.DP-4, DE.DP-5, RS.AN-1, RS.MI-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	TECHNICAL SURVEILLANCE COUNTERMEASURES SURVEY

	RA-06
	Implement Technical Surveillance Countermeasures
	Carry out regular technical surveillance checks at specified locations. These checks should be conducted at times set by the organization or when specific events occur, as determined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	RISK RESPONSE

	RA-07
	Address Security and Privacy Audit Findings
	Address findings from security and privacy checks, monitoring and audits based on the organization's level of risk tolerance.
	CSF 2.0: GV.OC-05, GV.RM-01, GV.RM-03, GV.OV-01, GV.OV-02, GV.OV-03, GV.SC-03, GV.SC-09, GV.SC-10, ID.RA-05, ID.RA-06, ID.IM-01, ID.IM-02, ID.IM-03, RS.AN-08
CSF 1.1: ID.RA-6, RS.AN-5, RS.MI-3
SP 800-171: 03.11.04
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PRIVACY IMPACT ASSESSMENTS

	RA-08
	Conduct Privacy Impact Assessments
	Carry out privacy evaluations for systems, programs, or other activities before implementing them.
	CSF 2.0: ID.RA-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-08.a
	Procuring IT for Personal Data Processing
	Creating or obtaining technology that handles personal information.
	CSF 2.0: ID.RA-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-08.b
	Initiate Collection of Personal Identifiable Information
	Starting a new collection of personal information.
	CSF 2.0: ID.RA-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-08.b.1
	Process Information Technology
	Will be managed using computer systems.
	CSF 2.0: ID.RA-04

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	RA-08.b.2
	Manage Personal Identifiable Information
	This rule applies when personal information that could be used to physically or virtually reach a specific person is included. It applies if the same questions have been asked, or same reporting requirements have been placed on, ten or more people who are not employees or components of the federal government.
	CSF 2.0: ID.RA-04
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CRITICALITY ANALYSIS

	RA-09
	Perform Criticality Analysis for System Components
	Determine the essential parts and functions of the system by conducting an analysis for selected system components or services at specific points during the system development process.
	CSF 2.0: GV.OC-04, GV.SC-04, GV.SC-07, ID.AM-05, ID.RA-04
CSF 1.1: ID.AM-5, ID.BE-4, ID.BE-5, ID.RA-4, ID.RM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	THREAT HUNTING

	RA-10.a
	Maintain Cyber Threat Hunting Capability
	Set up and consistently maintain the ability to hunt for cyber threats.
	CSF 2.0: DE.AE-06, DE.AE-07
CSF 1.1: ID.RA-2, ID.RA-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-10.a.1
	Scan Systems for Potential Breaches
	Look for signs of security breaches in the organization's systems.
	CSF 2.0: DE.AE-06, DE.AE-07
CSF 1.1: ID.RA-2, ID.RA-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-10.a.2
	Disrupt Evasive Threats
	Identify, follow, and neutralize threats that escape current protections.
	CSF 2.0: DE.AE-06, DE.AE-07
CSF 1.1: ID.RA-2, ID.RA-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RA-10.b
	Implement Threat Hunting Capability
	Use the threat hunting feature as often as the organization determines necessary.
	CSF 2.0: DE.AE-06, DE.AE-07
CSF 1.1: ID.RA-2, ID.RA-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM AND SERVICES ACQUISITION (SA)

	POLICY AND PROCEDURES

	SA-01.a
	Disseminate Information to Defined Personnel
	Create, document, and distribute information to designated staff within the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-01.a.1
	Establish System Acquisition Policy
	Choose one or more levels - organization, mission/business process, or system - to create a policy for system and services acquisition.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-01.a.1.a
	Specify Organizational Responsibilities
	The statement indicates the purpose, extent, roles, responsibilities, dedication of management, coordination amongst organizational entities, and compliance guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-01.a.1.b
	Ensure Consistency with Applicable Regulations
	Ensures consistency with relevant laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-01.a.2
	Implement System and Services Acquisition Procedures
	Create procedures that make it easier to implement the policy of system and service acquisition, as well as the related controls.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-01.b
	Designate Official for System and Services Acquisition Management
	Appoint an officially designated person to oversee the preparation, documentation, and distribution of system and service acquisition policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SA-01.c
	Update System Acquisition Procedures
	Ensure the current system and services acquisition are regularly reviewed and updated.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-01.c.1
	Policy Frequency and Event Management
	Establish a regular interval for policy review and specify events that trigger policy review.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-01.c.2
	Define Frequency and Events for Procedures
	Implement procedures on a specific frequency as defined by the organization and in response to particular events as identified by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ALLOCATION OF RESOURCES

	SA-02.a
	Determine Security Requirements in Business Planning
	Determine the main security and privacy requirements for the system or service during the planning phase of the mission or business process.
	CSF 2.0: No Reference
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-02.b
	Allocate Resources for System Protection
	Identify, record, and assign the necessary resources to protect the system or service through the organization's planning and investment control process.
	CSF 2.0: No Reference
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-02.c
	Establish Budget for Information Security and Privacy
	Create a specific budget line item for information security and privacy in the organization's planning and budget documentation.
	CSF 2.0: No Reference
CSF 1.1: ID.GV-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM DEVELOPMENT LIFE CYCLE

	SA-03.a
	Acquire and Develop System with Security Considerations
	Obtain, develop, and manage the system using a defined process that includes both information security and privacy considerations.
	CSF 2.0: ID.AM-08, PR.PS-06
CSF 1.1: PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-03.b
	Define System Development Roles and Responsibilities
	Specify and record roles and responsibilities related to information security and privacy during all stages of system development.
	CSF 2.0: ID.AM-08, PR.PS-06
CSF 1.1: PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-03.c
	Identify Security and Privacy Roles
	Identify the individuals who have roles and responsibilities related to information security and privacy.
	CSF 2.0: ID.AM-08, PR.PS-06
CSF 1.1: PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-03.d
	Integrate Risk Management into System Development
	Incorporate the organization's process for managing information security and privacy risks into the activities of the system development lifecycle.
	CSF 2.0: ID.AM-08, PR.PS-06
CSF 1.1: PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ACQUISITION PROCESS

	SA-04
	Include Acquisition Contract Requirements
	Include the necessary requirements, descriptions, and criteria in the purchasing contract for the system, component, or service. This can be done directly or by using either standard contract language or specific language defined by the organization.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.a
	Implement Functional Requirements
	Requirements related to security and privacy functions.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.b
	Implement Mechanism Requirements
	Requirements for the strength of the system's protective mechanisms.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06

CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SA-04.c
	Assure Security and Privacy Requirements
	Requirements for security and privacy assurance.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.d
	Implement Security and Privacy Controls
	The security measures required to meet the security and privacy needs.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.e
	Document Security and Privacy Requirements
	Requirements for security and privacy documentation.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.f
	Protect Security and Privacy Documentation
	Establish rules for safeguarding security and privacy documents.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.g
	Describe System Environment
	Describe the environment where the system is created and the environment where it will be operated.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.h
	Assign Responsibility for Security and Supply Chain Risk Management
	Assign roles to specific individuals or teams for managing information security, privacy, and supply chain risk.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04.i
	Establish Acceptance Criteria
	Criteria for acceptance.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-04(01)
	Provide Control Description
	Require the system developer to provide a description of the functional properties of the controls that will be put in place.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SA-04(02)
	Provide Design and Implementation Information
	The individual or group who designs the system or any of its components needs to supply information about how they've implemented safety measures. This information should include any relevant aspects of the system which interacts with outside interfaces, the overall design, and more detailed aspects of it, including source code or hardware schematics. The necessary depth and type of this material will be determined by the organization.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SA-04(09)
	Identify System Functions and Services
	The system's developer should identify the intended functions, ports, protocols, and services to be used by the organization.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06

CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	SA-04(10)
	Use Approved IT Products for PIV Capability
	Only use IT products approved by FIPS 201 for Personal Identity Verification (PIV) within the organization's systems.
	CSF 2.0: GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-03, DE.CM-06
CSF 1.1: ID.SC-3, PR.IP-2, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SYSTEM DOCUMENTATION

	SA-05.a
	Acquire Administrator Documentation
	Get or create detailed guides for the system, its parts, or services provided by the system.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.a.1
	Ensure Secure System Operation
	Ensure the system, component, or service is configured, installed, and operated securely.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.a.2
	Maintain Security and Privacy Functions
	Ensure to effectively use and maintain security and privacy functions and mechanisms.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.a.3
	Address Known Vulnerabilities
	Identify and note the known weak points related to the set-up and usage of administrative or privileged functions.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.b
	Develop User Documentation
	Obtain or create guidance documents for the system, its components, or its services that provide clear descriptions.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.b.1
	Utilize Security and Privacy Functions
	Instructions on how to use security and privacy features that are available to users.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.b.2
	Enable Secure User Interaction
	Techniques to help users interact with the system, component, or service securely and safeguard personal privacy.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.b.3
	Maintain System Security and Individual Privacy
	Users are responsible for maintaining the security of the system or service and protecting the privacy of individuals.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.c
	Document Attempts and Response Actions
	Document any attempts to collect information about a system, its components, or services when such information is not available or does not exist, and then take the necessary steps as defined by the organization.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-05.d
	Distribute Documentation to Defined Roles
	Distribute documentation to assigned personnel or roles.
	CSF 2.0: ID.AM-02, ID.RA-09
CSF 1.1: ID.RA-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SOFTWARE USAGE RESTRICTIONS

	SA-06
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	USER-INSTALLED SOFTWARE

	SA-07
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	SECURITY AND PRIVACY ENGINEERING PRINCIPLES

	SA-08
	Implement Security and Privacy Engineering Principles
	Apply the chosen systems security and privacy engineering principles when specifying, designing, developing, implementing, and modifying the system and its components.
	CSF 2.0: ID.AM-08, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-10, PR.PS-06, PR.IR-03

CSF 1.1: ID.BE-5, PR.IP-2

SP 800-171: 03.16.01

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	EXTERNAL SYSTEM SERVICES

	SA-09.a
	Enforce Compliance for External Service Providers
	Insist that external system service providers follow the organization's security and privacy rules, and apply certain required controls defined by the organization.
	CSF 2.0: GV.OC-05, GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-02, ID.AM-04, DE.CM-06
CSF 1.1: ID.AM-4, ID.SC-1, ID.SC-3, ID.SC-4, PR.AT-3, DE.CM-6
SP 800-171: 03.16.03.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-09.b
	Define Organizational Oversight and User Roles
	Establish, document, and clarify the roles and responsibilities of the organization and its users in relation to external system services.
	CSF 2.0: GV.OC-05, GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-02, ID.AM-04, DE.CM-06
CSF 1.1: ID.AM-4, ID.SC-1, ID.SC-3, ID.SC-4, PR.AT-3, DE.CM-6
SP 800-171: 03.16.03.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-09.c
	Monitor External Provider Compliance
	Use certain processes, methods, and techniques to continuously monitor whether external service providers are complying with controls. The specific processes, methods, and techniques used are determined by the organization.
	CSF 2.0: GV.OC-05, GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-02, ID.AM-04, DE.CM-06
CSF 1.1: ID.AM-4, ID.SC-1, ID.SC-3, ID.SC-4, PR.AT-3, DE.CM-6
SP 800-171: 03.16.03.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-09(02)
	Identify Required External System Services
	Ask external system service providers to identify the functions, ports, protocols, and other services necessary for the use of these services.
	CSF 2.0: GV.OC-05, GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-02, ID.AM-04, DE.CM-06
CSF 1.1: ID.AM-4, ID.SC-1, ID.SC-3, ID.SC-4, PR.AT-3, DE.CM-6
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	DEVELOPER CONFIGURATION MANAGEMENT

	SA-10
	Mandate System Development
	Insist that the system's developer, component maker, or service provider needs.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-10.a
	Perform Configuration Management in System Lifecycle
	Carry out configuration management when designing, developing, implementing, operating or disposing a system, component, or service.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-10.b
	Manage Integrity of Configuration Changes
	Document, manage, and control the changes to specific configuration items to maintain their integrity.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-10.c
	Implement Approved Changes
	Only make changes to the system, component, or service that have been approved by the organization.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-10.d
	Document System Changes and Impacts
	Keep track of approved adjustments to the system, component, or service, as well as the possible security and privacy effects of these changes.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-10.e
	Track and Report Security Flaws
	Monitor and track any security issues within the system, service, or component. Once the issue is fixed, report the details to the designated personnel in the organization.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-10(01)
	Enable Integrity Verification for Software and Firmware
	The system's developer shall ensure that software and firmware components can be checked for integrity and correctness.
	CSF 2.0: ID.RA-09, PR.PS-06

CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SA-10(03)
	Enable Integrity Verification of Hardware
	The system developer shall include a feature that checks the integrity of the system's hardware components for proper verification.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: PR.DS-8, PR.IP-1, PR.IP-2, PR.IP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DEVELOPER TESTING AND EVALUATION

	SA-11
	Enforce Development Lifecycle Compliance
	Mandate that the system's creator shall comply with the development lifecycle.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11.a
	Implement Security and Privacy Assessment Plan
	Create and implement a continuous plan for security and privacy evaluations.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11.b
	Conduct Various Types of Testing/Evaluation
	Conduct different types of testing, which could include unit, integration, system, or regression testing, on a regular schedule as defined by the organization, and to a degree of detail and range as planned by the organization.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11.c
	Produce Assessment Plan Evidence and Results
	Generate proof of carrying out the assessment plan and the outcomes of the tests and evaluations.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11.d
	Implement Flaw Remediation Process
	Put in place a process to fix flaws that can be effectively checked and verified.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11.e
	Correct Testing Flaws
	Fix any problems found during the testing and evaluation process.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11(02)
	Perform Vulnerability Analysis in Development
	Instruct the system, component, or service developer to carry out threat modeling and vulnerability analysis during the development stage, as well as subsequent testing and review of the system, component, or service.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11(02)(a)
	Determine Contextual Information
	Uses relevant context information such as impact details, operational environment, known threats, and acceptable risk levels as defined by the organization.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11(02)(b)
	Utilize Defined Tools and Methods
	Use the specified tools and methods.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11(02)(c)
	Conduct Modeling and Analyses
	Perform the required modeling and analysis tasks to the extent as specified by the organization, and
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-11(02)(d)
	Establish Evidence Acceptance Criteria
	Generate proof that meets the organization's predefined acceptance conditions.
	CSF 2.0: ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-06
CSF 1.1: ID.RA-1, ID.SC-4, PR.IP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SUPPLY CHAIN PROTECTION

	SA-12
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Withdrawn

	TRUSTWORTHINESS

	SA-13
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	CRITICALITY ANALYSIS

	SA-14
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	DEVELOPMENT PROCESS, STANDARDS, AND TOOLS

	SA-15.a
	Follow Documented Development Process
	Ask the system's developer to follow a outlined development process.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15.a.1
	Address Security and Privacy Requirements
	Clearly outlines the requirements for security and privacy.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15.a.2
	Identify Development Standards and Tools
	Identify the standards and tools used during the development process.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15.a.3
	Document Development Process Tools
	Document the specific tools and their configurations used in the development process.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15.a.4
	Manage Development Process Changes
	Document, manage, and maintain the reliability of changes made to the processes or tools used in development.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15.b
	Review Development Process and Tools
	Regularly review the process, standards, tools, and configurations used in development to ensure they meet the organization's security and privacy requirements.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15(03)
	Perform Criticality Analysis for System Development
	Ensure the system, component, or service developer conducts an in-depth analysis to determine what parts are most essential.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SA-15(03)(a)
	Define Decision Points in System Development Life Cycle
	Define particular decision points during the System Development Life Cycle (SDLC) process.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SA-15(03)(b)
	Define Criticality Analysis Level
	Conduct a detailed analysis of critical aspects using the chosen level of thoroughness defined by the organization.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SA-15(07)
	Mandate System Developer Responsibilities
	Mandate the system, component, or service's developer quality metrics policies, standards, and controls.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15(07)(a)
	Establish Development Quality Metrics
	Set quality standards at the start of the development process.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15(07)(b)
	Meet Quality Metrics Evidence
	Show proof of achieving quality standards at determined times, during project checkpoint reviews, or upon completion.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.SC-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-15(08)
	Employ Threat Modeling in System Development
	Employ threat modeling and vulnerability analyses from related systems, components, or services to guide the current development.
	CSF 2.0: ID.RA-09, PR.PS-06

CSF 1.1: ID.SC-2

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	DEVELOPER-PROVIDED TRAINING

	SA-16
	Provide Security Training for System Developers
	The system developer should provide training on how to correctly use and operate the security and privacy functions, controls, and/or mechanisms. The specific training requirements will be defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	DEVELOPER SECURITY AND PRIVACY ARCHITECTURE AND DESIGN

	SA-17
	Produce Design and Architecture Specifications
	Ensure that the system, component, or service developer creates a design specification alongside a security and privacy architecture.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-17.a
	Ensure Consistency with Security and Privacy Architecture
	The policy aligns with the organization's overall security and privacy structure, which is a crucial part of the organization's enterprise architecture.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-17.b
	Describe Security Functionality Allocation
	Clearly describe the necessary security and privacy functions, while also showing how controls are split between physical and digital components.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-17.c
	Express Protection Capabilities and Unified Approach
	Describes how different security and privacy functions, mechanisms, and services cooperate to provide necessary security and privacy features, and a unified method of protection.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-17(06)
	Structure System Components for Testing
	The system, component or service developer shall structure the security-relevant hardware, software, and firmware in a way that makes testing easier.
	CSF 2.0: ID.RA-09, PR.PS-06
CSF 1.1: ID.AM-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	TAMPER RESISTANCE AND DETECTION

	SA-18
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	COMPONENT AUTHENTICITY

	SA-19
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	CUSTOMIZED DEVELOPMENT OF CRITICAL COMPONENTS

	SA-20
	Develop Critical System Components
	Implement or custom build important system items as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: ID.AM-5, ID.BE-4, ID.BE-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DEVELOPER SCREENING

	SA-21
	Prescribe System Developer Duties
	The organization requires that the developer of a specific system, component, or service (as defined by the organization) shall adhere to all defined screening polices and procedures.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-21.a
	Authorize Access Duties
	Has access permissions suitable for their assigned role or duties.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-21.b
	Apply Additional Personnel Screening Criteria
	It also meets other personnel screening criteria that the organization defines.
	CSF 2.0: No Reference
CSF 1.1: PR.IP-11
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	UNSUPPORTED SYSTEM COMPONENTS

	SA-22.a
	Replace Unsupported Components
	Switch out parts of the system when the developer, seller, or maker no longer provides support for those parts.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: 03.16.02.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SA-22.b
	Support Options for Unsupported Components
	Offer the following choices for continued support for components that are no longer supported: support given in-house or support from external providers selected by the organization.
	CSF 2.0: ID.AM-08

CSF 1.1: No Reference

SP 800-171: 03.16.02.b

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SPECIALIZATION

	SA-23
	Increase Trustworthiness in Mission Essential Systems
	Make changes to the design, enhancement, or setup of key systems or components to improve their reliability and trustworthiness.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SYSTEM AND COMMUNICATIONS PROTECTION (SC)

	POLICY AND PROCEDURES

	SC-01.a
	Disseminate Roles
	Create, record, and distribute information to designated people or roles within the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.a.1
	Establish System and Communications Protection Policy
	Choose one or more levels - organization, mission/business process, or system - to create a policy for system and communications protection.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.a.1.a
	Define Organizational Responsibilities and Compliance
	The statement covers the purpose, scope, roles, responsibilities, shows management's commitment, outlines coordination between different organizational entities, and addresses compliance.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.a.1.b
	Ensure Consistency with Applicable Regulations
	Follows all relevant laws, executive orders, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.a.2
	Implement System and Communications Protection Procedures
	Develop procedures that make it easier to carry out the policy and controls for protecting the system and communications.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.b
	Designate Official for System and Communications Protection
	Assign a designated official to handle the creation, documentation, and distribution of the system and communication protection rules and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.c
	Update System and Communications Protection
	Regularly review and update the procedures for protecting our systems and communications.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.c.1
	Establish Policy Frequency and Events
	Establish and follow a schedule for reviewing policies regularly, as well as after specific events defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-01.c.2
	Schedule Procedure Follow-ups
	Establish procedures at regular intervals and after specific events as defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: No Reference
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SEPARATION OF SYSTEM AND USER FUNCTIONALITY

	SC-02
	Separate User Functionality from Systems Management
	Ensure that user features, including the user interface, are kept distinct from system management features.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	SECURITY FUNCTION ISOLATION

	SC-03
	Isolate Security from Nonsecurity Functions
	Keep security tasks separate from non-security tasks.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SC-03(01)
	Implement Isolation through Hardware Separation
	The hardware developer, owner, or administrator shall use separate hardware components to ensure security functions are isolated from each other.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	INFORMATION IN SHARED SYSTEM RESOURCES

	SC-04
	Restrict Information Transfer via Shared System Resources
	Stop unapproved and unexpected data sharing through shared system resources.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01
CSF 1.1: No Reference
SP 800-171: 03.13.04
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DENIAL-OF-SERVICE PROTECTION

	SC-05.a
	Mitigate Denial-of-Service Events
	Choose to either protect against or limit the impact of certain types of service disruption events, as specified by the organization.
	CSF 2.0: PR.IR-01, DE.CM-01
CSF 1.1: PR.DS-4, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-05.b
	Implement Denial-of-Service Controls
	Use specified controls to prevent service interruptions from various types of denial-of-service events.
	CSF 2.0: PR.IR-01, DE.CM-01
CSF 1.1: PR.DS-4, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	RESOURCE AVAILABILITY

	SC-06
	Allocate Resources for Protection Availability
	Ensure resources are always available by allocating resources based on priority, quota, or any other controls set by the organization.
	CSF 2.0: PR.IR-03
CSF 1.1: ID.AM-5, PR.PT-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	BOUNDARY PROTECTION

	SC-07.a
	Monitor and Control System Communications
	Monitor and regulate both incoming and outgoing communications at critical points, both within and outside of the system.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: 03.13.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-07.b
	Implement Subnetworks for Public System Components
	Put in place separate subnetworks for public system components that are either physically or logically isolated from the organization's internal networks.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: 03.13.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-07.c
	Manage External Connections Through Security Architecture
	Only connect to external networks or systems through managed interfaces, which include boundary protection devices arranged according to the organization's security and privacy architecture.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: 03.13.01.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-07(03)
	Limit External Network Connections
	Restrict the amount of connections from outside networks to the system.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(04)(a)
	Manage Telecommunication Services Interface
	Set up a controlled connection for every external communication service.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(04)(b)
	Establish Traffic Flow Policy
	Set up a policy outlining the flow of traffic for every managed interface.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01

CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	SC-07(04)(c)
	Protect Information Across Interfaces
	Ensure the secrecy and accuracy of information transmitted across all interfaces.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(04)(d)
	Document Traffic Flow Policy Exceptions
	Record every exception to the traffic flow policy, providing the relevant mission or business necessity and the required time period for the exception.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(04)(e)
	Review and Remove Traffic Flow Policy Exceptions
	Regularly review any special cases to the policy about network traffic, and remove those that are no longer required for specific business or operational needs.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(04)(f)
	Prevent Unauthorized Traffic Exchange
	Stop the unauthorized swapping of control data with outside networks.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(04)(g)
	Publish Information for Unauthorized Traffic Detection
	Share information that allows remote networks to identify unauthorized internal traffic.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(04)(h)
	Filter External Network Traffic
	Block control plane traffic coming from external networks that isn't authorized.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(05)
	Denial and Exceptional Allowance of Network Traffic
	By default, block all network communication traffic. Only permit network communication traffic in certain pre-approved scenarios, such as at controlled interfaces or for certain specified systems.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: 03.13.06
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(07)
	Provision Split Tunneling Safeguards
	Avoid using split tunneling for remote devices that connect to company systems, unless this tunneling is securely set up using the safeguards defined by the organization.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SC-07(08)
	Route Traffic via Authenticated Proxy Servers
	Direct specific internal communications to select external networks using verified proxy servers at manageable interfaces.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10, PR.IR-01, DE.CM-01
CSF 1.1: PR.AC-5, PR.DS-5, PR.PT-4, DE.CM-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	TRANSMISSION CONFIDENTIALITY AND INTEGRITY

	SC-08
	Ensure Information Transmission Security
	Ensure the privacy and accuracy of the information being transferred.
	CSF 2.0: PR.DS-02
CSF 1.1: PR.DS-2
SP 800-171: 03.13.08
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-08(01)
	Implement Cryptographic Mechanisms
	Use encryption methods to either prevent unwelcome exposure of information or identify changes to information during its transfer.
	CSF 2.0: PR.DS-02

CSF 1.1: PR.DS-2

SP 800-171: 03.13.08

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	TRANSMISSION CONFIDENTIALITY

	SC-09
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	NETWORK DISCONNECT

	SC-10
	Terminate Inactive Network Connections
	End the network connection linked to a communication session when the session finishes or after a certain period of inactivity determined by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.AC-5, PR.PT-4
SP 800-171: 03.13.09
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	TRUSTED PATH

	SC-11.a
	Establish Isolated Trusted Communication Path
	Provide a secure, separate communication path for users to interact with trusted parts of the system. This path can be either physical or logical.
	CSF 2.0: PR.DS-02, PR.DS-10
CSF 1.1: PR.DS-2, PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-11.b
	Invoke Trusted Communications Path
	Allow users to use a secure communication channel for interactions between them and the system's security features, which should at least include the system's authentication and re-authentication processes. Other security functions determined by the organization can also be included in this allowance.
	CSF 2.0: PR.DS-02, PR.DS-10
CSF 1.1: PR.DS-2, PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CRYPTOGRAPHIC KEY ESTABLISHMENT AND MANAGEMENT

	SC-12
	Establish and Manage Cryptographic Keys
	Set up and manage encryption keys when using cryptography in the system. Follow key management requirements defined by the organization, which cover key creation, distribution, storage, access, and disposal.
	CSF 2.0: PR.DS-01, PR.DS-02
CSF 1.1: No Reference
SP 800-171: 03.13.10
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	CRYPTOGRAPHIC PROTECTION

	SC-13.a
	Determine Cryptographic Uses
	Determine the uses of cryptography as defined by the organization.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-13.b
	Implement Cryptography Types
	Put into action the required forms of encrypting data, as defined by the organization, for each specified use.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PUBLIC ACCESS PROTECTIONS

	SC-14
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	COLLABORATIVE COMPUTING DEVICES AND APPLICATIONS

	SC-15.a
	Prohibit Remote Activation of Computing Devices
	Disallow remote access to shared computing devices and applications, except for certain pre-approved exceptions determined by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.AC-3
SP 800-171: 03.13.12.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-15.b
	Indicate Device Use to Physically Present Users
	Ensure users physically at the devices are clearly informed about their usage.
	CSF 2.0: No Reference
CSF 1.1: PR.AC-3
SP 800-171: 03.13.12.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	TRANSMISSION OF SECURITY AND PRIVACY ATTRIBUTES

	SC-16
	Associate Attributes with Information Exchange
	Link specific security and privacy attributes to the information that is exchanged between different systems and components within those systems.
	CSF 2.0: PR.DS-02
CSF 1.1: DE.AE-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PUBLIC KEY INFRASTRUCTURE CERTIFICATES

	SC-17.a
	Issue or Obtain Public Key Certificates
	Issue digital certificates under an organization's specific certificate policy or get these digital certificates from an approved provider.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SC-17.b
	Trust Anchor Inclusion in Managed Stores
	Only include trusted and approved sources in the organization's managed trust or certificate stores.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	MOBILE CODE

	SC-18.a
	Determine Mobile Code Rules
	Establish what types of mobile code and mobile code technologies are acceptable and which ones are not.
	CSF 2.0: No Reference
CSF 1.1: DE.CM-5
SP 800-171: 03.13.13.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-18.b
	Control Mobile Code Use
	Allow, track, and manage the use of mobile code within the system.
	CSF 2.0: No Reference
CSF 1.1: DE.CM-5
SP 800-171: 03.13.13.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	VOICE OVER INTERNET PROTOCOL

	SC-19
	Address Technology-specific Protocols
	This is addressed like any other technology or protocol and is specific to the technology in question.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SECURE NAME/ADDRESS RESOLUTION SERVICE (AUTHORITATIVE SOURCE)

	SC-20.a
	Provide Authentication Artifacts with Name Resolution Data
	Add extra data authentication and integrity checks to verify the name and address resolution data that the system provides in response to external queries.
	CSF 2.0: No Reference
CSF 1.1: PR.AC-5, PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-20.b
	Indicate Security Status and Establish Trust
	Provide methods to show the security status of sub-zones and, if the sub-zone supports secure resolution services, enable trust verification between parent and child domains, when functioning as part of a distributed, hierarchical namespace.
	CSF 2.0: No Reference
CSF 1.1: PR.AC-5, PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SECURE NAME/ADDRESS RESOLUTION SERVICE (RECURSIVE OR CACHING RESOLVER)

	SC-21
	Perform Authentication and Verification of Resolution Responses
	Ask for and carry out checks on the original source and integrity of data in the system's name/address resolution responses received from trusted sources.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ARCHITECTURE AND PROVISIONING FOR NAME/ADDRESS RESOLUTION SERVICE

	SC-22
	Implement Fault-Tolerance and Role Separation
	Ensure the systems that help an organization identify and locate internet resources can withstand errors and have clear role division within and outside the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SESSION AUTHENTICITY

	SC-23
	Secure Communication Sessions
	Ensure the genuineness of all communication sessions is secured.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-4
SP 800-171: 03.13.15
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	FAIL IN KNOWN STATE

	SC-24
	Preserve System State Information during Failures
	Recover to a specific known system state when certain components fail, whilst preserving essential system state information. This applies to a list of specific types of system failures on given system components.
	CSF 2.0: PR.IR-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	THIN NODES

	SC-25
	Minimize Functionality and Storage on System Components
	The organization should use the least amount of functionality and information storage on certain assigned system components.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	DECOYS

	SC-26
	Integrate Attack-Detection Components in Systems
	Include parts within the organization's systems that are particularly made for detecting, repelling, and examining attacks from harmful sources.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PLATFORM-INDEPENDENT APPLICATIONS

	SC-27
	Incorporate Platform-Independent Applications
	Incorporate specific applications that can function on any platform into the organization's systems.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PROTECTION OF INFORMATION AT REST

	SC-28
	Protect Confidentiality and Integrity of Information at Rest
	Ensure the safety and integrity of certain organization-defined information when it's not being used or transferred.
	CSF 2.0: PR.DS-01

CSF 1.1: PR.DS-1

SP 800-171: 03.13.8

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SC-28(01)
	Implement Cryptographic Mechanisms 
	Use encryption to protect specified information stored on certain system components or media from unauthorized access or changes.
	CSF 2.0: PR.DS-01
CSF 1.1: PR.DS-1
SP 800-171: 03.13.8
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	HETEROGENEITY

	SC-29
	Implement Diverse Technologies in System Components
	Use a variety of information technologies to implement different components of the system as identified by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	CONCEALMENT AND MISDIRECTION

	SC-30
	Apply Concealment and Misdirection Techniques
	Use specified hiding and misdirection methods at certain times for specific systems to confuse and mislead potential threats. The specific methods to be used will be defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	COVERT CHANNEL ANALYSIS

	SC-31.a
	Conduct Covert Channel Analysis
	Conduct an undercover analysis to identify potential hidden paths in the system for storing and timing communications.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-31.b
	Estimate Channel Bandwidth
	Determine the highest possible data transfer rate of those channels.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM PARTITIONING

	SC-32
	Partition System Components
	Divide the system into specific system components that are placed in different physical or logical areas. The reason for such separation can be defined by the organization.
	CSF 2.0: PR.DS-01, PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	TRANSMISSION PREPARATION INTEGRITY

	SC-33
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	NON-MODIFIABLE EXECUTABLE PROGRAMS

	SC-34
	Execute System Components
	Load and execute commands are meant only for specific components of the system.
	CSF 2.0: PR.PS-05, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-34.a
	Implement Hardware-Enforced Read-Only Media
	The operating environment should be from hardware that enforces read-only media.
	CSF 2.0: PR.PS-05, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-34.b
	Define Application Restrictions
	Use specific applications from hardware that only allows reading, not changing the information.
	CSF 2.0: PR.PS-05, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	EXTERNAL MALICIOUS CODE IDENTIFICATION

	SC-35
	Implement Proactive Malware Detection System Components
	Incorporate components into the system that actively search for harmful code or dangerous websites on the network.
	CSF 2.0: DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DISTRIBUTED PROCESSING AND STORAGE

	SC-36
	Distribute Processing and Storage Components
	Disperse the chosen processing and storage components across multiple physical locations or logical domains as defined by the organization.
	CSF 2.0: PR.IR-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	OUT-OF-BAND CHANNELS

	SC-37
	Utilize Out-of-Band Channels for Delivery or Transmission
	Use designated methods for the physical delivery or electronic transmission of specified information, system components, or devices to specified individuals or systems.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	OPERATIONS SECURITY

	SC-38
	Implement Operations Security Controls
	Use the operations security controls specified by the organization to safeguard important organization information throughout the system development life cycle.
	CSF 2.0: No Reference

CSF 1.1: PR.PT-4

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	PROCESS ISOLATION

	SC-39
	Separate Execution Domain Management
	Keep each system process running in its own separate space.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.IR-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-39(01)
	Establish Hardware Separation Processes
	Create and implement mechanisms to isolate hardware system processes.
	CSF 2.0: PR.DS-01, PR.DS-10, PR.IR-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	WIRELESS LINK PROTECTION

	SC-40
	Defend Wireless Links from Signal Parameter Attacks
	Ensure the protection of all organization-defined wireless connections, both internal and external, from specific types of signal parameter attacks as defined by the organization.
	CSF 2.0: PR.DS-02, PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PORT AND I/O DEVICE ACCESS

	SC-41
	Disable or Remove System Components
	Choose to either physically or logically disable or remove specified connection ports or input/output devices on selected systems or system components.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SENSOR CAPABILITY AND DATA

	SC-42.a
	Prohibit Use and Remote Activation of Sensory Devices
	Restrict the use or remote activation of devices with environmental sensing capabilities in specified areas or systems, except in certain defined situations.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SC-42.b
	Indicate Sensor Use to Specific User Class
	Clearly indicate to a given user group when a sensor is in use.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	USAGE RESTRICTIONS

	SC-43.a
	Define Usage Restrictions for System Components
	Set up specific limitations and guidelines on how to use certain system components as defined by the organization.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SC-43.b
	Control System Component Usage
	Approve, track, and regulate the use of these components within the system.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DETONATION CHAMBERS

	SC-44
	Implement Detonation Chamber Capability
	Use a detonation chamber in a specified system, component, or location as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: DE.CM-4, DE.CM-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM TIME SYNCHRONIZATION

	SC-45
	Synchronize System Clocks
	Ensure the clocks on all systems and system components are coordinated and in sync with each other.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	CROSS DOMAIN POLICY ENFORCEMENT

	SC-46
	Implement Physical or Logical Policy Enforcement Mechanism
	Put a system in place, either physically or logically, that enforces policies between the physical or network connections for security areas that are linked.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	ALTERNATE COMMUNICATIONS PATHS

	SC-47
	Establish Alternate Communication Paths for System Operations
	Set up alternative communication paths for managing and controlling system operations as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: PR.PT-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SENSOR RELOCATION

	SC-48
	Relocate Sensors and Monitoring Capabilities
	Move designated monitoring tools to specific locations, based on certain conditions or situations as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	HARDWARE-ENFORCED SEPARATION AND POLICY ENFORCEMENT

	SC-49
	Enforce Hardware Separation
	Put in place hardware mechanisms that enforce separation and policy rules between specified security areas within the organization.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	SOFTWARE-ENFORCED SEPARATION AND POLICY ENFORCEMENT

	SC-50
	Enforce Software-Separation Mechanisms
	Put in place software tools that separate and enforce rules between the organization's defined security areas.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	HARDWARE-BASED PROTECTION

	SC-51.a
	Implement Hardware-Based Write-Protect
	Use hardware-based protections to prevent changes to certain system firmware components that the organization specifies.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SC-51.b
	Manual Disablement and Re-enabling of Hardware Write-protect
	Implement specific procedures for chosen authorized individuals to manually turn off hardware write-protection for firmware modifications and turn it back on before returning to regular operations.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SYSTEM AND COMMUNICATIONS PROTECTION (SI)

	POLICY AND PROCEDURES

	SI-01.a
	Dissemination of Information to Designated Personnel
	Create, document, and share with designated individuals or roles in the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-01.a.1
	Establish System Integrity Policy
	Select one or more levels - organization, mission/business process, or system - to establish a policy that ensures the integrity of systems and information.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-01.a.1.a
	Define Organizational Roles and Responsibilities
	Organizational roles and responsibillitiies are assigned to manage the development, documentation, and dissemination of the System and Information Integrity policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-01.a.1.b
	Ensure Consistency with Applicable Laws and Guidelines
	Ensure System and Information Integrity policy and procedure adheres to all relevant laws, executive orders, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-01.a.2
	Implement System and Information Integrity Procedures
	Create methods to make it easier to implement both the system integrity policy and the controls related to system and information integrity.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-01.b
	Designate Official for Integrity Policy Management
	Assign a designated official within the organization to develop, document, and share the policy and procedures for system and information integrity.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-01.c
	Update System and Information Integrity
	Regularly review and update the System and Information Integrity policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-01.c.1
	Set Policy Frequency and Event Schedule
	Set System and Information Integrity policies periodically as defined by the organization and follow them after certain events also defined by the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: DE.DP-2

SP 800-171: 03.15.01.b

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SI-01.c.2
	Implement Regular and Event-based Procedures
	Create System and Information Integrity procedures that are followed at a frequency and after events that the organization defines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: DE.DP-2
SP 800-171: 03.15.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	FLAW REMEDIATION

	SI-02.a
	Correct System Flaws
	Find, report, and fix flaws in the system.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-02
CSF 1.1: ID.RA-1, PR.IP-12
SP 800-171: 03.14.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-02.b
	Test Firmware Updates
	Test any software or firmware updates for effectiveness and potential side effects before installing them. These tests are specifically for updates meant to fix identified flaws.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-02
CSF 1.1: ID.RA-1, PR.IP-12
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-02.c
	Install Security Software and Firmware Updates
	Install important security software and updates within a certain timeframe after they've been released.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-02
CSF 1.1: ID.RA-1, PR.IP-12
SP 800-171: 03.14.01.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-02.d
	Implement Flaw Remediation
	Integrate the process of fixing faults into the organization's process for managing system configurations.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-02
CSF 1.1: ID.RA-1, PR.IP-12
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-02(02)
	Automate Software and Firmware Updates Installation
	Check regularly if system parts have all the necessary security updates installed using automated tools.
	CSF 2.0: ID.IM-01, ID.IM-02, ID.IM-03, PR.PS-02
CSF 1.1: ID.RA-1, PR.IP-12
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	MALICIOUS CODE PROTECTION

	SI-03.a
	Implement Malicious Code Protection Mechanisms
	Use one or more methods (such as signature-based or non-signature-based) to establish protection against harmful software at system entry and exit points. This will help detect and eliminate any harmful software.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: DE.CM-4, DE.DP-3
SP 800-171: 03.14.02.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-03.b
	Update Malicious Code Protection Mechanisms
	Update the system's defense mechanisms against harmful software automatically whenever new versions are released, following the organization's management policies and procedures for system settings.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: DE.CM-4, DE.DP-3
SP 800-171: 03.14.02.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-03.c
	Configure Malicious Code Protection Mechanisms
	Set up systems to protect against malicious code by:
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: DE.CM-4, DE.DP-3
SP 800-171: 03.14.02.c
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-03.c.1
	Conduct System Scans
	Carry out regular system scans at certain times set by the organization and perform immediate scans on files from outside sources. These scans can happen at the point of entry or exit on the network as the files are downloaded or opened. All scanning activities should follow the organization's policy.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: DE.CM-4, DE.DP-3
SP 800-171: 03.14.02.c.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-03.c.2
	Respond to Malicious Code Detection
	Choose one or more actions such as blocking or quarantining malicious code, take the necessary steps determined by the organization, and alert the appropriate personnel when malicious code is detected.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: DE.CM-4, DE.DP-3
SP 800-171: 03.14.02.c.02
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-03.d
	Address False Positives in Malicious Code Detection
	Handle false alarms during the detection and removal of harmful software, and discuss the possible impact these could have on the system's availability.
	CSF 2.0: PR.DS-01, PR.DS-02, PR.DS-10
CSF 1.1: DE.CM-4, DE.DP-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SYSTEM MONITORING

	SI-04.a
	System Monitoring
	Regularly check the system to detect any anomalies.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03

CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1

SP 800-171: 03.14.06.a

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SI-04.a.1
	Monitor Potential Attacks
	Monitor for signs of potential attacks and actual attacks, ensuring you follow the organization's specific objectives for monitoring.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: 03.14.06.a.01
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.a.2
	Block Unauthorized Connections
	Prevent unapproved local, network, and remote connections.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: 03.14.06.a.02
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.b
	Detect Unauthorized System Use
	Identify any unauthorized system use using specified techniques and methods.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: 03.14.06.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.c
	Implement Monitoring Measures
	Use internal monitoring features or set up monitoring devices.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.c.1
	Collect Essential Information Systematically
	Systematically collect crucial information as determined by the organization.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.c.2
	Track Specific Transactions
	Track specified types of transactions of interest to the organization at various locations within the system.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03

CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SI-04.d
	Event and Anomaly Analysis
	Analyze and interpret unusual activities or events that are detected.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.e
	Adjust System Monitoring Level Following Risk Change
	Increase or decrease the extent of system surveillance in response to changes in the risk level to the organization's operations, assets, individuals, other organizations, or the nation.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.f
	Obtain Legal Opinion for System Monitoring
	Get legal advice on system monitoring activities.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04.g
	Provide Monitoring Information to Designated Personnel
	Provide system monitoring information to designated personnel or roles as needed or at set intervals.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-04(02)
	Implement Automated Event Analysis
	Use automated tools to analyze events almost immediately as they occur.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SI-04(04)(a)
	Set Criteria for Communication Traffic
	Set criteria to identify abnormal or unauthorized behavior in incoming and outgoing communication traffic.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03

CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1

SP 800-171: No Reference

NM Executive Orders: EO.2024-011

NM Administrative Code: -
	Mandatory

	SI-04(04)(b)
	Monitor Communications Traffic
	Monitor the flow of incoming and outgoing communication for unusual or unauthorized activities or conditions, at a frequency determined by the organization.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: 03.14.06.c
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SI-04(05)
	Alert Personel for Indications of Compromise
	Notify designated staff members when the system indicates possible security breaches based on specific indicators.
	CSF 2.0: ID.RA-01, ID.IM-01, ID.IM-02, ID.IM-03, PR.DS-01, PR.DS-02, PR.DS-10, DE.CM-01, DE.CM-06, DE.CM-09, DE.AE-02, DE.AE-03
CSF 1.1: ID.RA-1, PR.DS-5, PR.IP-8, DE.AE-1, DE.AE-2, DE.AE-3, DE.AE-4, DE.CM-1, DE.CM-4, DE.CM-5, DE.CM-6, DE.CM-7, DE.DP-2, DE.DP-3, DE.DP-4, DE.DP-5, RS.AN-1
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SECURITY ALERTS, ADVISORIES, AND DIRECTIVES

	SI-05.a
	Receive External Security Updates
	Continually receive system security alerts, advisories, and directives from chosen external organizations.
	CSF 2.0: ID.RA-01, ID.RA-02, ID.RA-03
CSF 1.1: ID.RA-1, ID.RA-2, ID.RA-3, RS.CO-5, RS.AN-5
SP 800-171: 03.14.03.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-05.b
	Produce Security Alerts & Directives
	Create internal security alerts, advisories, and instructions when needed.
	CSF 2.0: ID.RA-01, ID.RA-02, ID.RA-03
CSF 1.1: ID.RA-1, ID.RA-2, ID.RA-3, RS.CO-5, RS.AN-5
SP 800-171: 03.14.03.b
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-05.c
	Disseminate Security Alerts and Advisories
	Share security alerts, advisories, and directives with chosen individuals, departments within the organization, or external organizations as defined by the organization.
	CSF 2.0: ID.RA-01, ID.RA-02, ID.RA-03
CSF 1.1: ID.RA-1, ID.RA-2, ID.RA-3, RS.CO-5, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-05.d
	Implement Security Directives or Report Noncompliance
	Follow security instructions within the given deadlines, or inform the issuing organization about the extent of non-adherence.
	CSF 2.0: ID.RA-01, ID.RA-02, ID.RA-03
CSF 1.1: ID.RA-1, ID.RA-2, ID.RA-3, RS.CO-5, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SECURITY AND PRIVACY FUNCTION VERIFICATION

	SI-06.a
	Verify Security and Privacy Functions Operation
	Confirm the proper functioning of defined security and privacy features.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-06.b
	Verify System Transitional States
	Carry out checks on the tasks listed in SI-6a. These checks could be performed during system changes, when instructed by an authorized user, or at a regular frequency decided by the organization.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-06.c
	Alert Personnel to Test Failures
	Alert designated personnel when security and privacy verification tests fail.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-06.d
	Take Actions for Discovered Anomalies
	When anomalies are detected, choose one or more of the following actions: shut down the system, restart the system, or perform the alternative action(s) defined by the organization.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SOFTWARE, FIRMWARE, AND INFORMATION INTEGRITY

	SI-07.a
	Use Integrity Verification Tools for Unauthorized Changes Detection
	Use tools that verify integrity to find any unapproved changes to specific software, firmware, and information as defined by the organization.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: PR.DS-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-07.b
	Detect Unauthorized Changes
	When unauthorized changes to the software, firmware, or information are detected, take specific actions as determined by the organization.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-07(01)
	Perform Integrity Check on Defined Software, Firmware, and Information
	Carry out a system check to ensure the reliability of specified software, firmware, and information. This can be done during startup, during critical transitions or events, or as frequently as determined by the organization.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SI-07(07)
	Incorporate Unauthorized Change Detection into Incident Response Capability
	Integrate the ability to detect specific unauthorized changes into the organization's incident response capability.
	CSF 2.0: ID.RA-09, PR.DS-01, PR.DS-02, PR.DS-10, PR.PS-02, DE.CM-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SPAM PROTECTION

	SI-08.a
	Implement Spam Protection Mechanisms
	Use spam protection methods at the system's beginning and end points to identify and handle unsolicited messages.
	CSF 2.0: No Reference
CSF 1.1: DE.CM-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-08.b
	Update Spam Protection Mechanisms
	Update spam security features whenever new versions are available, following the established guidelines for managing settings and procedures.
	CSF 2.0: No Reference
CSF 1.1: DE.CM-4
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-08(02)
	Update Spam Protection Mechanisms Regularly
	Update spam protection mechanisms regularly, with the frequency determined by the organization.
	CSF 2.0: No Reference
CSF 1.1: DE.CM-4
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	INFORMATION INPUT RESTRICTIONS

	SI-09
	Withdrawn
	No Policy Element
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Withdrawn

	INFORMATION INPUT VALIDATION

	SI-10
	Validate Information Inputs
	Verify the accuracy of the given system inputs.
	CSF 2.0: PR.DS-10
CSF 1.1: PR.DS-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	ERROR HANDLING

	SI-11.a
	Generate Corrective Action Error Messages
	Create error messages that provide the needed information for solving issues, without revealing any information that could be used in a harmful way.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SI-11.b
	Reveal Error Messages to Assigned Roles
	Only share error messages with specified personnel or roles.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	INFORMATION MANAGEMENT AND RETENTION

	SI-12
	System Information Management and Retention
	Maintain and store system information and its outputs following the required laws, rules, policies, standards, guidelines and operational demands.
	CSF 2.0: ID.AM-07, ID.AM-08
CSF 1.1: No Reference
SP 800-171: 03.14.08
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PREDICTABLE FAILURE PREVENTION

	SI-13.a
	Define MTTF for System Components
	Determine the average time until a failure occurs for specific system components operating in certain environments.
	CSF 2.0: PR.IR-03

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SI-13.b
	Substitute and Exchange System Components
	Provide replacement parts for the system and a way to switch between the active and standby components based on organization-defined criteria for Mean Time To Failure (MTTF) substitution.
	CSF 2.0: PR.IR-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	NON-PERSISTENCE

	SI-14
	Implement and Terminate Non-Persistent System Components
	Use non-permanent system components and services, which start in a known state and end either after each use session or at set intervals, as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	INFORMATION OUTPUT FILTERING

	SI-15
	Validate Software Information Consistency
	Check the information output from certain software programs and applications, as defined by the organization, to ensure it aligns with what is expected.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	MEMORY PROTECTION

	SI-16
	Implement Memory Protection Controls
	Put in place specified safeguards to protect the system memory from unauthorized attempts to run code.
	CSF 2.0: PR.DS-10
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	FAIL-SAFE PROCEDURES

	SI-17
	Implement Fail-Safe Procedures Upon Identified Failures
	Implement the specific safe-failure methods when given failure situations occur, as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	PERSONALLY IDENTIFIABLE INFORMATION QUALITY OPERATIONS

	SI-18.a
	Verify Accuracy of Personally Identifiable Information
	Regularly verify that personal information is accurate, relevant, up-to-date, and complete throughout its entire life cycle. The frequency of these checks is determined by the organization.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SI-18.b
	Correct/Delete Inaccurate Personal Information
	Update or remove any personal information that is incorrect or no longer applicable.
	CSF 2.0: ID.AM-08
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	DE-IDENTIFICATION

	SI-19.a
	Remove Personally Identifiable Information Elements
	Eliminate specific personal information details, as defined by the organization, from all data sets.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SI-19.b
	Evaluate De-identification Effectiveness
	Review how effective the de-identification process is on a specified regular basis.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	TAINTING

	SI-20
	Embed Capabilities in Systems for Data Exfiltration Detection
	Embed tracking features into specific systems or components to find out if any organizational data has been wrongly removed or leaked. The organization will identify which systems or components will have this feature.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	INFORMATION REFRESH

	SI-21
	Refresh and Delete Assigned Information
	Update specific information at set intervals or create it when needed, and then remove it when it's no longer necessary.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	INFORMATION DIVERSITY

	SI-22.a
	Identify Alternative Information Sources
	Identify other information sources for essential functions and services as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SI-22.b
	Alternate Information Source Use for Essential Functions Execution
	Use a backup information source to perform essential functions or services on chosen systems or system components when the main information source is corrupted or not available.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	INFORMATION FRAGMENTATION

	SI-23
	Define Circumstances
	The organization sets the circumstances.
	CSF 2.0: No Reference

CSF 1.1: No Reference

SP 800-171: No Reference

NM Executive Orders: No Reference

NM Administrative Code: -
	Recommended

	SI-23.a
	Define Information Assignment
	Break down the information defined by the organization into smaller parts.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SI-23.b
	Distribute Fragmented Information
	Distribute the broken-down information across specific systems or components as defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	SUPPLY CHAIN RISK MANAGEMENT (SR)

	POLICY AND PROCEDURES

	SR-01.a
	Disseminate Information to Assigned Personnel
	Develop, document, and share Supply Chain Risk Management information with the specified people or roles in the organization.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: 03.15.01.a
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.a.1
	Implement Supply Chain Risk Management Policy
	Choose one or more levels determined by  the organization based on mission/business process, or system to create a Supply Chain Risk Management policy.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: 03.15.01.a.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.a.1.a
	Establish Organizational Guidelines
	Clearly identify the purpose, scope, roles, responsibilities, commitment from management, and ensure coordination among different organizational groups, and adheres to Supply Chain Risk Management compliance.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.a.1.b
	Ensure Consistency with Applicable Laws and Guidelines
	Ensure the Supply Chain Risk Management policies and procedures remains consistent with relevant laws, directives, regulations, policies, standards, and guidelines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.a.2
	Implement Supply Chain Risk Management Procedures
	Create procedures that make it easier to implement both the policy for Supply Chain Risk Management and the controls associated with managing those risks.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: 03.15.01.a.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.b
	Designate Official for Supply Chain Risk Management
	Assign a designated official to oversee the creation, recording, and sharing of the Supply Chain Risk Management policy and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.c
	Update Supply Chain Risk Management
	Regularly review and update the Supply Chain Risk Management policies and procedures.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: 03.15.01.b.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.c.1
	Policy Updates Frequency and Events Management
	Establish and follow the  Supply Chain Risk Management policy with a defined frequency and specific events.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03
CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2
SP 800-171: 03.15.01.b.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-01.c.2
	Define Frequency and Events for Procedures
	Set Supply Chain Risk Management procedures to take place at specific times determined by the organization and after certain events that the organization defines.
	CSF 2.0: GV.OC-03, GV.PO-01, GV.PO-02, GV.OV-01, GV.SC-03, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: ID.BE-1, ID.SC-1, DE.DP-2

SP 800-171: 03.15.01.b.

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SUPPLY CHAIN RISK MANAGEMENT PLAN

	SR-02.a
	Manage Supply Chain Risks
	Create a plan to manage the risk of issues in the supply chain during the various stages such as research, design, manufacturing, acquisition, delivery, integration, operations and maintenance, and disposal of designated systems, components, or services.
	CSF 2.0: GV.RM-01, GV.RM-03, GV.RM-04, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-04, ID.IM-04
CSF 1.1: ID.BE-4, ID.SC-1, ID.SC-2, ID.SC-3
SP 800-171: 03.17.01.a.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-02.b
	Update Supply Chain Risk Management Plan
	Regularly review and update the supply chain risk management plan, or when necessary, to accommodate any changes in threats, organization, or the environment.
	CSF 2.0: GV.RM-01, GV.RM-03, GV.RM-04, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-04, ID.IM-04
CSF 1.1: ID.BE-4, ID.SC-1, ID.SC-2, ID.SC-3
SP 800-171: 03.17.01.b.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-02.c
	Secure Supply Chain Risk Management Plan
	Ensure the plan for managing supply chain risks is safe from unauthorized changes or disclosures.
	CSF 2.0: GV.RM-01, GV.RM-03, GV.RM-04, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-04, ID.IM-04
CSF 1.1: ID.BE-4, ID.SC-1, ID.SC-2, ID.SC-3
SP 800-171: 03.17.01.c.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-02(01)
	Establish Supply Chain Risk Management Team
	Create a team to manage supply chain risks. This team should consist of assigned roles and responsibilities and be responsible for designated supply chain risk management activities.
	CSF 2.0: GV.RM-01, GV.RM-03, GV.RM-04, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-08, GV.SC-09, GV.SC-10, ID.AM-04, ID.IM-04
CSF 1.1: ID.BE-4, ID.SC-1, ID.SC-2, ID.SC-3
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SUPPLY CHAIN CONTROLS AND PROCESSES

	SR-03.a
	Address Weaknesses in Supply Chain Processes
	Establish procedures to identify and fix any weaknesses in the supply chain of a specified system or component, working together with the assigned supply chain personnel.
	CSF 2.0: GV.OC-02, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-05, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, RS.MA-01, RS.CO-02, RS.CO-03
CSF 1.1: ID.BE-1, ID.SC-1, ID.SC-2, ID.SC-3
SP 800-171: 03.17.03.a.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-03.b
	Implement Supply Chain Protection Controls
	Use the following methods to guard against risks in the supply chain system, its components, or services and to limit damage or outcomes from related events. The methods used will be defined by the organization.
	CSF 2.0: GV.OC-02, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-05, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, RS.MA-01, RS.CO-02, RS.CO-03
CSF 1.1: ID.BE-1, ID.SC-1, ID.SC-2, ID.SC-3
SP 800-171: 03.17.03.b.
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-03.c
	Document Implemented Supply Chain Processes
	Record the supply chain processes and controls that have been chosen and put into practice in relevant documents such as security and privacy plans or supply chain risk management plans.
	CSF 2.0: GV.OC-02, GV.SC-01, GV.SC-02, GV.SC-03, GV.SC-05, GV.SC-07, GV.SC-08, GV.SC-09, GV.SC-10, RS.MA-01, RS.CO-02, RS.CO-03
CSF 1.1: ID.BE-1, ID.SC-1, ID.SC-2, ID.SC-3
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	PROVENANCE

	SR-04
	Maintain Provenance of Systems and Data
	Keep track of and record the origin and history of specified systems, their parts, and related data.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	ACQUISITION STRATEGIES, TOOLS, AND METHODS

	SR-05
	Implement Supply Chain Risk Mitigation Strategies
	Use the specified strategies for purchase, contract tools, and procurement methods to protect against, identify, and reduce supply chain risks.
	CSF 2.0: GV.OC-02, GV.OC-05, GV.SC-02, GV.SC-05, GV.SC-06, GV.SC-09, GV.SC-10, ID.AM-08, ID.RA-09, ID.IM-01, ID.IM-02, ID.IM-03

CSF 1.1: ID.SC-1, ID.SC-2, ID.SC-3

SP 800-171: 03.17.02

NM Executive Orders: No Reference

NM Administrative Code: -
	Mandatory

	SUPPLIER ASSESSMENTS AND REVIEWS

	SR-06
	Review Supply Chain-Related Risks
	Regularly evaluate and review the risks associated with suppliers or contractors related to the supply chain, and the system or parts of the system they provide, at a frequency determined by the organization.
	CSF 2.0: GV.OC-02, GV.OV-01, GV.OV-02, GV.OV-03, GV.SC-04, GV.SC-05, GV.SC-06, GV.SC-07, GV.SC-09, GV.SC-10, ID.RA-09, ID.RA-10
CSF 1.1: ID.SC-2, RS.AN-5
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SUPPLY CHAIN OPERATIONS SECURITY

	SR-07
	Implement Supply Chain OPSEC Controls
	Use specific Operations Security (OPSEC) controls to safeguard information related to the system supply chain, system component, or system service. The specific controls used will be defined by the organization.
	CSF 2.0: No Reference
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Recommended

	NOTIFICATION AGREEMENTS

	SR-08
	Establish Supply Chain Agreements and Procedures
	Set up agreements and processes with parties involved in the supply chain for the system, its components, or its services. These should focus on notification of supply chain compromises, results of evaluations or audits, or other specified relevant information.
	CSF 2.0: GV.OC-02, GV.SC-08, RS.MA-01, RS.CO-02, RS.CO-03, RC.CO-03
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	TAMPER RESISTANCE AND DETECTION

	SR-09
	Establish Tamper Protection Program
	Create a program to protect the system, its parts, or services from being tampered with.
	CSF 2.0: No Reference
CSF 1.1: DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	INSPECTION OF SYSTEMS OR COMPONENTS

	SR-10
	Inspect Systems for Tampering
	Inspect the specified system components either at random or at set intervals, or when certain conditions suggest a need for inspection, in order to detect any tampering.
	CSF 2.0: GV.SC-05, ID.RA-09
CSF 1.1: DE.DP-2
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	COMPONENT AUTHENTICITY

	SR-11.a
	Implement Anti-Counterfeit Procedures
	Create and enforce policies and procedures to detect and stop counterfeit components before they enter the system.
	CSF 2.0: ID.RA-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-11.b
	Report Counterfeit Components
	Report fake or counterfeit system components to the original source, chosen external reporting organizations, or designated personnel within the organization.
	CSF 2.0: ID.RA-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory

	SR-11(01)
	Training in Detecting Counterfeit System Components
	Train chosen personnel to recognize fake system parts, including hardware, software, and firmware.
	CSF 2.0: ID.RA-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	SR-11(02)
	Maintain Configuration Control Over System Components
	Maintain control over the system parts that need service or repair and those parts that have been serviced or repaired and are waiting to be used again. The organization will define which system parts this applies to.
	CSF 2.0: ID.RA-09
CSF 1.1: No Reference
SP 800-171: No Reference
NM Executive Orders: EO.2024-011
NM Administrative Code: -
	Mandatory

	COMPONENT DISPOSAL

	SR-12
	Dispose Assigned Items
	Dispose of specified data, documents, tools, or system components using appropriate techniques and methods as defined by the organization.
	CSF 2.0: ID.AM-08
CSF 1.1: PR.IP-6
SP 800-171: No Reference
NM Executive Orders: No Reference
NM Administrative Code: -
	Mandatory



